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&2 Tool: VenomRAT
Names VenomRAT
Category Malware
Type Reconnaissance, Backdoor, Tunneling

(CloudSEK) VenomRAT is a remote access tool discovered by 2020, and it is used by threat

actors to control the infected systems remotely.
Description

VenomRFAT is a clone of QuasarRAT.

<https://cloudsek.com/threatintelligence/what-is-the-venom-rat-a-detailed-explanation-of-this-

remote-access-tool>

Information  <https://www.swascan.com/venomrat-malware-analysis-remote-access-trojan/>
<https://thehackernews.com/2024/04/massive-phishing-campaign-strikes-latin.html>

<https://dti.domaintools.com/VenomRAT/>

Last change to this tool card: 27 June 2025

Download this tool card in JSON format

All groups using tool VenomRAT

Changed Name Country Observed

APT groups

OPERA1ER [Unknown] 2016-Jul 2023 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2fbea6de-6e6f-417c-ab06-cca0df34ea90
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