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GHAMBAR

According to Mandiant, GHAMBAR is a remote administration tool (RAT) that communicates with its C2 server
using SOAP requests over HTTP. Its capabilities include filesystem manipulation, file upload and download, shell

command execution, keylogging, screen capture, clipboard monitoring, and additional plugin execution.
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There is no Yara-Signature yet.

Source: https://malpedia.caad.fkie.fraunhofer.de/details/win.ghambar

Page 1 of 1


https://malpedia.caad.fkie.fraunhofer.de/families
https://malpedia.caad.fkie.fraunhofer.de/library?search=SOCRadar
https://malpedia.caad.fkie.fraunhofer.de/library?search=SOCRadar
https://malpedia.caad.fkie.fraunhofer.de/details/apk.pineflower
https://malpedia.caad.fkie.fraunhofer.de/details/apk.vinethorn
https://malpedia.caad.fkie.fraunhofer.de/details/vbs.vbrevshell
https://malpedia.caad.fkie.fraunhofer.de/details/win.brokeyolk
https://malpedia.caad.fkie.fraunhofer.de/details/win.chairsmack
https://malpedia.caad.fkie.fraunhofer.de/details/win.dostealer
https://malpedia.caad.fkie.fraunhofer.de/details/win.ghambar
https://malpedia.caad.fkie.fraunhofer.de/details/win.silentuploader
https://malpedia.caad.fkie.fraunhofer.de/actor/tag-56
https://malpedia.caad.fkie.fraunhofer.de/library?search=Mandiant
https://malpedia.caad.fkie.fraunhofer.de/library?search=Mandiant%20Intelligence
https://malpedia.caad.fkie.fraunhofer.de/details/apk.pineflower
https://malpedia.caad.fkie.fraunhofer.de/details/apk.vinethorn
https://malpedia.caad.fkie.fraunhofer.de/details/vbs.vbrevshell
https://malpedia.caad.fkie.fraunhofer.de/details/win.brokeyolk
https://malpedia.caad.fkie.fraunhofer.de/details/win.dostealer
https://malpedia.caad.fkie.fraunhofer.de/details/win.ghambar
https://malpedia.caad.fkie.fraunhofer.de/details/win.silentuploader

