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ransomware

By SANS Internet Storm Center

Archived: 2026-04-05 17:14:34 UTC
Introduction

Russian language spam pushing Shade ransomware (also known as Troldesh ransomware) has remained active

since my previous ISC diary about it on 2018-11-29. However, sometime in February 2019, this malicious spam

(malspam) has altered its tactics slightly. Instead of a zip archive directly attached to the malspam, recent emails
have attached PDF files with links to download the zip archive. Otherwise, this infection activity remains

relatively unchanged.
Details

Malspam pushing Shade has a variety of subjects, spoofed sending addresses, and message text. The common
theme is some sort of order or invoice. The attached PDF files have links to download an alleged invoice, which

was saved as pic.zip when I checked.
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Shown above: From malspam to PDF to downloaded zip archive.

Pic.zip contained a JavaScript (.js) file designed to infect a vulnerable Windows host when double-clicked.

Infection traffic remained similar to previous examples of Shade ransomware, and my infected Windows host

exhibited the expected behavior.
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function h ()
{
wvar E = "charCo";
E += "de";
return E;
1
function % ()
{
return "cha"™ + "raA";
}
function u(Akp, ©)
{
var hijWw = Akp.length;
var vE = o.length;
wvar F = (0: i

Shown above: Downloaded zip archive and extracted .js file.

[ [http.request or ssl.handshake type ==

[x<]=>] '] Expression...

Dst

. 74,220,207 .61

Host
simplerlife.pl
sidneyyin.com

Server Name

Info

+

GET /wp-content/t
GET /templates/joc

2019-02-20 00 . 193.23.244.244 443 www . jgema2jmg3.. Client Hello
2019-02-20 00:07.. 194.109.206.212 443 www . gx4wjkrfwx. Client Hello
2019-02-20 00:07.. 159.203.45.171 95001 www.yrc7s6fse2. Client Hello
2019-02-20 00:07.. 95.216.61,.110 21002 www . ndéh3jifey.. Client Hello
2019-02-20 00:07.. 84.55.82.94 443 www . 7uajbb6tk2.. Client Hello
2019-02-20 00:07.. 104.16.155.36 80 whatismyipaddress.com GET / HTTP/1.1
2019-02-20 00:07.. 104.16.155.36 80 whatismyipaddress.com GET £ HTTRA151!
2019-02-20 00:07.. 104.16.155.36 80 whatismyipaddress.com GET / HTTP/1.1
2019-02-20 00:07.. 104.16.155.36 80 whatismyipaddress.com GET / HTTP/1.1
2019-02-20 00:07.. 104.16.155.36 80 whatismyipaddress.com GET / HTTP/1.1
2019-02-20 00:07.. 104.16.155.36 80 whatismyipaddress.com GET / HTTP/1.1
2019-02-20 00:07.. 104.16.155.36 80 whatismyipaddress.com GET / HTTP/1.1
2019-02-20 00:07.. 104.16.155.36 80 whatismyipaddress.com GET / HTTP/1.1
2019-02-20 00:07.. 104.16.155.36 80 whatismyipaddress.com GET / HTTP/1.1
2019-02-20 00:07.. 104.16.155.36 80 whatismyipaddress.com GET / HTTP/1.1
2019-02-20 00:07.. 104.18.34.131 80 whatsmyip.net GET / HTTP/1.1
2019-02-20 00:08..5.9.9.18 9001 www.612321g5f3.. Client Hello

Shown above: Trdffic from the infection filtered in Wireshark.
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Recycle Bin README3.txt READMES.txt

Bawu dannsl Beink 3awudpoBaHbl.
Umobel pacwudpoBaTtbh ux, Bam Heobxopumo oTnpaBumb kog:
README4.txt. READMES.txt A7119344483C82A1I3FE2|0
Ha 3NMeKmpOoHHbIA aapec pilotpilot088@Ggmail.com .
|lanee Bbl Nony4yuTe BCe HeobXoauMmble UHCMPYKUMU.
NonbiTku pacwudpoBamb CAMOCTOATENbHO HE NPUBEAYM HU K 4Yemy,
ECNU Bbl BCE Xe XomuTe nonsimambCAH, Mo NpeagdapuTternbHO Lﬂ,e}ldl:‘ll’l](:
X WU3IMeHeHWA paCLI.IHquOBKEI. cTaHem HeBO3IMOXHOM HU npu Kakux yor
ECAW Bbl HE MOAYYUSU OmMEETa no BblweykasaHHoMy aapecy B TedyeHk
READMES.txt README10.tx 8OCNONb3yiTeCh (opmoidi 0BpaTHOW CBA3U. 3TO MOKHO CAeNaTb ABYM
1) Ckavavme u ycmaHoBuTe Tor Browser no ccboinke: https://www. -
t B ajppecHoW cmpoke Tor Browser-d4 BBegume ajpec:
http://cryptsen7fod43rr6.onion/
u Haxmume Enter. 3arpysutca cmpaHMua C dopmond obpamHoW CBA3K
2) B nwbom bpay3epe nepelgume nNo OAHOMY U3 aApecoB:
http://cryptsen7fo43rr6.onion.to/
http://cryptsen7fod43rr6.onion.cab/
READMELtxt READMEG.txt

A1l the important files on your computer were encrypted.
To decrypt the files you should send the following code:

A7119344483C82A1BFE2|0
to e-mail address pilotpilot088@gmail.com .

Then you will receive all necessary instructions.

" AED AT A1l the attempts of decryption by yourself will result only

RERDNSCDE HERDREERG If you still want to try to decrypt them by yourself please
the decryption will become impossible in case of any changes ~

4 1 »

B
12:19 AM

Ll D)
= 2/20/2019

Shown above: Desktop of an infected Windows host.
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ObpatHan ceasb | Feedback X +

@ o Q@ Oé cryptsen7fo43rré.onion WS

Bl MokeTe OTHPAaBHTH coo0meHHAe Yepes popMy oOpaTHOii cBsA3H:

You can send the message using the following feedback form:

Bam e-mail / Your e-mail:

_ Moii xog uz Readme txt (smma 0011223344556677AAFF|0):
~ My code from Readme.txt (it looks like 0011223344556677TAAFF|0):

S notepan ece Readme txt mibo He cMoOT HAHTH HH OJHOTO
"~ Tlostall my Readme txt files or did not find any of them

Texcr coodbmensn / The text of the message:

IMosxanyicTa, BEEAHTE TEKCT C KAPTHHKH:

Please enter the text from the image:

OtnpaeHTs / Send

Fugopmayua: Ha OaHHBIT MOMEHM UCHOTL3VEeMCa AlZopumm wugpoearnta RSA-3072. O Ae1aemca 00HUM U3 CAMbIX
KPUNMOCMOLKUX Memodoe, U OanHbie, 3aUPPOeaHHbIe UM, He MOZYm Obimb pacuiu@poeansl He3 NPUeAmMHO20 KIH0Ud.

Information: the current encryption algorithm is RSA-3072. It is one of the most cryptographically strong methods and
the data encrypted by it can not be decrypted without the private key. More...

Shown above: Decryption instructions from the Tor page.
Indicators of compromise (IoCs)
The following are indicators associated with today's infection:

SHA?256 hash: 6950efbd9d6d10fdd8f644a71b30e53a8d1dbd64976279d8a192a0c9459d06el

e File name: pic.zakaz.pdf
 File size: 18,831 bytes
« File description: PDF attachment from malspam pushing Shade/Troldesh ransomware

SHA256 hash: e76b93f6ab032e16f5f1d600cb061db49a10538b10a063561df95be94156ac0b

o File name: pic.zip

Page 5 of 6


https://isc.sans.edu/diaryimages/images/2019-02-20-ISC-diary-image-05.jpg
https://isc.sans.edu/diaryimages/images/2019-02-20-ISC-diary-image-05.jpg
https://www.virustotal.com/#/file/6950efbd9d6d10fdd8f644a71b30e53a8d1dbd64976279d8a192a0c9459d06e1/
https://www.virustotal.com/#/file/e76b93f6ab032e16f5f1d600cb061db49a10538b10a063561df95be94156ac0b/

https://isc.sans.edu/forums/diary/More+Russian+language+malspam+pushing+Shade+Troldesh+ransomware/24668 /

 File size: 3,493 bytes
 File location: hxxp://simplerlife[.]pl/wp-content/themes/hueman/assets/admin/css/pic.zip

o File description: Downloaded zip archive from link in PDF attachment

SHA256 hash: 17539e1a0c33fe2f98falb8fa282f9f3786bal5419e30ae6c4171ccff65338c9

 File size: 6,932 bytes

e File description: .js file extracted from pic.zip

SHA256 hash: 33dde2eed8ccb2b74c9d0feaf19c341354e54cb5d2c9e475507ff3fe22240381

o File size: 1,254,664 bytes

o File location: hxxp://sidneyyin[.]Jcom/templates/joomlage0084-aravnik/css/msg.jpg
 File location: C:\Users\[username]\AppData\Local\Temp\rad8EEC7.tmp

e File location: C:\ProgramData\Windows\csrss.exe

» File description: Downloaded zip archive from link in PDF attachment
Traffic from an infected Windows host:

e 62.212.69[.]227 port 80 - simplerlife[.]pl - GET /wp-content/themes/hueman/assets/admin/css/pic.zip
e 74.220.207[.]61 port 80 - sidneyyin|.Jcom - GET /templates/joomlage0084-aravnik/css/msg.jpg

e Various IP addresses over various TCP ports - Tor traffic

e port 80 - whatismyipaddress.com - GET /

e port 80 - whatsmyip.net - GET /

Email address and URLSs from the decryption instructions:

 pilotpilot088@gmail.com

e hxxp://cryptsen7fo43rr6[.]onion/

» hxxp://cryptsen7fo43rr6[.]Jonion.to/
» hxxp://cryptsen7fo43rr6[.]Jonion.cab/

Final words

As I stated last time, Russian language malspam pushing Shade/Troldesh ransomware is nothing new. Since I first

posted a diary about it back in 2016, it's never disappeared for long. Nor is this malspam limited to Russian

language. An example I documented in 2017 was from English malspam. This diary is yet another reminder the

criminals behind this malware remain active.

Brad Duncan

brad [at] malware-traffic-analysis.net

Source: https://isc.sans.edu/forums/diary/More+Russian+language+malspam+pushing+Shade+Troldesh+ransomware/24668/
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