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Deletion

Use

RunningRAT contains code to compress files.LL1

RunningRAT adds itself to the Registry key
Software\Microsoft\Windows\CurrentVersion\Run to

establish persistence upon reboot..L]

RunningRAT contains code to open and copy data from

the Clipboard.[l]

RunningRAT uses a batch file to kill a security program

task and then attempts to remove itself.l]

RunningRAT kills antimalware running process.[l]

RunningRAT contains code to clear event logs.fl1

RunningRAT contains code to delete files from the

victim’s machine.!]
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Domain ID Name Use

Input Capture: RunningRAT captures keystrokes and sends them back to
Enterprise ~ T1056 .001 ) 1

Keylogging the C2 server..

Local Storage RunningRAT gathers logical drives information and
Enterprise =~ 11680 ] 1

Discovery, volume information.!t)

System . .

RunningRAT gathers the OS version and processor

Enterprise =~ T1082 Information

. information .t
Discovery
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