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We at ThreatLabZ are keeping an eye on a fairly active downloader called Chanitor. This malware is being
delivered via phishing emails purporting to be "important" documents, for example, voicemails, invoices, and
faxes; all are actually screensaver executables with the extension ‘.scr’. Another unique feature of this downloader
Trojan family is the usage of tor2web.org and tor2web.ru over SSL for its Command & Control (C2)

communication.

Upon execution, Chanitor copies itself to ‘%APPDATA%\Roaming\Windows\winlogin.exe’ by running the

following command:
cmd /D /R type "C:\
\winlogin.exe" > __ && move /Y ___ "C:\Users\\AppData\Roaming\Windows\winlogin.exe"

It then waits for a few seconds before deleting the original file, and executes the copy via the following command:

cmd /D /R ping -n 10 localhost && del "C:\

" && start /B "" "C:\Users\\AppData\Roaming\Windows\winlogin.exe" && exit

Once the command executes, it creates a registry entry for persistence:

;EI N ..{'_"]Adobe ARM REG_5Z "ChProgram Files (x86)\Commeon Files\Adobe W ARMML DN AdobeARM, exe”
RE?:J Y winlogin | REG_SZ C:\Users\Win7 64Bit\AppData\Roaming\Windows\winlogin.exe
1t 4 | 1

Computer\HKEY_LOCAL _MACHIME\SOFTWARE\WowG432Mode\Microsoft\Windows\ CurrentVersion\Run

Chanitor encrypts some key components like C2 server locations that is decrypted only when used on run time.

For example, "tor2web.org" is decrypted using a xor loop:
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The next step is enumeration of functions for making outbound SSL connections and making connections to the

command and control server. These connections are shown in the screenshot below.

[""j Tunnel o aplLipity.org:94s 133 winlogin: 1644
[E HTTPS api.ipify.org [ 13 text/plain winlogin: 1644
& 200 HTTP Tunnel to  svez25e3mamwlauz. tor 2web.org: 443 640 winlogin: 1644
[Z gyviz25e 3mdmwlauz. .. ate.ph text/himl winlogin: 1644
] Tunnel to svez25e3mamwlauz. tor 2web.org: 443 winlogin: 1644
Eb 200 HTTPS gvcz25e3mdmwlauz... fgate.php 385,769 )| Expires: 0 applicationjoctet-stream winlogin: 1644
] 200 HTTP Tunnel to  svez25e3mdmwlauz. tor 2web.org: 443 640 winlogin: 1644
Eb syvcz25e3mdmwlauz. .. ate.ph texthiml winlogin: 1644
@ Tunnel to svcz25e3mdmwlauz, tor 2web.ru: 443 no-cac... textfhtml; charset=UTF-8  winlogin: 1644

The first connection (#1 above) is to retrieve the public IP of the infected host. The success or failure of this
request isn’t checked though, so the next request happens regardless. This request (#2) is a beacon to the
command and control server on TOR via tor2web.org. Chanitor uses SSL for all communication and beacons via
POST requests to /gate.php. If the request is successful, the C2 server will provide further instructions which
during our analysis was to download additional binary payload. The download is shown in session #3 above. Once
the download finishes, there is a subsequent beacon which presumably means success (#4). Strangely enough,

there is a failed request to tor2web.ru (#5). This domain does not exist, so the purpose of this request is unknown.

The screenshot below shows detail of the initial beacon (#2) and server response to download a stage 2 binary:

{ODESD3BS-EFFE-4475-099E-AFFCER4IATT1ISERY 1247525 BIP Address
0:0 0125 |Fin|:|... (press Ctrl+Enter to highlight all) | | View in Notepad

Get SyntaxView | Transformer ! Headers IIText\..'iew | ImageView | Hex\View | WebView | Auth !
Caching | Cookies | Raw | JsON | xmL |

Hﬂ?ﬂ?{:’_&ﬂ_inst.exe .

Each beacon takes the following form:

{

H

If the request to api.ipify.org is unsuccessful, the IP address will be the machine's RFC1918 address instead of a

public IP. The C2 server replies with an instruction to download a file (highlighted in red above) and the download

Page 2 of 5


https://www.zscaler.com/sites/default/files/images/blogs/-TZaJra0thXw/VKrvwmZdabI/AAAAAAAAABM/6gfJxZyZV0E/s1600/tor2web_xor_decode_function_fdg.PNG
https://www.zscaler.com/sites/default/files/images/blogs/-TZaJra0thXw/VKrvwmZdabI/AAAAAAAAABM/6gfJxZyZV0E/s1600/tor2web_xor_decode_function_fdg.PNG
https://www.zscaler.com/sites/default/files/images/blogs/-7Bf4Q3m_WrU/VKrovswOGPI/AAAAAAAAAAg/8DgBiWwUgxc/s1600/annotated_fiddler_full.PNG
https://www.zscaler.com/sites/default/files/images/blogs/-7Bf4Q3m_WrU/VKrovswOGPI/AAAAAAAAAAg/8DgBiWwUgxc/s1600/annotated_fiddler_full.PNG
https://www.zscaler.com/sites/default/files/images/blogs/-HpfTEaZDIh0/VKrsrn2LmPI/AAAAAAAAABA/AphujIEkGBw/s1600/initial_beacon_and_response_fdg.PNG
https://www.zscaler.com/sites/default/files/images/blogs/-HpfTEaZDIh0/VKrsrn2LmPI/AAAAAAAAABA/AphujIEkGBw/s1600/initial_beacon_and_response_fdg.PNG

https://www.zscaler.com /blogs/research/chanitor-downloader-actively-installing-vawtrak

is initiated immediately. The beacon information, with the exception of the IP address, is also stored in the

registry:

»{00B49E34-CTCC-1100-895) »
05F16CE8-7103-42C1-BB4F-|
ActiveMovie i

ASF Stream Descriptor File -
< m . r

MName

?'.; cfg

4

ab| (Default)

Type Data
REG_S7 {value not set)
REG_SZ

I

{D1905FFE-D15C-4488-BAGA-0TDAASCC3ITE)ZBIR 1247525

Computer\HKEY_CURRENT_USER\Software\Microsoft\Active Setup\Installed Components\05F16C88-7103-42C1-BBAF-E9BAFTDB4ASE

After downloading and reporting success, the original binary will then sleep for approximately 5 minutes (there's

some variation for slightly longer and slightly shorter) before beaconing again:

ES 64FBFFFF || CALL AB4E1686
g2 POP ECH

59 FOP ECH

11,88

Luwinlogin. 88481668

kernel32.5leep I

FFOE CALL ERX
FedS FC B3 TEST BYTE PTR S5:[LO
EEBEFESFFFFF PJZ BB4BIF82
FFIS Godo4n CALL DMDRD PTR D5:[<{&KERMEL32.Ex itProcs
SE POP ESI
EE POP EEX
2BES HMou ESP,EEBP
=i POP EEBF
cz RETH
EE PUZH _EEP
SBEC Moy EEP,ESP
S3EC &4 SUB ESP.c4
B2 40EREEEE | MO EAK,SAR40
E3 PUSH EBX
PUSH

&7
SBYD 16

EDI
Moy EDT, OWORD FTR SS5: [ARG. 2]

ExitCode = —1.
KERMELZZ.Ex itProcess

(kernel32.5leep]

du leEntruPaoint >+800

dump

ASCIT

[ T R T A T

LastErr OEO@BE0E ERROR_SUCCE
EFL 8@o@@zes (MO, HE,ME, A, M5, FE, GE

STE empty —77T FFFF CODE0G0E G080
STl empty —777 FFFF GO0E0G0A FFFF
5T2 empty —777 FFFF BHEEAEEEL 2734
5T2 empty -777 FFFF GOAGAGAGA FFEF
ST4 empty —777T FFFF CODE0G0E G080
STE empty —77T FFFF CODEDADE 8080
STE empty —777 FFFF COGEGAGE BEEGE
ST7 empty —777 FFFFIBSEBBBBIEIBBE

FST BEEA Cond @ @ @ @ Erc @ B @
FCll B27YF Prec NEHR 53 HMask 1
chnd BEEE: BEREREEE

G 5]
DEOBEH0E BORBHEE0 DHOHEHEE 8
HMMZ2 BOE0E0EE DEOEDE0E B0E0EEEE O

5]
14 EEEEEHEEGE BBBBBBSS BEBREREE g
1E21ECHE CZ2FEFEE SQBSBBég g

N BB BB BB EEIEE] EB BB BB BB
A @E GE GE| @G
BE EE GE BB BB BB GE| EE 88 BB BB BB

Downloaded Binary

The downloaded binary is a dropper Trojan and is saved as C:\Users\\AppData\Local\Temp\__

==
T
BE BE GE

run the downloaded payload via the following command:

cmd /D /R start /B "" "C:\Users\

\AppData\Local\Temp\____

16AE.exe" && exit

E55C3H43

LTime = 281768. ms

.exe. Chanitor will

Upon execution, the binary checks for the presence of a debugger. If no debugger is found, the binary then

unpacks an embedded DLL and writes it to disk. This DLL is a new variant of the Vawtrak Trojan.
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1~AppData~Local~Te - EEpttt

The Vawtrak dropper Trojan then deletes itself from the target system. The Vawtrak dropper binary and the DLL

are compressed using aPLib v1.01 library as seen below:

Vawtrak, also known as NeverQuest and Snifula, is a powerful information stealing backdoor Trojan that has been

gaining momentum over past few months. It primarily targets user's bank account via online banking websites.

Indicators of Compromise

C2 Domains
https://svcz25e3m4mwlauz.tor2webl. Jorg/gate.php
https://ho7rcj6wucosaSbu.tor2webl.]org/gate.php
https://03qz25zwudor5mak.tor2web|.]org/gate.php
https://Ictoszyqpr356kw4.tor2webl[.Jorg/gate.php

File Locations

C:\Users\
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\AppData\Roaming\Windows\winlogin.exe
C:\ProgramData\TigaPjopw\VofcOhhel.zvv -- these names appear random
C:\Users\

\AppData\Local\Temp\~004BFD62.tmp -- this name appears random
C:\Users\

\AppData\Local\Temp\___16AE.exe -- this name appears random

Conclusions

The samples collected date back to the beginning of October 2014 and have changed in measurable ways over the
past few months. The first samples would not run on Windows 7 unless in compatibility mode, required
administrative privileges, and did not have icons that matched the purported filetype or theme, but the recent

samples have evolved to run without errors and appear to be more refined. We attempted to contact tor2web at

abuse@tor2web.org

and at
info@tor2web.org

and received bouncebacks followed a few days later by a delivery failure notification. Since the C2 servers are
hosted on TOR, tracking the individuals behind this campaign may prove difficult, but blocking access to tor2web

would be effective for the time being.

Source: https://www.zscaler.com/blogs/research/chanitor-downloader-actively-installing-vawtrak
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