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AKTHBHOCTB 9THX BbIMOTaTesiel Oblia B cepequiHe aBrycra 2022 r. OprueHTHPOBaH Ha aHTTIOS3BIUHBIX

l'[OJ'IL3OBaTEJIeﬁ, MOXET paCIIpOCTPAHATLCS 10 BCEMY MUDY.

K 3ammdpoBanHbIM (aiinaM HUKakoe paciivpeHye He 00aB/sieTcs.

3ammcka ¢ TpeboBadueM Beikyma HazbiBaeTcs: !!READ TO RECOVER YOUR DATA!!! PT_MOISHA.html
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Co/iep;kaHue 3aNUCKY 0 BBIKYIIe:

Hi it's me PT_MOISHA

Our team has penetrated your corporate network!

What have we done?

1.We stole documents compromising your company:

_Projects!

__Client bases!

___Postal correspondence!

_____Personal data of employees and customers!

2.When we left, we encrypted your computers with all the documents and left you this note!

We are waiting for you within 72 hours for negotiations, after this time we will gradually begin to destroy YOUR

Business!

What do we plan to do with your documents?

1.We will carefully analyze everything that we have stolen from you, we are already doing it!

2.After analyzing the stolen projects, documents, personal data, we will start selling them on the black market!
3.We will organize the leak of your corporate documents, those that we do not need but are very important to you!

4.After complete sorting and analysis of the data, we will start mailing to your customers, having previously

prepared the sitesleaks with your corporate data!
5.We will report your company's hack in the news and newspapers, it will be the collapse of your business!
6.After some time, we will begin to harass and terrorize your customers!

after some time, your documents, and projects that are not needed by us, will be available for everyone to view

here!
http://moishddxqnpdxpababec6exozpl2yr7idfhdldiz5525a025bmasxhid.onion
Use TorBrowser

IN"HOW TO AVOID ALL OF THIS!!!

We have good news for you, everything that happened, happened, but we can return everything! If we agree with
YOUS$
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Cancel all actions with the sale, leakage and destruction of your reputation and the company as a whole! If we
agree with YOU$

Let's get down to business!! WHAT DO WE WANT? we want MONEY) in exchange for money you get:
1.Decryptor to decrypt your files.

2. We will not sell your designs and documents.

3.We will remove all your files from our servers, this will stop your documents and projects from being leaked.
4. We will not terrorize your customers.

5. We will not report to the news and newspapers that you are not reliable and cannot be trusted.

6.We will tell your administrators how we penetrated your network, this is important for you!

THE PRICE OF OUR SILENCE: $10,000 usd!

Are you satisfied with our offer? Do you want to lose your reputation? Do you value your employees and partners?

we're sure you don't want the hype! write to us:

In the first message, tell the operator your MOISHAID: AF042w38-h547-u295-1318-a081de5*****

for quick connection use: moisha_pt@mailfence.com

To start negotiations and restore data, use the Tox messenger, you can download it here https://tox.chat/
launch the messenger and add our operator as a friend, in the first message tell the operator MOISHAID !!

operator contact:

693E9B36480678C055A135337A72913FA16F704919BCEBDFC647ACBOBCACF160AA408304642B

We are waiting for you within 72 hours for negotiations, after this time we will gradually begin to destroy YOUR

Business!

do not try to recover files yourself, this will lead to complete data loss!

IlepeBoj 3amMUCKH Ha PYCCKUM A3BIK:

ITpuger, 3T0 1 PT_MOISHA

Harnia komaHa MpoHKK/IA B Ballly KOPIOPAaTHUBHYHO CETh!

UTo MbI Hafienanu?

1. MBI yKpanu JOKyMeHTbl, KOMIIPOMETHPYIOLL[Ke Ballly KOMIaHUIO:

_ITpoexTs!!
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_ Kimenrckue 6a3sbr!

___TloutoBas nepenuckal

____TlepcoHasbHbIe JAHHbBIE COTPY/HUKOB U KJIMEHTOB!

2. Kor/ia MBI yI1i/iM, Mbl 3aiiidpoBasiy Ballld KOMIIbIOTEPhI BCEMH JJOKYMEHTaMU M OCTAaBU/IA BaM 3Ty 3allMCKy!

)KAEM BacC B TeueHHe 72 4acoB AJid TIeperoBopoB, 10 UCTE€UYEHWH 3TOTO0 BpEMEHHW MbI IMTOCTEINIEHHO HAYHEM

paspyuiars BAII 6u3Hec!
UTo MBI TUIAHMPYEM JleaTh C BalllMMU JOKyMeHTaMn?
1. MBI TijaTesbHO TIpoaHaIru3upyeM BCe, UTO Y BaC YKpasid, Mbl 3TO yxke Jesaem!

2.IToce aHanu3a YKpPaZA€HHBIX IMTPOEKTOB, JOKYMEHTOB, JIMYHBIX JdHHLBIX Mbl HQUHEM IMPOAdBaTh UX HAd YEPHOM

pbIHKe!
3. OpraHu3yeM yTeuKy BallMX KOPIOPAaTUBHBIX JJOKyMEHTOB, KOTOPble HAM He HY>KHbI, HO OUeHb BaykHbI Jj1s1 Bac!

4.ITocne noaHOM COPTHUPOBKHU M aHA/IU3ad JdHHBIX, MbI IIPUCTYTIMM K PACCBUIKE BalllUM K/IMEHTAM, MpeaBapUTE/IbHO

MOJTOTOBUB CAUThI yTEUKU C BalLIMMU KOPIIOPaTUBHBIMHU JaHHbIMU!
5. MBI cooO1M O B3/I0Me Ballleli KOMITAHUY B HOBOCTSIX U ra3eTax, 3To OyZeT KpaxoMm Baiiero OusHeca!
6. Uepes Kakoe-TO BpeMsl Mbl HAUHEM TPaBUTh Y TeEPPOPU3MPOBATH BallIUX K/IUEHTOB!

yepe3 Kakoe-TO BpeMd Ballli JOKYMEHTBI, U HE HY>KHbIE€ HaM TPOEKTHI, 6y,£[yT AOCTYIIHBI /11 TPOCMOTPa BCeM

KeJIatoIIM 37eCh!
http://moishddxqnpdxpababec6exozpl2yr7idfhdldiz5525a025bmasxhid.onion
Ncnons3yiire TorBrowser

INKAK BCEI'O 3TOI'O MU3BEXATD!!!

¥ Hac 151 Bac Xopolive HOBOCTH, BCe UTO Ob110, TO ObII0, HO MBI MOXKeM Bce BepHYTb! Ec/ii MbI COIIaCHBI C
BAMU $

OTmeHUTe Bce ,E[eflCTBI/IH C npo,qameﬁ, YTEHKOﬁ U YHUUTOXXEHUEM Bariei penyTayu U KOMIIaHUU B LIEJIOM! Ecmm

MbI coriacHbl ¢ BAMU $

[Hagaiite mpuctymmM K feny!! YTO MBI XOTUM? mb1 xotum JEHBI'M) B 06MeH Ha [JeHbIH BB TIO/Ty4aeTe:

1. Decryptor asist paciiidpoBKY Ballnx (aiios.

2. Mbl He OyzieM TIpoZiaBaTh BAIX TPOEKTHI U JOKYMEHTHI.

3. M&l yzjanium Bce BallH (aiiyibl C HAIlIMX CepBepOB, 3TO IPeJOTBPATHT YTEUKY BAIIUX JOKYMEHTOB U TIPOEKTOB.

4. Mb1 He OyzieM TeppOpPHU3UPOBATh BalllUX KIUEHTOB.
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5. MbI He OyzieM coo0IaTh B HOBOCTSIX U ra3eTaX, UTO Bbl HEHA/IE)KHBI M BaM HeJIb3s1 JOBEPSITh.
6. MbI paccka)keM BallliM aJJMUHHCTpATOpaM, Kak Mbl TIPOHUKJTU B Ballly CETh, 3TO Ba)KHO /IJIs Bac!
HOEHA HAIIEI'O MOJITYAHUMSA: 10 000 gonnapos CIIIA !

BrI 0BOJIBHBI HALLIMM MIpe/iokKeHHUeM? Bl XOTHUTe MOTEPATh CBOKO pernyTalyio? Bel [leHuTe CBOUX COTPYAHUKOB U

TapTHEepPOB? Mbl YBEPEHbI, UTO Bbl HE XOTUTE LIYMUXH! HaNUILIUTE HaM:
B niepBom coobiijernu coobinuTe oneparopy csoii MOISHAID: AF042w38-h547-u295-1318-a081de52e321
IUTs1 OBICTPOTO TOAK/TIOUeHHST UCTIONB3YHTe: moisha_pt@mailfence.com

[1711 Hauasia 11eperoBOpPOB ¥ BOCCTAHOBJ/IEHUS [JAaHHBIX UCIIO/b3YyiTe MecceHpkep ToX, cKkauaTb ero MOXKHO 37ieCh

https://tox.chat/

3aIyCTUTh MeCcCeHKep U 00aBUTh B IPy3bsi HALLIETO OTIepaTopa, B TIePBOM COOOLIeHNH YKa3aThb oriepaTopa
MOISHAID!!

KOHTaKT oreparopa:
693E9B36480678C055A135337A72913FA16F704919BCEBDFC647ACBOBCACF160A A408304642B

JKnmeMm Bac B TeueHre 72 4aCOB Ha MePeroBOPkI, [TOC/Ie 3TOr0 BpeMeHH Mbl IOCTeNeHHO HauHeM pa3pyliarts BATLL

6usHec!
He MBITAUTeCh BOCCTAHAB/IUBATH (hai/bl CaMH, 3TO TIPUBEET K MOJHOM MOTepe JaHHBIX!

!, Buumanue! HoBbie 37eMeHThI HAeHTHGUKALMK: PaclIMpeHus, email, 3aiiCKu 0 BBIKYIe MOXKHO HalTH B KOHLIE

CTaThH, B obHoBeHuAX. OHU MOT'YT OTJIMYATBCA OT IePBOT0 BapHUdHTA.

Texunueckue geraau + I0C

MoskeT pacripoCTpaHsIThCS MyTEM B3/7I0Ma yepe3 He3alluileHHY 0 KoHurypauyto RDP, ¢ momornbio email-criama u
BPE/IOHOCHBIX BIOYKEHWH, 0OMaHHBIX 3arpy30K, 60THETOB, 3KCIIJIONTOB, BPeJOHOCHOW PeKJIaMbl, BeO-UHXEKTOB,
(hanbIMBBEIX 0OHOB/IEHUH, ITEPENaKoBaHHbIX U 3apayKEHHBIX UHCTA/IATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacmpocTpaHeHus KpUITTOBBIMOraTe el Ha BBOAHOW CTpaHUIle briora.

!, Buumanwue! Ec/v BbI peHebperaete KOMIJIEKCHON aHTUBUPYCHOM 3aIuToi Kiacca Internet Security uiu Total

Security, To x0Ts ObI [ie/1aliTe pe3epBHOE KOIMMPOBaHKE BaXKHBIX (haitioB o MeToay 3-2-1.
Crucox Tunos (aiiios, moABepramwiuxcs mudpoBanuo:
3to pokymenTbl MS Office, OpenOffice, PDF, TekcToBbIe daiisibl, 6a3bl JAHHBIX, (hoTorpaduu, My3bIKa, BUJEO,

(hatinbr 06pa3oB, apXMBBI U TIP.

daiinbl, cBA3aHHBIE ¢ 5THM Ransomware:
INREAD TO RECOVER YOUR DATA!!! PT_MOISHA.html - Ha3Banue ¢atina c TpeboBaHHEM BBIKYTIa;
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Isassd.exe - ciyuailiHoe Ha3BaHME BPeIOHOCHOTO (haiifa;

<random>.exe - c/lyuaiiHoe Ha3BaHHe BpeIOHOCHOTO (atina.

Pacnionoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3amnucu peecTpa, CBA3aHHbIe ¢ 3TUM Ransomware:

CM. HrKe pe3y/ibTaTbl aHaIU30B.

MBIOTEKChI:

CM. HIDKe pe3y/bTaThbl aHa/IN30B.

CeTeBble MNOAK/TIOYEeHUA U CBA3U:

Tor-URL: hxxx://moishddxqnpdxpababec6exozpl2yr7idfhdldiz5525a025bmasxhid.onion

Tox
MecceHpkep: 693E9B36480678C055A135337A72913FA16F704919BCEBDFC647ACBOBCACF160AA408304642B
BTC: -

CM. HIKe B 0OHOBJIEHUSIX ZIPYTHe aJjpeca ¥ KOHTAKThI.

MD5: d197883d8745a61fe25aebea85622a65

SHA-1: 5d22d359e7b8dc70ccf5e369fb07f2e0960ef76f

SHA-256: b3ebc327773f5f846deeb1255475644a630c4d0d3b4eda3bbf995a36599c07cf
Vhash: 254036655511608c29130080

Imphash: £34d5f2d4577ed6d9ceec516c1f5a744

CrerneHb pacripoCTPaHEHHOCTH: HU3Kasl.

Wudopmarus gononHsiercs. I[Ipuckuiaiite 06pasibl.

=== ICTOPUS CEMEVCTBA === HISTORY OF FAMILY ===
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=== BJIOK OBHOBJIEHUI === BLOCK OF UPDATES ===

Ewié He ObUI0 OOHOB/IEHHMI 3TOTO BapHaHTAa.

=== BJIOK CCBIV/IOK u CITACHUBOK = BLOCK OF LINKS AND THANKS ===

| http://
*_ Read to links:

myMessage + Message + Message

Write-up, Topic of Support
*kk

Thanks:
Anneries, quietman7, MalwareHunterTeam

Andrew Ivanov (article author)
*%%

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.
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