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 Tool: FighterPOS

Names FighterPOS

Category Malware

Type POS malware, Keylogger, Credential stealer

Description

(FireEye) The functionality of FighterPOS is similar to other PoS malware families we’ve
seen in the past. It is capable of collecting credit card track 1, track 2, and CVV codes.

The malware also contains a RAM scraping functionality, commonly seen in many PoS
malware families. Additionally, its keylogger functionality allows the attacker to log all

keystrokes on the infected terminal. The code for the RAM scraping functionality is
similar to that found in NewPosThings.

Information
<https://blog.trendmicro.com/trendlabs-security-intelligence/fighterpos-fighting-a-new-

pos-malware-family/>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:fighterpos>

Last change to this tool card: 24 May 2020

Download this tool card in JSON format

All groups using tool FighterPOS

Changed Name Country Observed

Unknown groups

  _[ Interesting malware not linked to an actor yet ]_  

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=0c335fb3-efae-430c-80fa-85fd5ec41be4
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