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The Trustwave SpiderLabs email security team has been monitoring the ongoing Russia-Ukraine crisis to ensure
that our clients are protected and aware of any imminent threats. This research blog captures some of the phishing

email threats we have discovered.

Whenever there is a global event, threat actors are sure to take advantage of the situation. As the war between

Russia and Ukraine continues, cybercriminals are pumping out spam emails that use the crisis as a lure.

We have observed attackers sending various spam types ranging from crypto scams, malware emails, and

phishing.

This activity is not unusual. Over the years, we have seen social engineering emails attempt to take advantage of
world events such as the Olympics, the COVID-19 pandemic, natural disasters and more. So, it is not surprising
that Trustwave SpiderLabs researchers are coming across phishing emails that use the Russian-Ukrainian war as a

lure.

Over the first several weeks of the conflict, we uncovered several attack schemes. Some emails intend to spread
malware, while others gather personally identifiable information (PII). In all cases, the phishing attempts try to

take advantage of the empathy the world has for the human suffering that is taking place in Ukraine.
Phishing in a Time of War

The invasion has caused a humanitarian disaster and displaced millions of Ukrainian citizens from their homes. In
response, people from around the world responded by organizing aid and donations. Scammers, unfortunately,
have taken note of this activity and, in an attempt to take advantage of these good-hearted people, are sending

fraudulent emails asking for donations via cryptocurrency.

Scammers are playing with people’s emotions and are using fake heart-wrenching cries for help in this example

below:
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@ soliciting for your urgent assistance on this - Mozilla Thunderbird - O x
File Edit View Go Message Tools Help

@ Get Messages | v & Wirite Q Chat @ Address Book T Tag v =
From lukr.net> gF H N v A v
ulbject Soliciting for your urgent assistance on this 3/8/2022, 1:20 AM
Reply Bgmail.comvr
Ta
. ~
Greetings, :

My name is Svitlana Vasylyna, |, my family of 2 kids and my husband live in Kharkiv close to
the City Hall building in Kharkiv.

Shelling has turned our city into dust, we lost my husband's brother and the army has taken my
husband away to fight for our country.

My kids and | are on the Polish border with more than 1M of our citizens with nothing to eat or
drink not to talk of shelter. We are asked to pay 5k Euro per person and 12k for a family of 3 to
cross the border.

| copied down all email contacts from my office database to be able to write this letter to you. |
work as an IT Admin to a few governmental agencies in Ukraine.

Please me and my kids are seriously asking for help to let us feed and remain here because we
can not raise such an asking amount at the moment. Our story is not good to tell at this time
because no one can understand what is happening here if you are not here.

Polish police are here also to determine what jurnalist transmit. They refuse to allow them to
transmit to the world that Poland is requesting payment from our citizens to enter poland.

We can only get money through bitcoin from friends and most people that | worked with in
Europe, USA, Asia to feed and pay for a few medications for my kids.

Here is my Bitcoin wallet to please assist us with 10$-20-50-100% none is too little at this
moment.

BTC WALLET: 3CqQrmKjogf6VLMYa7S1KHYxX8KR5h1q8h

| will never forget this help no matter the amount when all this ends.

&

This message appears to be sent by a Ukrainian who has fled to Poland. The sender details the agonizing
experience their family has suffered and falsely claims that Poland is charging refugees an entry fee to enter the
country. The email also states that Bitcoin is their only means of acquiring financial assistance. One indicator that
this email is fraudulent is that the sender address is from a free email service in Ukraine, but the reply-to field
contains an entirely different email address. Upon closer inspection, we can see that the sender's IP came from the
United States.

Another scam attempts to take advantage of the refugees fleeing the war zone. In this case, a social engineering
scheme was designed to take advantage of the very real evacuations now taking place throughout Ukraine by

passing along fake evacuation information in an attempt to obtain personal information.
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Evacuation plan from: SBU

(Urgent) -28.02.2022

original: 399029

Security Service of Ukraine

Good afternoon, you need to get acquainted with the electronic evacuation plan from March 1, 2022,
provide data on the number of staff, fill out the document on the form 198 \ 00-22 SBU-98.

To ensure the confidentiality of transmitted data, the password is set to the attachment: 2267903645

One of the most common tactics threat actors use while conducting phishing campaigns is brand impersonation.
Here an email is used to impersonate a trusted entity. By disguising the message as coming from a recognizable

organization, attackers are more likely to trick the users into divulging information or transferring money to a

fraudulent account.

In the examples below, the message appears to be sent by the Ukrainian government.

@) support Ukraine - Mozilla Thunderbird - O X |
File Edit View Go Message Jools Help i
CJ Get Messages v # Write ) Chat Address Book O W = |
n Ukraine / Yepaina <support@ukraine.gov> 17 H H v A v |
ubect Support Ukraine 2/28/2022, 6:58 AM |
A |

UKRAINE
SOLICITING FOR SUPPORT
Stand with the people of Ukraine. Now accepting cryptocurrency
donations. Bitcoin, Ethereum and USDT.
BTC - bec1qatbh90v6wyx3z3573j958v0yqsbgazk4 3j9hqr
ETH and USDT (ERC-20) -
0x37A210B4a1E7a7D3728aF21A4d2e4673822B2091
() |

The sender appears to have a legitimate government email address, but a further examination of the email header
shows that the email originated from Lithuania. Another red flag is the fact that the domain “Ukraine.gov” is not

officially listed under the ownership of the Ukrainian government.
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Investment Scam

Aside from the crypto scam, attackers are sending fraudulent messages regarding investment schemes. These
spam messages are basically a spin-off of the classic “Nigerian Prince” scam and offer the victim the false
promise of investment or inheritance to trick them into disclosing their bank information or remitting money

directly to the scammers.

®) Mozilla Thunderbird — O X
File Edit View Go Message Tools Help

G Get Messages v  # Write CJcChat &) Address Book © Tag v =

9 % v oalv A
ubj 3/14/2022, 3:21 PM
Reply tc gmail.com>
Date Mon, 14 Mar 2022 20:21:56 +0000
Message |ID <835A4CB75ACSBEA9BIFBI1BIEBT10B6BEOSS3D3IBA@CGIHKSVRO0ST

F None (domain blahdyblah.com does not have !
| Aam ENE racardl clinmt fm— 477 W1 147 46~
| Goodday,
| 1am Miss. Demianchuk Kateryna from Ukraine, | seek your urgent and swift assistance
to help me receive my late father’s funds worth €17.3MEuros (Seventeen Million Three
Hundred Thousand Euros) in Your Country For Real Estates Investment Purpose. The
| current Russian Government of Putin Has murdered my parents and my only brother
few days ago. Please do not ignore this message my life is in danger here in the
refugee camp at the Poland border. | will offer you a reasonable percentage of the total
| money. Contact me privately on my mail: @gmail.com , if you are
| interested and willing to help me on this matter.

)
On the surface, this message appears to be sent by a Ukrainian who fled the country for safety. The person is
asking for help to transfer a considerable amount of money to the recipient's country for investment purposes.

The email contains several tells that it is fake, besides the story itself.

The email address in the "from" field belongs to a company that is not based in Ukraine. The email also contains a
separate email address, which is entirely different from the sender's address and instead belongs to a free mail
service. This particular red flag is a common scammer tactic. The scammer spoofs the sender's address because
people are more likely to engage with the content of the email if the sender appears to be legitimate. The attacker

also created a false sense of urgency as the sender claims to be in danger.

Malware Attachments in Spam Emails
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Along with scam emails, malware-related spam is also being sent out to users. A common pretext being used in
these messages is the cancellation or postponement of business transactions due to the shutdown of many

Ukrainian establishments.

) Re: Ukraine war || Order SUCT220002 - Mozilla Thunderbird — O x
File Edit View Go Message Tools Help

G Get Messages v #" wiite CJcChat f&] Address Book ) Tag v =

T “j '.} LA B
Subject Res Ukraine war || Order SUCT220002 3172022, 10:31 PM

To

Hello Dear,

Hope this email finds you well.

We saw the war news from TV, feel great anxiety about you, praying for everyone safety!
And today some of our friends in Ukraine urgently called us to stop or hold their orders in our
factory, as currently the shipments and flights are been stopped,

meanwhile the payment seems also with hard problem, National Bank of Ukraine limits their
payments because of the war...

In the circumstances, for the order SUCT220002 as attached. may | know if you'd be willing to
stop it for the time being?

We could hold it and resume it when the shipments or flights are reopened, or you could inform
us when the things get better,

pls kindly let me know your thoughts immediately.

Best regards,

Managing Director

> [ 1 attachment: SUCT220002.xlsx 727 KB [5) Save w
)

The email shown above uses an order shipment suspension to bait the user into opening the attachment. The

attached Excel file supposedly contains the details of the transaction that they want to suspend.

The malicious Excel file exploits a vulnerability in Microsoft Office Equation editor called CVE-2017-11882. It
downloads an executable from http://136[.]144[.]41[.]109/HRE][.]exe. Finally, this executable file downloads the
final payload, which is Remcos. Remcos is a remote access Trojan (RAT) that can give an attacker full control

over its target’s system.
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I0C

SUCT220002.x1sx
4907309437e12932d437f8c3ae03fbfde7d4e196b6f1dc7f2d98e3a388ce585¢
http://136[.]1144[.]141[.]109/HRE[.]exe
faef8505886bc30e045f0eb3f1422528cdab1fedc8e02c¢601605b41bd205d348
0a9babd846b1edf99e75f3c9de492c6341f9ca9a8e91851ad323bf8f325f9799
Log-In Attempt Phishing Emails

Amidst the news of cyberattacks conducted by groups backing Russia, threat actors are pushing out phishing

emails disguised as a sign-in attempt notification.

™) New login on Your Account kiddi@Iiis - Mozilla Thunderbird = O X
File Edit View Go Message Tools Help |

Gl Get Messages v #" write CJcChat &) Address Book ) 1ag v =

From H v 9 v‘
¢! MNew login on Your Account 3/9/2022, 7:51 AM |

|
A|
Dear P |

We noticed a suspicious sign-in Attempt with a wrong password on your account
from an unrecognized device on Wednesday 08, 2022 from Russia and Your mail will
be blocked within Hours if you don't verify your account.

You are required to verify your password to continue sending and receiving
messages.

Verify to continue receiving messages

If this wasn't you, please follow the links below to keep your account safe.

Activate second sign- in
Email Security Team Inc

)

In this sample, the sender, who claims to be from the victim’s email security team, says there was a sign-in attempt

originating from Russia. The victim is required to verify their account and activate two-step verification. First, the
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attackers mimic the victim’s company domain and forges the sender's address making it appears like a legitimate

notification email.

The embedded URL belongs to a web hosting platform and leads to a fake login site, also known as a Chameleon
phishing page, that can mimic the logo of the company domain of the victim’s email address. It even has a

countdown timer to heighten the sense of urgency of the victim and make them divulge their credentials.
The Very Real Threat of Phishing Attacks

Once an employee clicks on a link in a phishing email, malicious activities can occur that could affect an

organization — malware, ransomware, credential theft and more.

For example, Trustwave has spotted attackers distributing malware, including AgentTesla, through phishing
campaigns focused on Ukraine. AgentTesla has several features. A threat actor can use it as a keylogger, a
downloader, a password-stealer, and a screen-capturing malware. These abilities give it the power to record

various data, including login credentials, or download and execute malware.
Trustwave MailMarshal Secure Email Gateway can block these types of phishing and scam emails.
The Trustwave SpiderLabs Email Security Team Continues to Stay Vigilant

Certainly, these Ukrainian-related malicious mails won’t be the last that we’ll see. Cybercriminals will always
piggyback on the current global crisis to make their profits. As always, we strongly advise users to never open

emails, access links or click on attachments from unknown or unsolicited sources.

Source: https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/cyber-attackers-leverage-russia-ukraine-conflict-in-multiple-spam-c

ampaigns
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