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 Tool: Neo-reGeorg

Names Neo-reGeorg

Category Tools

Type Tunneling

Description

Kaspersky) An open-source SOCKS5 proxy, the attackers used it to pivot to other
machines and evade network-level security controls. Some detections suggest that this

tool may be used to proxy traffic, but we have not been able to verify the actual purpose
of proxying traffic through this server.

Information
<https://securelist.com/new-tropic-trooper-web-shell-infection/113737/>
<https://github.com/L-codes/Neo-reGeorg/tree/master>

MITRE ATT&CK <https://attack.mitre.org/software/S1189>

Last change to this tool card: 28 June 2025

Download this tool card in JSON format

All groups using tool Neo-reGeorg

Changed Name Country Observed

APT groups

  Tropic Trooper, Pirate Panda, APT 23, KeyBoy 2011-Jun 2023  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=cf54ea72-3d59-440e-b706-57afdb361589

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=cf54ea72-3d59-440e-b706-57afdb361589
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