
Threat Group Cards: A Threat Actor Encyclopedia
Archived: 2026-04-05 20:24:37 UTC

Home > List all groups > List all tools > List all groups using tool Dendroid

 Tool: Dendroid

Names Dendroid

Category Malware

Type Backdoor, Info stealer, Exfiltration

Description

(Lookout) This week, researchers found Dendroid, a custom “Remote Access Toolkit”
(RAT) for Android targeting customers from Western countries, and yes, it breached

Google Play. A RAT is a type of malware that is used to remotely control the devices it
is installed on. The toolkit is being sold for $300 to anyone who wants to automate the

malware distribution process. The creator promises that the malware can take pictures
using the phone's camera, record audio and video, download existing pictures, record
calls, send texts, and more.

Information

<https://blog.lookout.com/dendroid>
<https://community.broadcom.com/symantecenterprise/communities/community-

home/librarydocuments/viewdocument?DocumentKey=a29d7d7a-f150-46cf-9bb9-
a1f9f4d32a80&CommunityKey=1ecf5f55-9545-44d6-b0f4-
4e4a7f5f5e68&tab=librarydocuments>

<https://github.com/qqshow/dendroid>
<https://en.wikipedia.org/wiki/Dendroid_(malware)>

MITRE ATT&CK <https://attack.mitre.org/software/S0301/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/apk.dendroid>

Last change to this tool card: 30 December 2022
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Unknown groups

  _[ Interesting malware not linked to an actor yet ]_  

1 group listed (0 APT, 0 other, 1 unknown)
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