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Adversaries may manipulate physical process control within the industrial environment. Methods of manipulating
control can include changes to set point values, tags, or other parameters. Adversaries may manipulate control

systems devices or possibly leverage their own, to communicate with and command physical control processes.
The duration of manipulation may be temporary or longer sustained, depending on operator detection.

Methods of Manipulation of Control include:

Man-in-the-middle
Spoof command message

Changing setpoints

A Polish student used a remote controller device to interface with the Lodz city tram system in Poland. [1] [2] [3]

Using this remote, the student was able to capture and replay legitimate tram signals. As a consequence, four

trams were derailed and twelve people injured due to resulting emergency stops. [2] The track controlling
commands issued may have also resulted in tram collisions, a further risk to those on board and nearby the areas

of impact. [3]

Source: https://attack.mitre.org/techniques/T0831
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