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VHD Ransomware

Aliases: VHDLocker

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

OTOT KPUITTO-BBIMOTaTe/ b MM pyeT JaHHbIe OK3HeC-110/Ib30BaTe/Iel 1 opraHu3aiuii ¢ momoirpio AES-128/256
(pexxum ECB) + RSA-2048, a 3atem TpebyeT BeIKyI B # BTC, uTo0bI BepHYTH (haiiibl. OpUruHajibHOE Ha3BaHUe:
B 3amMcKe He ykasaHo. Ha ¢aiine Hanmcano: splwow32.exe. Hanncan Ha C++. Uccnenosarenu KasperskyLab
cunrtarT, yto VHD Ransomware npunHazne>xxurt v ynpasnsietcst Lazarus Group.

O0OHapyXeHHA:

DrWeb -> Trojan.MulDrop11.51552, Trojan.MulDrop16.42005

BitDefender -> Gen:Variant.Graftor.717353

Avira (no cloud) -> TR/Ransom.hrjej

ESET-NOD32 -> Win32/Filecoder.OBF

Kaspersky -> Trojan-Ransom.Win32.Agent.awny

Malwarebytes -> Ransom.Vhd

Microsoft -> Ransom:Win32/Cryptor!MSR

Rising -> Ransom.Cryptor!8.10A9 (CLOUD), Ransom.VHDLocker!1.C88A (CLOUD)

Symantec -> Downloader

TrendMicro -> Ransom_Cryptor.R011CODCN20, Ransom.Win32.VHDLOCKER.B

© TI'eneanorusi: VHD >> ChiChi u gpyrue
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I/I306pa)KEHI/Ie — JIOT'OTHII CTAaTbH

K 3ammidpoBanHbIM (aiinam qobapssieTcs: pacivpenye: .vthBmmaHne! Hoseble paciivpenusi, email u
TEKCTbI 0 BBIKYTIe MO)KHO HAalTH B KOHLIE CTaThU, B 0OHOB/EHUsX. TaM MOTYT OBITb Pa3inuus C epPBOHAYATbHBIM

BapUaHTOM.

AKTMBHOCTB 3TOTO KPHWITTO-BBIMOTaTe/Is NMPUILLJIACh Ha BTOPYO nosioBuHY MapTta 2020 r. llltamn faTel: 19 mapra

2020. OpueHTUPOBAH Ha aHIVIOSA3BLIYHBIX TI0/Ib30BaTesel, UTO He MelllaeT PaClpOCTPaHSTh ero Mo BCeMy MUPY.

3armcka c TpeboBaHreM BbIKyTa Ha3biBaeTcsi: HowToDecrypt.txt

| T e —r—— T

Sadn [

me Bopaas Hen  Lipases

Fil data on your pc were

neryphed with sirongest encryption miethod

The onky way

Copiep>kaHue 3aMMCKH 0 BBIKYIIE:

All data on your pc were encrypted with strongest encryption method.
The only way to get your data back is to purchase unique key for you.
* You can get cheaper price if you contact us as soon as possible. *
After three days from now, it will be difficult to recover your data.
Good Luck.

contact address:

miclejaps@msgden.net

stevenjoker@msgden.net

IMepeBop 3anMCKU Ha PYCCKHI A3BIK:

Bce maHHbIe Ha BallieM MK 3aIiMppoBaHbl HaJieKHBIM METO[0M HIM(POBaHMUSI.

EIUHCTBeHHBIH CrIoco0 BepHYTH BalllX JaHHbBIE - 3TO MPUOOPECTH YHUKAbHBIN K/H0Y /17151 BaC.
* Bbl MOXKETe MOJTyUHTb MEHbIIYIO LieHy, eC/Ii HanuIuTe ObicTpee. *

Yepes Tpu /iHs OyzieT TPYHO BOCCTAHOBUTD BalllM JJAHHbIE.

Ynauu.

KonrakT-azpec:

miclejaps@msgden.net

stevenjoker@msgden.net

Page 2 of 8


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg6vtbGKlTPCNueXg8-kUIafU0_E6jiiMOOrsgAAqCE5VsvMswnvoU1cxEeofqvaHa2Y1QKUkVevuFMCro_vEhJT-gib2FvmckfSEs3cI0ZQXIDCe3ZlNIUMNNAHb4CKWf18S-X63gyzM4/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg6vtbGKlTPCNueXg8-kUIafU0_E6jiiMOOrsgAAqCE5VsvMswnvoU1cxEeofqvaHa2Y1QKUkVevuFMCro_vEhJT-gib2FvmckfSEs3cI0ZQXIDCe3ZlNIUMNNAHb4CKWf18S-X63gyzM4/s1600/note.png

https://id-ransomware.blogspot.com /2020,/03 /vhd-ransomware.html|

TexHuueckKue geTanu

MoxkeT pacnipoCTpaHsIThCs MyTEM B3/I0Ma uepe3 He3aluileHHY0 KoHurypauuto RDP, ¢ momotisto email-criama
Y BPe/IOHOCHBIX B/IOYKEHHM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHXEKTOB,
(habIIMBLIX 0OHOB/IEHUH, TIeperakoBaHHbIX U 3apaKEHHBIX MHCTA/IATOPOB. CM. Takke "OCHOBHbBIE CITOCOOBI

pacrmpoCTpaHeHus: KPUIITOBBIMOTaTe el Ha BBO/IHOM CTpaHuIle biiora.

OHY)KHO BCeryla MCT0/b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3aluTy!!!

Ecrmu BbI ipeHeOperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIuTol Knacca Internet Security nimm Total Security, To

x0Ts1 ObI flenaiiTe pe3epBHOE KOMMMPOBAaHUE BAXKHBIX (DaityioB o Metoxy 3-2-1.

» [IbITaeTcst 0CTaHOBUTD PsiZL CIIY’KO COT/IACHO CITUCKY:
sc stop "Microsoft Exchange Active Directory Toplogy"
sc stop "Microsoft Exchange Anti-spam Update"

sc stop "Microsoft Exchange Compliance Audit"

sc stop "Microsoft Exchange Compliance Service"

sc stop "Microsoft Exchange DAG Management"

sc stop "Microsoft Exchange Diagnostics"

sc stop "Microsoft Exchange EdgeSync"

sc stop "Microsoft Exchange Frontend Transport"

sc stop "Microsoft Exchange Health Manager"

sc stop "Microsoft Exchange Health Manager Recovery"
sc stop "Microsoft Exchange IMAP4"

sc stop "Microsoft Exchange IMAP4 Backend"

sc stop "Microsoft Exchange Information Store"

sc stop "Microsoft Exchange Mailbox Assistants"

sc stop "Microsoft Exchange Mailbox Replication"

sc stop "Microsoft Exchange Mailbox Transport Delivery"
sc stop "Microsoft Exchange POP3"

sc stop "Microsoft Exchange POP3 Backend"

sc stop "SQL Server Agent (TESTINSTANCE)"

sc stop "SQL Server (TESTINSTANCE)"
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Crucok (aii/IoBbIX paclIMpeHHi, MOABePralIuXcs MU pPoBaHHIO:
910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBbIe datibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiinbr 06pa30B, apXUBHI U TIP.

daiinpl, CBA3aHHBIE € 9THM Ransomware:
HowToDecrypt.txt - Ha3BaHHe daiia ¢ TpeboBaHKEM BBIKYIIA
splwow32.exe

<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJJOHOCHOTO (aiiia

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peectpa, cBA3aHHbIe ¢ ’TUM Ransomware:

CM. HUKe pe3y/ibTaTbl aHA/IU30B.

MBIOTEeKChbI:
AEEAEE SET

CeTeBble MOAK/TIOYEHHS U CBSI3H:

Email: miclejaps@msgden.net, stevenjoker@msgden.net
BTC: -

CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKTHI.

CM. HUXKe pe3ysbTaThl aHaIu30B.

CKpHHILOTHI 0T HCC/IefoBaTeIei:
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Pe3ynbrarsl aHa/Iu30B:
® Hybrid analysis >>

Z VirusTotal analysis >>
* Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

) VirusBay samples >>

/A MalShare samples >>

%# AlienVault analysis >>
CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: HU3Kasl.

[TozpobHbIe cBesieHNs1 COOMparoTCs peryssipHo. ITpuckinaiTe 06pasiibl.

=== FICTOPUSI CEMEVICTBA === HISTORY OF FAMILY ===
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=== BJIOK OBHOB/IEHUM === BLOCK OF UPDATES ===
Bapmuanrt ot 5 urons 2020:

Pacmipenue: .0d0a

3anucka: DecryptGuide.txt

Email: CulibDoett@gmail.com, ha7medtit@tutanota.com

Oonogenue ot 30 uroas 2020:

IToct B TBUTTEpE >>

Pacumpenue: .vhd

3armcka: HowToDecrypt.txt

Email: miclejaps@msgden.net, stevenjoker@msgden.net
Pesynwrartel aHanu3os: VT + IA + VMR + AR + JSB
» O6Hapy>KeHHs:

DrWeb -> Trojan.MulDrop11.51552

BitDefender -> Trojan.GenericKD.43566381
ESET-NOD32 -> A Variant Of Win32/Filecoder.OBF
Kaspersky -> Trojan-Ransom.Win32.Agent.axwf
Malwarebytes -> Ransom.Vhd

Microsoft -> Ransom:Win32/Ymacco.AAA3

Rising -> Ransom.VHDLocker!1.C88A (CLOUD)
Tencent -> Win32.Trojan.Agent.Aojc

TrendMicro -> Ransom_Ymacco.RO3BCODH?220
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» CojeprkaHUe 3arucKu:

All data on your pc were encrypted with strongest encryption method.
The only way to get your data back is to purchase unique key for you.
* You can get cheaper price if you contact us as soon as possible. *
After three days from now, it will be difficult to recover your data.
Good Luck.

contact address:

miclejaps@msgden.net

stevenjoker@msgden.net

BapuaHnr ot 7 anpens 2021:
Pacmmipenue: .beaf

3amnucka: DecryptGuide.txt

Email: ha7medtit@tutanota.com, araujosantos@protonmail.com
Pesynwrartel aHanu3os: VT + IA

» OOHapy>KeHHs:

DrWeb -> Trojan.MulDrop16.42005

BitDefender -> Gen:Variant. Adware.ConvertAd.1427
ESET-NOD32 -> A Variant Of Win32/Filecoder.OBF

Microsoft -> Trojan:Win32/Genasom!MSR

Rising -> Ransom.Agent!1.C307 (CLOUD)

TrendMicro -> TROJ_GEN.R002C0DD721
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=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http: 4

lt Read to links:

Tweet on Twitter + Tweet + Tweet + myTweet

ID Ransomware (ID as VHD Ransomware)
Write-up, Topic of Support

*

Thanks:
Michael Gillespie, Jirehlov, GrujaRS

Andrew Ivanov (author)
*%k%

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/03/vhd-ransomware.html
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