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Responder

aka: SpiderLabs Responder

Responder is a LLMNR, NBT-NS and MDNS poisoner, with built-in HTTP/SMB/MSSQL/FTP/LDAP rogue
authentication server supporting NTLMv1/NTLMv2/LMv2, Extended Security NTLMSSP and Basic HTTP

authentication.

References

2020-11-30 - Yoroi - Antonio Pirozzi, Luca Mella, Luigi Martire

Shadows From The Past Threaten Italian Enterprises

Rekoobe L.aZagne Responder MimiKatz win.rekoobe

2020-08-19 - Github (Igandx) - Laurent Gaffie

Responder/MultiRelay

Responder

There is no Yara-Signature yet.
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