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&2 Tool: FalseFont

Names FalseFont
Category Malware
Type Backdoor

(BleepingComputer) FalseFont, the custom backdoor deployed in the campaign unveiled by

Description =~ Microsoft today, provides its operators remote access to compromised systems, file execution,

and file transfer to its command-and-control (C2) servers.

<https://www.bleepingcomputer.com/news/security/microsoft-hackers-target-defense-firms-

Information = with-new-falsefont-malware/>

<https://unit42.paloaltonetworks.com/curious-serpens-falsefont-backdoor/>

Last change to this tool card: 22 April 2024

Download this tool card in JSON format

All groups using tool FalseFont

Changed Name Country Observed
APT groups
[
APT 33, Elfin, Magnallium — 2013-Apr 2024

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=715e83c7-bfc4-4e91-bc03-ac062e6965a6
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