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 Tool: PowerView

Names PowerView

Category Tools

Type Reconnaissance

Description

PowerView is a PowerShell tool to gain network situational awareness on Windows domains.
It contains a set of pure-PowerShell replacements for various windows 'net *' commands,

which utilize PowerShell AD hooks and underlying Win32 API functions to perform useful
Windows domain functionality.

PowerView is part of the PowerSploit framework.

Information <https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool PowerView

Changed Name Country Observed

APT groups

  Mustang Panda, Bronze President 2012-Jun 2025  

  Stone Panda, APT 10, menuPass 2006-Mar 2025

2 groups listed (2 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=83a0669d-c098-4120-a2a5-a738385eb363
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