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DescriptionThis family describes the (initially small) loader, which downloads Zeus OpenSSL.

In June 2016, a new loader was dubbed DEloader by Fortinet. It has some functions borrowed from Zeus 2.0.8.9

(e.g. the versioning, nrv2b, binstorage-labels), but more importantly, it downloaded a Zeus-like banking trojan (->
Zeus OpenSSL). Furthermore, the loader shared its versioning with the Zeus OpenSSL it downloaded.

The initial samples from May 2016 were small (17920 bytes). At some point, visualEncrypt/Decrypt was added,
e.g. in v1.11.0.0 (September 2016) with size 27648 bytes. In January 2017 with v1.15.0.0, obfuscation was added,
which blew the size up to roughly 80k, and the loader became known as Zloader aka Terdot. These changes may

be related to the Moskalvzapoe Distribution Network, which started the distribution of it at the same time.

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=fb0df443-6978-48d9-ab3e-4f3f88aa3b92
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