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To completely understand what’s going on in a market that has been growing in the last years I found mandatory
to know which players are dominating it. Always remember that behind every user of the Internet there is another

human like you, so if you can be kind enough to reach them and they agree, you can have a little talk. Asking

things is not a crime.

Please note everything that stated on this blog has only an informational purpose. I will never promote the use

of these products.

Let’s see, Vidar: (As requested, identity can’t be disclosed)
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The interview was made in Russian. Since a translator was used, questions will be shown in original english, and

answers will be given both in original Russian (in case translation is misled) and translations to english.

gOnjxa

How would you describe Vidar to someone who has never used it?

Vidar Staff

VIDAR is a stealer used to collect data from a computer on which our
product is running. If someone knows the purpose of this application
but has never been our client, we advise them to contact our support
service, which will always provide information about the advantages of
our product. There's much to say about the product, but its key
qualities include:

Fast and efficient technical support Stable and regular updates
Progressive and user-friendly web interface Extensive product
functionality Experienced team, where each person is dedicated to their
role Robust project infrastructure

How would you describe VIDAR to someone who has never used it?

VIDAR — smo Stealer, komopblii ucnoab3yemcs 0151 NosyyeHus OQHHbIX C KoMnblomepa, Ha KOmMopom
Obl1 3anywjeH Haw npooyKm.

Ecau uenogek 3Haem, 07151 ue2o cO30aHO MO NPUIOHCEHUe, HO He K020d He ObL1 HaWUM KAUEHMOM, Mbl
MOJCeM Nocosemogamb Hanucamb Hawell cayxicbe nodoepicKu, Komopas ece20d noocKaxcem ece
npeumyujecmea Hawle2o npooykma.

0] npoamee MOJHCHO 2080pUMb MHO20, HO K/lO4esble Kauecmed 3mo

* Bblcmpas U onepamueHasi mexHu4ecKasi N000epHcKa

* Cmabu/bHble U NOCMOsIHHble 0OHOB/eHUs

* [IpoepeccugHbilii u yOobHblil WEB unmepdetic

* O2pomHblll hyHKYUOHAA npodykma.

* OnbIMHAs KOMAaHOA, 20e Kaxcoblil Uen08eK 3aHSM CE0UM 0e/n10M

* Xopowas HUHppacmpykmypa npoekma
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gOnjxa

What is the history of the name VIDAR? | can read the full description
on your site, but | would like a summary)

Vidar Staff

The name Vidar came about entirely by chance; we didn't think much
about it, but it resonated with our clients! Vidar, the god of silence, fits
well with many of our clients who are professionals in their field and
prefer to keep their work quiet :) We also chose a harmonious sound
that is easy to remember and pronounce.

What is the history of the name VIDAR? I can read the full description on your site, but I would

like a summary)

HazeaHue Vidar npuwsio cogepuieHHO cyualiHo, 00120 0 HEM He 3d0yMbl8AAUCH U OHO 3and/10 HaWUM

KaueHmam 6 oyuty!

Vidar — 60e monuaHus, 601bwas Macca HaAWUX KAUeHmMos siensiemcst UMeHHO npocpeccuoHanamu cgoezo
desa u He pacckasbigaiom o ceoeli pabome :)
Taxk dce Mbl 8bIOUPANU CO38YHHOE 38yUdHLE, KOMOpOoe Ae2KO 38yUUm U Yumaemcsi, Umo no3eonusno Obl

K/ueHmam 3anomMHuUmsb Hac.

Regarding the Vidar text shown at their sites:

Who is Vidar

Hail to the Silent One!

Hail to Leathershod!

Hail to the Wolf Ripper!

Hail to the Far-Seer!

Hail to the Survivor of 0ld Times!
Hail to the Son of Odin!

Hail to Fenrir's Bane!

Vidar is a god from the Aesir family of gods. He is the son of the chief of those gods, 0din. Vidar 1
In the Voluspa, it tells of a coming final battle where the gods will fight their enemies, the giant
0din is a clever fellow. Knowing his fate, he conspired to make some changes in the way things work

Vidar grew quickly. His strength became as great as the strongest of the Aesir. He was a skilled war
Because he was born for the future, he had the gift of foresight. That is why he is called Vidar the
He knows that in the last battle, the wolf will swallow his father and that Vidar will but his great

This act of rending the wolf is why Vidar is called Wolf Ripper and Fenrir's Bane. His reinforced bo
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When the last battle is over, and the worlds are renewed, Vidar will be one of the surviving gods. Hi
Vidar is not an idle god while waiting for the wolf to die. He is an active part of even this noisy |
Most importantly, Vidar is a sympathetic and caring god. He knows that humans plan the best they can

Vidar may not answer your questions directly; he has earned the name Silent One. However, if you can

gOnjxa

What makes Vidar different from other products?

Vidar Staff

We have few competitors, and it's challenging to talk about differences
because the overall core functionality is the same for everyone.

Nevertheless, I've already described our advantages over other products
above. The most significant difference is:

Lightning-fast technical support for our clients Stability We were
the first in the market with the MAS system (rentals), and others started
copying us

What makes Vidar different from other products?

KoHKypeHmoe y Hac masno, mpyoHoO 2080pumb O pazAuuuUsiX, mak Kak oowuli o0CHo8Holl (hyHKYyuoHan y

8cex OOUH.

Tem He MeHee, 51 yiice 8bllle ONUCHIBAA HAWU NpeuMyujecmaa neped opy2umu npooyKmamu.

Camoe 2nasHoe Hawle omauyue — 3mo

* MOAHUEHOCHAsE MeXHUUeCKas N000epHCKAa HAWUX KAUeHMO8
* CmabunbHOCMb

* Mbl nepeble 6bL1U Ha pbiHke no cucmeme MAS ( ApeHObl ) U HAC HauaAu KOnuposams

Pioneers in the MaaS market

gOnjxa
When did the Vidar project started?

Vidar Staff
At the end of 2018, on November 19, 2018.

When did the Vidar project started?
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B koHye 2018 200a 19.11.2018e

That makes Vidar one of the oldest projects still active as for now. 5 years of operations without cease.

gDnjxa

How many people have tested Vidar? Approximately

Vidar Staff

We cannot disclose our information; we have many clients. Our product
is considered quite solid, and even those who went to competitors
usually come back to us.

How many people have tested Vidar? Approximately

Mbl He Modicem pazenawamsb Hauly uHgpopmayuro, KaueHmos y Hac He mano. Haw npodykm cuumaemcs

00CMAmoyHO COAUOHBIM U Oddice me KMo yX00uau K KOHKYpeHmam, oObIuHO 8038palyaromcsi K Ham

gOnjxa
What do you think about those who say that Vidar is a copy of ARKEI?

Vidar Staff

We are not Arkei, but the initial versions were built on the source code
of that product, which was purchased from former developers. Over

time, the product has undergone complete changes. We have only one
product.

What do you think about those who say that Vidar is a copy of ARKEI?

Mpb!1 He Arkei, HO nepeble gepcuu 6bLIU NOCMPOEHbI HA UCXOOHUKAX 3M020 npodyKmd, Komopble Obiiu
Kyn/aeHbl y Obl8wux paspabomuukos. 3a 3mo pemsi NnpoOYKIM NOAHOCMbIO Obi/l U3MEHEH.

Y Hac monbKo 00uH npodyKm.
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gOnjxa

| saw that updates are coming out every week since 07/01/2022. It's a
lot of work, does it really guarantee a clean and correct product? What
do you think was the biggest update to VIDAR?

Vidar Staff

Every week, we release product updates, sometimes 2 or even 3 times a
week. This allows us to maintain our product's cleanliness from all
directions. This process is mandatory because we need to change
servers, lay new paths, and clean the code while covering our tracks.
We don't have major updates; we do everything gradually and have
been developing our product since the end of 2018.

I saw that updates are coming out every week since 07/01/2022. It’s a lot of work, does it really

guarantee a clean and correct product? What do you think was the biggest update to VIDAR?

Kaotcoyro Hedento Mbl 8binyckaem obHoseneHue npodykmd, nopoli 8binyckaem 2 uau oaice 3 pasa 8
Hedet0. D Mo no3go/siem noodepHcU8amb Hawl NpodyKm 8 uucmome co 8cex HanpagaeHull.
Omom npoyecc 0b6s13amenbHblil, MAK KAK HAM HYHCHO MeHsimb cepgepa, NpoKAaoKuU, d mak dice

yucmumb cam Koo U 3anymbléamsp c1eo0bl.

Y Hac Hem cambix 6obWIUX O6H06ﬂ€HLllj, Mbl 8C€ OenaemM NOCMeENneHHo U passusaem Haw npoame C

KoHya 2018 200a.

The January 7th, 2022 date was mentioned because this is the first upgrade statement that can be found now at
their site:

“1.3 — Bropoe TecToBoe o0HOBeHre [IpoBepsieM cuctemy yBegomienuii” | 1.3 — Second test update Checking
the notification system.

Since this day a weekly update statement is released, most of them cleaning Vidar for AV detections.

Get gOnjxa’s stories in your inbox
Join Medium for free to get updates from this writer.
Remember me for faster sign in

Vidar was asked about this situation:
07/01/2022 — We have been releasing updates every week since 2018.

2022 — we changed the server and moved the old data to the archive.

At the time of publishing this article, Vidar is on version 6.7
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gOnjxa

Speaking of updates, the way VIDAR communicates with the panel was
updated in November.

| am talking about the update 6.4 "Now the log is sent in parts
(file by file)" This is the same method as in other products such as
STEALC. An exact copy according to experts. What is your opinion?

Vidar Staff

File splitting for sending is a necessary measure to maintain stability. It
is not a copy but a system developed from scratch for our product. In
similar products, people independently developed their code. It may be
similar, but no one peeked at anyone else's. We often read various
articles about us on the Internet, and it's amusing how people often
have no idea how our project is structured and, in general, don't
understand what our product does :)

At November 6th, 2023, a major update was released, changing Vidar C2 communications:

MNepenncaHa nonHocCTblO BCA kopoBaA 4acTb codpTa.

Tenepb oTnpasBka fora ocylecTenaeTca YactAaMM(nodainnoso).

3a cuyéT nodpainoBol OTMPaBKWU YNyylUnu oTcTyK nopaaka +15-20 npoueHToB.

Yny4ywmnn padTtarim. Ynyywuinu BanuAHOCTb ryrna.

Ynyswunu onpeaenedne ayénukatos (no6asunu HoBbi popmat hwid, yumTbiBalOWNA HE TONMbKO >enes
Ynyuywwunun rpabbep carinoB, Tak ke nobaBunu HoOBble HacTpoWkm cbopa dannos. onHocTbio nepepab
Ynyywmnu c6op nHgopmaumm o cucteme. Bepcum 6unpa - dopmat .dll n dl1 sHyTpu 6unga - Bpeme
B 6nwkanwee BpemA nepenaemM MOMHOCTbIO Ha OTNpaBky 4epe3 https mpotokon.

The entire code part of the software has been completely rewritten.

Now the log is sent in parts (by file).

Due to file-by-file sending, the response rate was improved by about +15-20 percent.

Improved runtime. Improved Google validity.

Improved detection of duplicates (added a new hwid format that takes into account not only the hardw
The file grabber has been improved and new file collection settings have been added. We have complet:
Improved collection of information about the system. Build versions - .d11 format and dll inside the
In the near future we will switch completely to sending via the https protocol.
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gOnjxa

VIDAR uses Telegram and Steam for exfiltration, have you ever thought
about using other methods?

Vidar Staff

We have used many methods, but at the moment the most stable and
successful is Steam + Telegram (We also have the opportunity to use
other services for our clients)

VIDAR uses Telegram and Steam for exfiltration, have you ever thought about using other

methods?

Mpb1 ucnonb308anu MHOXMCeCmMBO cnocob0s8, HO Ha MeKywjuil MOMeHM CAMbIM CMAOUAbHBIM U YCNeWHbIM
siensiemes Steam + Telegram ( Tak dice y HAC eCMb 803MONXCHOCMb UCNO/MBL308AMb Opy2le Cepeuchl O/

HAWuUx KAUeHmos )
I was talking about the dead drop resolvers used by Vidar builds. The most common example is:

I could never find any other example on any other domain.

gOnjxa

Vidar is not usually used in teams or large groups. Is this your goal or
am | wrong?

Vidar Staff

We have large teams and we have special functionality for this. Based
on our product, you can create your own Stealer, where you can

differentiate the rights of your users and issue them individual product
builds.

Vidar is not usually used in teams or large groups. Is this your goal or am I wrong?

Y Hac pabomatrom 6o/blUIUe KOMAHObL, Y HAC ecmb 0/151 3M020 cneyuaibHbill hyHKyuoHat. Ha 6aze
Hawe20 npodyKma , 8bl Modceme co3dams ceoll Stealer, 20e cmodceme pasepaHuyueamb npasd c8OUM

nosb308amessim U 8bI0asamb UM UHOUBUAYA/ibHble COOPKU NpodyKmd.

I was speaking about the fact that I can’t find any source of a group using Vidar as their main source of goods,
indeed, Vidar is one of the top 5 stealers in the market but their users are doing a good job hiding their activity.
Vidar, the god of silence

Activity, not their builds ;)
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gOnjxa

| want to ask if VIDAR can work in CIS? what do you think about people
waorking with Russians?

Vidar Staff

We do not work in countries such as Belarus, Russia and Kazakhstan
(These are our personal principles that are important for our
community). The product will not work in these countries.

I want to ask if VIDAR can work in CIS. What do you think about the people working with

Russians?

Mpbl He pabomaem 8 makux cmpaHax kak Beaapycb, Poccus u Kazaxcmau ( 9mo Hawu AudHble
NPUHYUNbI, KOMOPble 8aXCHbl 0151 Hale2o coobujecmea ). [Ipodykm 8 OaHHbIX CMpAHax He bydem

pabomam.

gOnjxa

How do you see the market, is now a good time to work?

Vidar Staff

The time is always good, always successful - now it's much more
difficult than before to support such a product, but we can manage

How do you see the market, is now a good time to work?

Bpems 8ce20a xopouwiee, ece20a yoauHoe — celiuac HAMHO20 C/A0XHCHee UeM paHblie, no00epiHcusamsn

makoti npoOyKm, HO Mbl CNpasAsieMcs

gDnjxa

Do you have anything to say to the "information security specialists”
who are actively hunting for VIDAR?

Vidar Staff

We want to say that there is no need to hold grudges against us. We
believe that our data is already known to structures such as the CIA,
FBI, and other organizations, just as we know their data because they
also run our product, sometimes entirely by chancel :) Everyone does
their job.
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Do you have anything to say to the “information security specialists” who are actively hunting for
VIDAR?

Xomum ckazamsb, Umo He HYHCHO 0epiHcamb Ha HAc 31d. Mbl dymaem, Uumo Hawu OaHHble yce
usgecmHbl makum cmpykmypam kak L{PY, @EP u npouum cmpyKmypam, mak e Kak U HaMm U38eCmHbl
ux OaHHble, 8e0b OHU MOXCe 3anycKarm Hawl npodykm, nopotl cogepuwieHHO cay4aliHo! :)

Kaoicowlll denaem ceoto pabomy.

Are LEA’s often targeted with Vidar? No way that office guy is downloading the Microsoft 2023 Crack Free from

an untrusted source p

Be wary of suspicious downloads, links or attachments. Protect yourself of threats, I expect we will have Vidar for

a long time.

The end?

Remember to check the other interviews at: gOnjxa — Medium

Expect more content,

Best regards.

@g0njxa

Source: https://gOnjxa.medium.com/approaching-stealers-devs-a-brief-interview-with-vidar-2c0a62a73087
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