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WakeOnLAN

WakeOnLAN (WOL)

WakeOnLAN is the protocol name given to the so-called Magic Packet technology, developed by AMD and
Hewlett Packard for remotely waking up a remote host that may have been automatically powered-down because
of its power management features. Although power management allows companies and individuals to cut power
usage costs, it presents a problem for IT departments especially in being able to quickly and efficiently remotely
manage PC's, especially during off-hours operation when those PC's are most likely to be in a suspended or

standby state, assuming power management features are enabled.

History

For a history of WakeOnLAN and Magic Packet technology, refer to either this wikipedia article, or read this

AMD white paper.

Protocol dependencies

o Ethernet: According to AMD's white paper, WakeOnL AN depends only on Ethernet. However, the paper
also indicates that the Magic Packet can reside anywhere within the payload. This means that we would
have to search every Ethernet frame for the Magic Packet. In my opinion, doing so would degrade
Wireshark performance, especially since most traffic will not contain a Magic Packet. Therefore, the
WakeOnLAN dissector has been implemented to dissect only the actual implementations of the Magic
Packet. As of this writing, the author is only aware of 2 implementations, one being ether-wake which uses
Ethertype 0x0842, which is unfortunately not yet a registered Ethertype, and the other implementation
being over UDP.

e UDP: Several tools mentioned in the above Wikipedia article implement the Magic Packet over UDP.

Packet Format

A physical WakeOnLAN (Magic Packet) will look like this:

Synchronization Stream Target MAC Password (optional)

6 96 0,40r6
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The Synchronization Stream is defined as 6 bytes of FFh.
The Target MAC block contains 16 duplications of the IEEE address of the target, with no breaks or interruptions.

The Password field is optional, but if present, contains either 4 bytes or 6 bytes. The WakeOnL AN dissector was
implemented to dissect the password, if present, according to the command-line format that ether-wake uses,
therefore, if a 4-byte password is present, it will be dissected as an IPv4 address and if a 6-byte password is

present, it will be dissected as an Ethernet address.

Example traffic

Here is a screenshot of some WakeOnLAN traffic:

L wol_pcap — Wireshark

File Edit View Go Capture Analyze Statistics Help

Swaea s@x2a/aesaTa/EB acaan|amn x| 8

Emer'l ~ Expression.. Clear Apply
No.. Time Source Destination Len Protocol  Info
1 0.000000 Intel_85:cf:01 Broadcast 116 woL  MagicPacket for DellPcha_dc:9e:35 (00:0d:56:dc:9e:35)

2 22.29784 Inte tct: MagicPacket g 156 g
3 38.81635 Intel_85:cf:01 Broadcast 122 woL  MagicPacket for DellPcha_dc:9e:35 (00:0d:56:dc:9e:35)
4 168.0435 156.24.31.103 255.255.255.255 144 woL MagicPacket for Intel_85:cf:01 (00:90:27:85:cf:01) =

| >

® Frame 2 (120 bytes on wire, 120 bytes captured)
@ Ethernet IT, Src: Intel_85:cf:01 (00:90:27:85:cf:01), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
= Wake On LAN, MAC: DellPcha_dc:9e:35 (00:0d:56:dc:9e:35), password: 192.168.1.1
Sync stream: FFFFFFFFFFFF
® MAC: DellPcba_dc:9e:35 (00:0d:56:dc:9e:35)
Password: 192.168.1.1

0000 ff ff ff ff ff ff 00 90 27 85 cf 01 08 42 ff ff _....... '....B..

0010 ff ff ff ff 00 Od 56 dc 9e 35 00 Od 56 dc 9e 35 ...... V. .5..V..)5

0020 00 0d 56 dc 9e 35 00 0d 56 dc 9e 35 00 Od 56 dc T S U TR U

0030 9e 35 00 0d 56 dc 9e 35 00 Od 56 dc 9e 35 00 Od TR T R . T

0040 56 dc 9e 35 00 Od 56 dc 9e 35 00 Od 56 dc 9e 35 V..5..V. .5..V..5

0050 00 0d 56 dc 9e 35 00 0d 56 dc 9e 35 00 0d 56 dc AU T A TR U

0060 9e 35 00 0d 56 dc 9e 35 00 Od 56 dc 9e 35 00 Od - TR VU T U T B
0070 56 dc 9e 35 c0 a8 01 01 V.5, ..

File: "C:\Documents and Setings\cmaynard\My Documents\Wireshark\capturesiw_ ‘ Packets: 4 Displayed: 4 Marked: 0

S

Wireshark

The WOL dissector is fully functional for Ethertype 0x0842 and for UDP only. It was first included with
Wireshark starting with Git commit 6785ffd7 on November 6, 2007. General availability began with the 0.99.7

release of Wireshark.

Preference Settings

Currently, there are no preferences for the WOL dissector; however, in some cases you may need to ensure that the
UDP "Try heuristic sub-dissectors first" preference is enabled in order for WOL dissection to work. When
enabling this UDP preference, keep in mind that heuristics are not fool-proof, so it's possible that enabling it could

adversely affect dissection of other protocols. Enable it with caution.

Example capture file

A simple example capture file containing WOL traffic is available on the SampleCaptures page.
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e SampleCaptures/wol.pcap

Display Filter
A complete list of WOL display filter fields can be found in the display filter reference

Example: Show only the WOL based traffic:

Capture Filter

As WOL is currently implemented, you can use the following capture filter to be reasonably assured of capturing
most WOL traffic; however, to guarantee all WOL traffic is captured, at least as far as the dissector is concerned,

you should omit the "port 9" qualifier in the capture filter expression:

ether proto 0x0842 or udp port 9

External links

e More information about WakeOnL AN can be found on wikipedia.

e The AMD white paper is also an excellent source of information.

Discussion
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