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2 Tool: SpyAgent

Names

Category

Type

Description

Information

SpyAgent

Malware

Backdoor, Info stealer

(IBM) A new Android malware strain known as SpyAgent is making the rounds — and
stealing screenshots as it goes. Using optical character recognition (OCR) technology, the

malware is after cryptocurrency recovery phrases often stored in screenshots on user devices.

<https://securityintelligence.com/articles/spyagent-malware-targets-crypto-wallets-stealing-

screenshots/>

Last change to this tool card: 26 December 2024

Download this tool card in JSON format

All groups using tool SpyAgent

Changed

Name Country Observed

Unknown groups

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d8873190-b495-4c79-b647-e62187601801
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