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Overview

Credential phishing, banking Trojans, and credit card phishing schemes are common threats that we regularly
observe both at scale and in more targeted attacks. However, Proofpoint researchers have recently observed
phishing attacks that incorporate all of these elements in a single, multistep scheme involving the Marcher
Android banking Trojan targeting customers of large Austrian banks. Attacks involving Marcher have become
increasingly sophisticated, with documented cases involving multiple attack vectors and a variety of targeted
financial services and communication platforms [1][2]. In this case, a threat actor has been targeting customers of

Bank Austria, Raiffeisen Meine Bank, and Sparkasse since at least January 2017.

The attacks described here begin with a banking credential phishing scheme, followed by an attempt to trick the
victim into installing Marcher, and finally with attempts to steal credit card information by the banking Trojan
itself.

Analysis

Marcher is frequently distributed via SMS, but in this case, victims are presented with a link in an email.
Oftentimes, the emailed link is a bit.ly shortened link, used to potentially evade detection. The link leads to a
phishing page that asks for banking login credentials or an account number and PIN. Figure 1 shows one such

landing page using stolen branding from Bank Austria.
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Figure 1: Landing page for phishing scheme asking for the victim’s signatory number and PIN using stolen
branding from Bank Austria

Because the actor delivered phishing links using the bit.ly URL shortener, we can access delivery statistics for this
particular campaign. The link resolves to a URL designed to appear legitimate, with a canonical domain of
sicher97140[.]info including the “bankaustria” brand.

http://online.bankaustria.at.sicher97140.info/wps/portal/

22qiZ0S

86 .

Figure 2: Bit.ly statistics for a phishing landing page targeting Bank Austria customers
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The actor appears to have recently begun using “.top” top-level domains (TLDs) for their phishing landing pages
and have implemented a consistent naming structure as shown below. Earlier this year, the actor used “.pw” TLDs
while the Bank Austria scheme highlighted above used “.info”. Some recent campaigns against other bank

customers also used “.gdn” TLDs.
Other attacks on Bank Austria customers that we observed resolved to the following .top domains:

e Oct 23,2017 hxxp://online.bankaustria.at.id8817062[.]top/
e Oct 23,2017 hxxp://online.bankaustria.at.id8817461[.]top/
e Oct 23,2017 hxxp://online.bankaustria.at.id8817465[.]top/
e Oct 23,2017 hxxp://online.bankaustria.at.id8817466][.]top/
e Oct 23,2017 hxxp://online.bankaustria.at.id8817469].]top/
e Oct 17,2017 hxxp://online.bankaustria.at.id58712[.]top/
e Oct 17,2017 hxxp://online.bankaustria.at.id58717[.]top/
e Oct 17,2017 hxxp://online.bankaustria.at.id58729][.]top/
e Oct 17,2017 hxxp://online.bankaustria.at.id58729][.]top/
e Oct 17,2017 hxxp://online.bankaustria.at.id87721[.]top/
e Oct 17,2017 hxxp://online.bankaustria.at.id87726][.]top/

These permutations of TLDs and canonical domains incorporating the legitimate domain expected by the targeted
banking customers exemplifies recent trends in social engineering by threat actors. Just as threat actors may use
stolen branding in their email lures to trick potential victims, they reproduce a legitimate domain name in a

fraudulent domain that is not controlled by the bank.

Once the victim enters their account information on the landing page, the phishing attack then requests that the

user log in with their email address and phone number.
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Figure 3: Step two of the credential phish asking for the victim’s email address and phone number

Having stolen the victim’s account and personal information, the scammer introduces a social engineering
scheme, informing users that they currently do not have the “Bank Austria Security App” installed on their
smartphone and must download it to proceed. Figure 4 shows the download prompt for this fake app; an English

translation follows.
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2 Bank Austria

Sicheres Banking nur noch uber die Bank Austria Sicherheits-App!

Sehr geehrte Kundin, sehr geehrter Kunde,

Das Systern hat festgestellt dass die Bank Austria Sicherheits-App nicht auf Ihrem Smartphone installiert ist. Aufgrund neuer EU-Geldwasche-
Richtlinien ist die neue Bank Austria -Sicherheits-App Pflicht fir alle Kunden, A¥ber die eine Mobilfunknumrmer in unserem System vorliegt.
Bitte installieren Sie die App umgehend um eine Sperrung lhres Kontos zu verhindern.

Befolgen Sie hierzu die Anmweisungen weiter unten auf dieser Seite.

Wieso Sie die Bank Austria Sicherheits-App benAftigen:
Aufgrund weralteter Technik des Mobilfunknetzes werden wichtige Daten wie mTan 5M5S und Online Banking Verbindungen unverschlisselt Obertragen.

Unsere Sicherheits App ermoglicht uns diese sensiblen Daten verschlisselt an Sie zu Obertragen und erhdht somit die Sicherheit, das Sie keinen
finanziellen Schaden erleiden.

Anleitung - Bank Austria Sicherheits-App

Schritt 1: Bank Austria Sicherheits-App herunterladen
Laden Sie das Bank Austria Sicherheits-App auf lhr Android-Gerat herunter. Offnen Sie dazu den angezeigten Link auf Ihrem Mobiltelefon,
1mitte|5 Eingabe ins URL-Feld |hrers Browsers oder scannen Sie den angezeigten QR-Code.

Download Link: http:/ibit.ly/2z8g6it

[=] -5 [m]
- =

Figure 4: Alert prompting the victim to download an Android banking app (English translation below), with stolen
branding and fraudulent copy

***Translation***
Dear Customer,

The system has detected that the Bank Austria Security App is not installed on your smartphone. Due to new EU
money laundering guidelines, the new Bank Austria security app is mandatory for all customers who have a

mobile phone number in our system.

Please install the app immediately to avoid blocking your account.
Follow the instructions at the bottom of this page.

Why you need the Bank Austria Security App:

Due to outdated technology of the mobile network important data such as mTan SMS and online banking

connections are transmitted unencrypted.

Our security app allows us to transmit this sensitive data encrypted to you, thus increasing the security that you

will not suffer any financial loss.
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Step 1: Download Bank Austria Security App

Download the Bank Austria security app to your Android device. To do this, open the displayed link on your

mobile phone by typing in the URL field of your browser or scan the displayed QR code.
***End translation***
The phishing template then presents additional instructions for installing the fake security application (Figure 5):

Schritt 2: Installation zulassen
Offnen Sie die Einstellungen |hres Gerats wahlen Sie Sicherheit oder Anwendungen (je nach Gerat) und aktivieren Sie Unbekannte
Quellen.

< Sicherheit

»administratoren

annte Quellen

\pps Uberpriifen

Schritt 3: Installation ausfiihren
Starten Sie das Bank Austria Sicherheits-App aus den Benachrichtungen oder lhrem Download-Ordner, tippen Sie Installieren.
Nach erfolgreicher Installation tippen Sie Gffnen und akiivieren den Gerdteadministrator. Fertig!

Member of '}j UI'IiCI‘Edit

Figure 5: Additional instructions telling the victim to give the app the requested permissions (English translation

below), with stolen branding and fraudulent copy
***Translation***
Step 2: Allow installation

Open your device's settings, select Security or Applications (depending on the device), and check Unknown

sources.
Step 3: Run installation

Start the Bank Austria security app from the notifications or your download folder, tap Install.
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After successful installation, tap Open and enable the device administrator. Finished!

***Fnd translation***

Referring again to bit.ly, we can see click statistics for this campaign (Figure 6).

http://online.bankaustria.at.sicher97159.gdn/wps/portal/des/download.php

12

Figure 6: bit.ly statistics for the fake Bank Austria Android app download link

From this small sample, we see that 7% of visitors clicked through to download the application, which is actually
a version of the Marcher banking Trojan named “BankAustria.apk”, continuing the fraudulent use of the bank’s

branding to fool potential victims.
This sample is similar to those presented in other recent Marcher analyses [1][2].
This particular application is signed with a fake certificate:

Owner:
CN=Unknown, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown, C=Unknown

Issuer
CN=Unknown, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown, C=Unknown
Serial: 1c9157d7

Validity:
11/02/2017 00:16:46
03/20/2045 00:16:46

MD5 Hash: A8:55:46:32:15:A9:D5:95:A9:91:C2:91:77:5D:30:F6
SHA1 Hash: 32:17:E9:7E:06:FE:5D:84:BE:7C:14:0C:C6:2B:12:85:E7:03:9A:5F

The app requests extensive permissions during installation that enable a range of activities supported by the

malware. Those permission shown in bold below are the most problematic:

e Allows an application to write to external storage.

e Allows an application to read from external storage.
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e Allows an application to use SIP service.

e Allows an application to collect battery statistics

o Allows an app to access precise location.

o Allows an application to receive SMS messages.

e Allows an application to send SMS messages.

e Allows an application to read SMS messages.

o Allows an application to write SM'S messages.

e Allows an application to initiate a phone call without going through the Dialer user interface for the user to
confirm the call.

e Allows applications to access information about networks.

e Allows applications to open network sockets.

o Allows an application to read the user's contacts data.

e Allows an application to read or write the system settings.

« Allows an application to force the device to lock

e Allows applications to access information about Wi-Fi networks.

e Allows applications to change Wi-Fi connectivity state.

» Allows applications to change network connectivity state.

Analysis of the malware shows that it uses the common string obfuscation of character replacement (Figure 7):

public static final String ce = CO486n. 22119 ("n**lIR**e¥* IR**C** | IR**h**IR*Fo* ¥ IR**ASFLIR=*"]

public static final String cf = CO486n.p2ll2a("s**l1IR**e**LIR* n** 1IR**d** LIR**_**11R**c** 1 1R=*a** IR+ r** L1RF*d**L1R**_**L1R**n**L1IR**u*=11R**n**]
public static final String cg = CO486n.m2ll%a("n**l1RF*u**L1IR**n** I IR**h** [ IR**e** | IR**r=* 1 IR=+*"] ;

public static final String ch L2119 ("nFFlIRFFgFE L I RF I FF L IRFF AR I RFFRFF ] LREF)

public static final String ci = CO486n.m211%("y**lIR*Fa*T] JR* s ] JR*Fp*a] JRFET)

public static final String cj = CO0486n.m2119a("c**1IR**y*T] JR*Tc*® | JR**")

public static final Scring ck CO4G86n. m2119%a (“cTFLIRT o L IR**m™* L IR™" , *% L IR p* 7 | R* " a* " L IR "y " " 1 IR* " p " F L IR*"a " L JR7* 1" " IR"", ** L IR"*a"* 1 IR"*n"~]
public static final 3tring cl CO486n. m2ll3a (" c** LIR**o** LIR**n** L IR** ** | IR**a* ¥ | IR* " n* ¥ L IR**d** L IR**** L IR** ¥ *  IR** ¥ ¥ IR**Q** LIR** ** L IR¥*y¥®]
public static final 3cring cm m2119a("0**LIRY*E*ELIR*=")

public static final 3tring cn -m21195 ("o**LIRYF o FELIRF I nt T LIR* 0T * L IR**a* ¥ | IRF ¥ RN L IRFTAFFLIRE+™) 2

public static final String co = CO486n.mZll%a("p*?lIR*#a*sLIR**r#+ IR+ *a+% | IR#*u | IR**55+ 1 IR=%") ;

public static final Scring cp = CO486n.m2ll%a("c**l1IRF*i**11R**n** | IR**e** [ IR**z** | IR**c** | IR=*a** | IR**m** L IR**p**L1R*+") ;

public static final Scring cg = CO486n.m211%a("c**l1R**o**l1IR* n** | IR**, ** | IR**d** | IR**y** | IR=*n** | |R**a** | |IR**n** 1 IR*%, **11R**");

public static fimal Scring cr = CO486n.m211%("r**lIRFa*s] JR*spes ] JR&*") 2

public static fimal Scring cs = CO486n.m211%a("n**11R**a** 1 IR*=i** | IR**fn** [ IR**"}

public static final Scring ct = CO486n.m2115a ("I LIR* n* L IR* ¥ L IR e®® | IR* n* ¥ IR* AN IRENFAA LI RENAAN L IRANINR] I RSV AL IRN ReW L IRW W2 IR¥?") 2
public static final 3tring cu = CO486n.m2119a("C**1IR**o**LIR** n** 1 IR**** [ IR**e* ¥ IR**x** 1 IR**L**11R**") ;
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Figure 7: Encoded Marcher Strings

Page 8 of 20


https://www.proofpoint.com/sites/default/files/f7_0.png
https://www.proofpoint.com/sites/default/files/f7_0.png

https://www.proofpoint.com /us/threat-insight /post/credential-phishing-and-android-banking-trojan-combine-austrian-mobile-attacks

C0486n.m2119a("method");
C0486n.m2119a("send_card_number") ;
C0486n.m2119a("number");
Co486n.m2119a("month");
C0486n.m2119%a("year");
C0486n.m2119a("cvc");
C0486n.m2119%a("com.paypal.android.p2pmobile");
C0486n.m2119a("com.android.vending");
C0486n.m2119a("0K");

C0486n.m2119a(" command") ;
C0486n.m2119a("params");
C0486n.m2119a("timestamp");
C0486n.m2119a("com.dynam.");
C0486n.m2119%a("run");
C0486n.m2119a("main");
C0486n.m2119a("IntentFilter");
Ce486n.m2119a("Context");

public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static

Figure 8: Decoded Marcher Strings

As noted, the application requests extensive permissions during installation; Figure 9 shows the request to act as

device administrator, a particular permission that should very rarely be granted to an app.
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F Activate device administrator?

The GNU General Public License is a
free, copyleft license forsoftware and
other kinds of works. The licenses
for most software and other practical
works are designedto take away your
freedom to share and change the
works. By contrast,the GNU General
Public License is intended to
guarantee your freedom toshare and
change all versions of a program - to
make sure it remains freesoftware for
all its users. We, the Free Software
Foundation, use theGNU General
Public License for most of our
software; it applies also toany other

Activating this administrator will allow the
app Bank Austria Sicherheits-App to
perform the following operations:

- f‘hnnnn 'I'I"\ﬂ ﬂﬂﬂﬂﬂﬂ_llﬂlﬂﬂlr

Cancel Activate

Figure 9: Prompt for application permissions upon installation

Figures 10 and 11 show the other permission screens for the app:
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< Appinfo

PERMISSIONS

This app can access the following on your phone:

R, directly call phone numbers
® this may cost you money
make/receive SIP calls

read phone status and identity

[ edit your text messages (SMS or MMS)
read your text messages (SMS or MMS)
receive text messages (SMS)

send SMS messages
® this may cost you money

@ precise location (GPS and network-
based)

> read your contacts
'-}' modify or delete the contents of your SD

card
read the contents of your SD card
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Figure 10: Part 1 of the permission screen for the app
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® this may cost you money

@ precise location (GPS and network-
based)

an read your contacts

L}! modify or delete the contents of your SD
card

read the contents of your SD card

Ty change network connectivity
connect and disconnect from Wi-Fi
full network access
view network connections
view Wi-Fi connections

E:] run at startup

H control vibration
prevent phone from sleeping

Q measure app storage space
modify system settings
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Figure 11: Part 2 of the permission screen for the app

Once installed the app will place a legitimate looking icon on the phone’s home screen, again using branding

stolen from the bank.

Bank Austria
Sicherheits-

Figure 12: Fake Bank Austria Security application icon

In addition to operating as a banking Trojan, overlaying a legitimate banking app with an indistinguishable
credential theft page, the malware also asks for credit card information from the user when they open applications

such as the Google Play store.
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VisA AMEX

bard number

Figure 13: Popup asking for a credit card number

The application also supports stealing credit card verification information (Figures 14 and 15).
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=l 100% W 13:35

Please submit your Verified by Visa password

Verified by
VISA

Date of Birth

DD hM

Address

Post code

Billing phone number

Password

Figure 14: Information theft via fake credit card verification using stolen branding
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.l 100% 0 13:32

Please submit your MasterCard Secure Code
Password

MasterCard.
SecureCode

Date of Birth

DD MM YY

Address

Post code

Billing phone number

Password

Figure 15: Information theft via fake credit card verification using stolen branding

Some of the campaigns appear to have a wider reach based on bit.ly statistics like this one from October 13, 2017:

14

http://online.bankaustria.at.id58711.top/wps/portal
http://online bankaustria.atid58711 top/wps/portal

itly.comi2yhaZ pe COPY

19,749 ..

Figure 16: bit.ly statistics for an October 13, 2017 campaign

Over several days during the last three months, Proofpoint researchers observed campaigns using similar

techniques targeting the banking customers of Raffeisen and Sparkasse. A review of the bit.ly statistics for these
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campaigns shows that they were at least as effective in driving end-user clicks as the Bank Austria campaign

analyzed above.
Conclusion

As our computing increasingly crosses multiple screens, we should expect to see threats extending across mobile
and desktop environments. Moreover, as we use mobile devices to access the web and phishing templates extend
to mobile environments, we should expect to see a greater variety of integrated threats like the scheme we detail
here. As on the desktop, mobile users need to be wary of installing applications from outside of legitimate app
stores and sources and be on the lookout for bogus banking sites that ask for more information than users would
normally provide on legitimate sites. Unusual domains, the use of URL shorteners, and solicitations that do not

come from verifiable sources are also red flags for potential phishing and malware.
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Indicators of Compromise (IOCs)

10C 10C Type Description

47.91.92[.160 1P Phish Landing
49.51.37[.]1177 IP Phish Landing
49.51.37[.]247 IP Phish Landing
47.254.128[.180 1P Phish Landing
8dfc01cfed545651e3cf73437ab748dc MD5 Marcher - Analyzed Sample
185.188.204[.]16 Ip Marcher C&C

ET and ETPRO Suricata/Snort Signatures

2024943 Raiffeisen Phishing Domain Nov 03 2017

Page 18 of 20


https://clientsidedetection.com/marcher.html
https://www.mysonicwall.com/sonicalert/searchresults.aspx?ev=article&id=1047

2024944

2024946

2024947

2024948

2024949

2024950

2024951

2024952

2024953

2828513

2828514

2828515

2828516

2828517

2828518

2828519

2828520

2828521

2828524

2828525

2828526

2828527

2828528

2828529

2828530

2828531

https://www.proofpoint.com /us/threat-insight /post/credential-phishing-and-android-banking-trojan-combine-austrian-mobile-attacks

Sparkasse Phishing Domain Nov 03 2017

BankAustria Phishing Domain Nov 03 2017

Successful Raiffeisen Phish Nov 03 2017

Successful Sparkasse Phish Nov 03 2017

Successful BankAustria Phish Nov 03 2017

Android Marcher Trojan Download - Raiffeisen Bank Targeting (set)
Android Marcher Trojan Download - Sparkasse Bank Targeting (set)
Android Marcher Trojan Download - BankAustria Targeting (set)
Android Marcher Trojan Download - Austrian Bank Targeting
Trojan-Banker.AndroidOS.Marcher Domain Request in SNI
Trojan-Banker.AndroidOS.Marcher Domain Request in SNI 2
Trojan-Banker.AndroidOS.Marcher Domain Request in SNI 3
Trojan-Banker.AndroidOS.Marcher Domain Request in SNI 4
Trojan-Banker.AndroidOS.Marcher Domain Request in SNI 5
Trojan-Banker.AndroidOS.Marcher Domain Request in SNI 6
Trojan-Banker.AndroidOS.Marcher Domain Request in SNI 7
Trojan-Banker.AndroidOS.Marcher Domain Request in SNI 8
Trojan-Banker.AndroidOS.Marcher Domain Request in SNI 9
Trojan-Banker.AndroidOS.Marcher.z DNS Lookup 1
Trojan-Banker.AndroidOS.Marcher.z DNS Lookup 2
Trojan-Banker.AndroidOS.Marcher.z DNS Lookup 3
Trojan-Banker.AndroidOS.Marcher.z DNS Lookup 4
Trojan-Banker.AndroidOS.Marcher.z DNS Lookup 5
Trojan-Banker.AndroidOS.Marcher.z DNS Lookup 6
Trojan-Banker.AndroidOS.Marcher.z DNS Lookup 7

Trojan-Banker.AndroidOS.Marcher.z DNS Lookup 8
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https://www.proofpoint.com /us/threat-insight /post /credential-phishing-and-android-banking-trojan-combine-austrian-mobile-attacks

Source: https://www.proofpoint.com/us/threat-insight/post/credential-phishing-and-android-banking-trojan-combine-austrian-mobile-attacks
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