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S ETE FRHSIELARS 2020/03/30 16:09:27 CST 2440, Demo
Ubuntu @
R EMEEE P Connect ip
BEEES Ubuntu 16.04.6 LTS (i686) root 192.168.152.129 192.168.152.129
- 5]

iz APT_L, 00

BETA Suspicious EIf Ext

Exec In Suspicious Dir [ ExecCmd | Dok s Not Found | Enum Process | Exec perm | Netwertc by | 7oy Not Exist

s Memory Block Inspector »
SHA256 ##{E 3CAD20318F36B020CF4D6B44320EB5A6DAEOATB339A0FDC3A1FESE280A8507F1 Q | {vr @ MASRE
C&C st 107.191.61.247

BP9, ThreatSonar 18,/ZEE

LBF DT |, ;%S B PIRERAR LB TE/S B MIFRAIRRER (File) . BITAERIEF
(Process) . BARVEARARIGESFINTHFER (Remote Shell) ZINAE , HA 2 EZ P72 NP ARTA R EAR
W@ﬁﬁﬁﬁwﬁ B RC4 TEENREITING |, R EFHET A s SR TE.
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for ( 1 =0; 1 <= 255; ++1 )
v7[1i] = 1;
for ( 1 =@; 1 <= 255; 1 += ad )
{
for (1 =0; 7 < ad && 1 + 7 <= 255;
ve[] + 1] = *(_BYTE *)(a3 + 7);
¥
1 =9;
for (1 =@; 1 <= 255; ++1 )
{
vli3i = v7[i];
vl2 = vb[1i];
7 = (unsigned  int8)(j + v13 + v12);
vi2 = v7[3);
v7[1i] = v12;
v7[j] = v13;
¥
v1® = a5;
1 =0;
for { 1 =10; ; ++1 }
{
result = 1;
if (1 »>=a2)
break;
vii = v7[(unsigned _int8)(1i + 1)];
= (unsigned _ int8)(j + v1l);
?[[un51gned _iAnt8) (i + 1)] = v7[1];
v7[3] = vii;
vli2 = v7[(unsigned _ int8)(1i + 1)];
vli2 += v1l;
vlil = v7[v12];
if ( vio & 9x80 )
{
Vi1 A= *(_BYTE *)(al + i);
*(_BYTE *)(al + i) = v11l + v16;
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BEGER

R PH{ER Tomeat RISVERMERRS , BRRAAUTZ—% :
« Apache Tomcat 9.x < 9.0.31
« Apache Tomcat 8.x < 8.5.51
« Apache Tomcat 7.x < 7.0.100

e Apache Tomcat 6.x

TeamT5 i R B RIEITARANEHT , B RIBZBZE FIM Ghostcat IRIFEITEIHES , £E LEEEE

E

Fo , BRPEERT M EMSTFERE (Advanced Persistent Threat, APT) B , RIFZE(# 2N TeamT5
f) ThreatSonar 5.2 B Z IR AL |, 1T B E 0] AEREFEREAN B EE AR =EE BE . TeamT5 &
FRAHE T A BETEIZ (Indicator of Compromise, I0C) FEAEIE R E R B EAEERBE.

e 107.191.61.247
o 8fd3925dadf37bebcc8844214f2bcd18

e Yara Rule

rule RAT_BiFrost_UNIX
{

meta:

description= "HUAPI UNIX BiFrost RAT"
author = "TeamT5"

date = "2020-04-15"

strings:
$hex1 = {25 77 00 00 00 85 CO 75 37 8B 45 F@ 89 C1 03 4D 08 8B 45 FO 03 45 08 OF B6 10 8B 45 F8 01 C
$hex2 = {8B 45 FQ @3 45 08 OF B6 00 30 45 FD 8B 45 F@ 89 (1 03 4D 08 8B 45 F8 89 (2 02 55 FD B8 FF F

condition:
all of them
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