https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=17225d6e-bbdb-4a8d-aal4-0e615a27a8f9

Threat Group Cards: A Threat Actor Encyclopedia

Archived: 2026-04-05 15:12:08 UTC

Home > List all groups > List all tools > List all groups using tool SmsSpy

2 Tool: SmsSpy

Names

Category

Type

Description

Information

Malpedia

SmsSpy
Malware

Backdoor, Downloader

(McAfee) The malicious code infects Android users using one of two variants depending on
the version of OS used by the targeted devices. This ability to download malicious payloads
based on OS versions enables the attackers to successfully infect a much broader potential

landscape of Android devices.

<https://www.mcafee.com/blogs/other-blogs/mcafee-labs/roaming-mantis-amplifies-smishing-

campaign-with-os-specific-android-malware/>

Last change to this tool card: 28 December 2021

Download this tool card in JSON format

All groups using tool SmsSpy

Changed

Name Country Observed

Other groups

Roaming Mantis [Unknown] 2017-Jul 2022

1 group listed (0 APT, 1 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=17225d6e-bbdb-4a8d-aa14-0e615a27a8f9
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