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 Tool: RURansom

Names RURansom

Category Malware

Type Wiper

Description

(TrendMicro) On March 1, a tweet from MalwareHunterTeam about a possible ransomware
variant caught our attention and set our immediate analysis into motion. We found several

additional samples of this malware, which has been dubbed as “RURansom” by its developer.
Despite its name, analysis has revealed it to be a wiper and not a ransomware variant because

of its irreversible destruction of encrypted files.

Information
<https://www.trendmicro.com/en_us/research/22/c/new-ruransom-wiper-targets-russia.html>
<https://twitter.com/malwrhunterteam/status/1498678603613155343>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.ruransom>

Last change to this tool card: 30 June 2025

Download this tool card in JSON format

All groups using tool RURansom

Changed Name Country Observed

Unknown groups

  _[ Interesting malware not linked to an actor yet ]_  

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=3fe383d0-0ca5-4a98-8230-4d2c63dcaa49
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