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Monitoring the harm to civilians from cyberattacks, in the quest for cyberpeace.

Cyberattacks and operations in times of conflict cause harm to civilians.

Explore the conflict in cyberspace

Cyber Threats

Analyzing attacks & attribution to reach legal accountability

Overview

Which actors, through what type of cyberattacks, pose the greatest threat?

Timeline

How have cyberattacks evolved over time relating to the military invasion of Ukraine?

Attack Details

What type of cyberattacks and operations have impacted infrastructure and civilian objects?

Latest Analysis

A summary of the findings from our analysis report on the cyberattacks in the latest quarter

Impact & Harm

Tracing harm to civilians to protect civilians

Overview

How do cyberattacks and operations impact civilians?

Geopolitical Map

Which countries have been impacted by cyberattacks and how do these relate to geopolitical and economic
activities?

https://cyberpeaceinstitute.org/ukraine-timeline-of-cyberattacks
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https://cyberpeaceinstitute.org/threats
https://cyberpeaceinstitute.org/threats/timeline
https://cyberpeaceinstitute.org/threats/attack-details
https://cyberpeaceinstitute.org/report
https://cyberpeaceinstitute.org/impact
https://cyberpeaceinstitute.org/impact/geography


Sectors

How have specific sectors been impacted by cyberattacks related to the conflict?

Law & Policy

Documenting legal instruments to drive regulatory change

Overview

How does the legal and normative ecosystem relate to cyberattacks deployed during an armed conflict?

Case Study

What happened to Viasat and what does this mean for accountability in cyberspace?

Explainer Videos

Insights from our data analysis on the crucial role of cyberattacks in this conflict.

Cyber Dimensions of the Armed Conflict in Ukraine

The CyberPeace Institute invites you to read about the trends and emerging issues relating to cyber incidents
taking place in Ukraine, the Russian Federation and other countries impacted by cyberattacks in the context of the
armed conflict through our first of its kind quarterly analysis report.

Quarterly Analysis Report - Q3 July to September 2023

Donation

Support the CyberPeace Institute

Individual lives can be changed dramatically by the acts of cyber criminals. We need your support to assist victims
of cyberattacks in the NGO, humanitarian and healthcare sectors.

Results based on data collected between
January 2022 and December 2023

Source: https://cyberpeaceinstitute.org/ukraine-timeline-of-cyberattacks
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