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ROADSWEEP has been placed in the start
up folder to trigger execution upon user

login.[Z]

ROADSWEEP can open cmd.exe to enable

command execution, 121

ROADSWEEP can RC4 encrypt content in

blocks on targeted systems.[11[21(2]

ROADSWEEP has dropped ransom notes
in targeted folders prior to encrypting the

files.[2]

ROADSWEEP can decrypt embedded
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scripts prior to execution.H12

ROADSWEEP requires four command line
arguments to execute correctly, otherwise it

will produce a message box and halt
execution [H212]

ROADSWEEP can enumerate files on
infected devices and avoid encrypting files

with .exe, .dll, .sys, .Ink, or . Ick extensions.

1][3][2
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Use

ROADSWEEP can use embedded scripts to

remove itself from the infected host 1121

ROADSWEERP has the ability to disable
SystemRestore and Volume Shadow
Copies.[—lllzl

ROADSWEEP can pipe command output

to a targeted process.!]

ROADSWEEP can enumerate logical

drives on targeted devices.LI[21

The ROADSWEEP binary contains RC4
encrypted embedded scripts.[l]B][g]

ROADSWEEP can identify removable

drives attached to the victim's machine.!1]

ROADSWEEP can disable critical services

and processes.[l;l

ROADSWEEP has been digitally signed

with a certificate issued to the Kuwait

Telecommunications Company ksc.2
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