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 Tool: BlindToad

Names BlindToad

Category Malware

Type Loader

Description
(IBM) BLINDTOAD is 64-bit Service DLL that loads an encrypted file from disk and
executes it in memory.

Information
<https://exchange.xforce.ibmcloud.com/malware-
analysis/guid:c4d23459f9dee63557cee1a4d59b84de>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.blindtoad>

Last change to this tool card: 24 April 2021

Download this tool card in JSON format

All groups using tool BlindToad

Changed Name Country Observed

APT groups

  Lazarus Group, Hidden Cobra, Labyrinth Chollima 2007-May 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=ff3cbd64-6948-4eb8-b351-9825d4e0dce2
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