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B E A BIRFRBUR “ T MUREN KB ITICRIEN” (MUREN KRITIK TASARIM
DOKUMANINA YONELIK GORUSLER) , $43KE845r B/RASKRE 1B ER) SH B — AL TCGR=FR 2
W SHEIEER” -

Say : B6405368-540.01.05-201 Haziran
2022+

MUREN KRITIK TASARIM DOKUMANINA YONELIK GORUSLER .

Firma: il Bt im-
S.No{ Dokiiman Adi- Mevcut Hali: Oneri-
Dokiiman Kodu-
IPS Sinyal isleme Birimi; Sekil 3 36'da verildigi Gzere
IPS Sinyal isleme Bilgisayan ve bu bilgisayar (izerinde
s . . ey aisay Secili paislann, NAS'larda odyo olarak
gahsan IPS Sinyal Isleme Yazihmi'ndan olusmaktadir,
. 33.1411PS - - . | kayt yapilabilmesine ihtiyag
MURENPRVZ- ’ MUREN SYS'de 2 (ki) adet IPS Sinyal Isleme Birimi
14 Sinyal Isleme duyulmaktadir. Bu  hususun  kritik
S55DD-09-2< bulunacaktir. Bunlardan bir tanesi CHA ve PRA sinyal
Birimi- . tasanm agamasinda ele alinmasmnin
isleme islevierini, digeri ise FA ve CIA sinyal isleme o )
B . _ i . _ ) uygun olacad degerlendiriimektedir.-
islevlerini yerine gefirecektir, IPS Sinyal Isleme alt-
bilesenler arasindaki baglant Sekil 2 37 de verilmistir..
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DOOVEAICR T T HHIBZEX —Fh4 A“MUREN (BN RGERESCEN, , IR BHIERHA20224 X
A.

55— 2508 S BIRIARBUA E R A4 4R & 7K TR BIE R G Tk . T E MUREN-PREVEZE

(MILLI URETIM ENTEGRE SUALTI SAVAS YONETIM SISTEMI PREVEZE SINIFI UYGULAMASI
(MUREN-PREVEZE) PROJESI) , B/RZARE T HEEME M RIEEFSEERELHBAMRF
(> (TUBITAK BILGEM)
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g OULERI — Bilisim ve Bilgi i lleri Teknolojiler Aras
Bilisim Teknolojilert Enstitist
P.K 74, 41470 Gebze | KOCAELI
. bilger itak gov 1r.
bilgem@bilgem tubitak.gov.tr
MiLLI URETIM ENTEGRE SUALTI SAVAS YONETIM SISTEMI PREVEZE
SINIFI UYGULAMASI (MUREN-PREVEZE) PROJESI
SURUM TANIMLAMA BELGESiv
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Siiriim Nov : 0.0a [sszden o Jarjo
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[IMORENPRYZ-STB-26-02 ‘Sirim No: 1.9, ‘Sirim Tarini: 17.05.2022, | Sayfa: 2/11.. Je
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EWMARKREIA G , REXR=MHE LRFFOARE T EREAME “MUREN”, XE—F7EEME L%
BHKTEREERS (CMS) |, AEHHREHI R TUBITAKIR T
(https://bilgem.tubitak.gov.tr/tr/haber/akya-torpidosu-muren-prevezeye-entegre-ediliyor) , FEE21FENKTE
B, FE2FEAR A T HHIBZES) 480 (https://raillynews.com/2021/11/denizaltilari-muren-yonetecek/) , 1
HHBZEXMURENIM B S TFRAME |, A BB T EHBERGEt , AL HEHER
AT B “MILDEN”) %88 —#5 (https://www.navalnews.com/naval-news/2021/11/turkeys-new-submarine-

cms-muren-to-enter-service-in-2022/)
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2021), up from a capitalization of $60 million in 2014, driven by an online community base
which generates “brand” loyalty and demand inelasticity. In comparison to other
- . cryptocurrencies, Dogecoin has had a fast initial coin production echedule: 100 billien coins by

A History of Dogecoin-

mid-2015, with a rate of additional production of £.256 billion ceins each year since. In line with

12% February, 20214

Usman W. Chohan, MBA, PhD- Chohan’s discussion on the “leisured aspect ofblockchains,” there are very few mainstream
commercial or research applications.Yet the currency has found a quirky niche as an online

Discussion Paper Series: -\ ofes on the 21 Century'
system fortioping, whereby users on social media platforms grant Dogecoin tips to other-

A History of Dogecoin-

The frenzied public interest in cryptocurrencies has meant that, as second-order capital rushes
towards the Bitcoin trade, potential investors are also drawn towards afternative currencies that
mayserve specific purposes; but one such cryptoasset, Dogecoin, is not so much an
alternative deflationary numismatic instrument as it is an inflationary leisured exploration of
community-building around a cryptoasset. This discussion paper recounts the historical
evolution of Dogecoin, while also highlighting the crossover of cryptocurrency principles with

the leisures of the blockchain ~

ntroduced as a ‘joke currency,” Dogecoin can be described as amember of the cryptocurrency

asset ciass with a capitalization of $10 607 USD near the time of this writing (mid-February,
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Z bookstore.neu.edu.tr Q N :
Siblings
medicine.neu.edu.tr 0/93 212.175.35.78
www neu.edu tr 0/94 212.175.35.31 104.20.19.130 104.20.20.130
docs.neu.edu.ir 0/94 212.175.35.90
oldies neu edu.tr 0/93 212.175.35.199 104.20.20.130 104.20.19.130
mail.neu.edu.tr 0/94 212.175.35.115 212.175.35.100 212.175.35.249
Ib.neu.edutr 0/94 212.175.35.115
library.neu.edu.tr 0/94 212.175.35.246
Idap.neu.edutr 0/94 212.175.35.100
guzelsanatlarneu.edu.tr 0/94 212.175.35.78
auth.neu.edu.tr 0/94 212.175.35.121
Communicating Files
Scanned Detections Type Name
2022-08-04 26 /62 MS Word Document MURENPRVZ-KYP-03-EK3-YKS (Yazilim Konfigurasyon Sureci).doc
2022-08-04 30/62 MS Word Document MURENPRVZ-KYP-03-EK5-PMF (Platforma Mudahale Formu).doc
2022-08-09 32 /62 MS Word Document Birlestiriimis_GORUSLER - Tubitak'a Gonderilen2 2022.08.05 14.41.22.doc
2022-08-04 29 /62 MS Word Document MURENPRVZ-STB-XX-XX (Surum Tanimlama Belgesi).doc
2022-08-03 23 /62 MS Word Document 67ba2688f8e3a9dd9a557328d242e51aa7a71933c0dd99b5d273bf7810ea2fa2
2022-08-06 33 /62 MS Word Document unknown
2022-08-05 27 /N Win32 EXE shellcode_self_inject.exe
2022-08-12 30/70 Win32 EXE LetMeOut
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Crowdsourced Sigma Rules
CRITICALO  HIGHO  MEDIUM 0

1 match for rule by Thomas Patzke from Sigma Integrated
Rule Set {GitHub)
> Code integrity failures may indicate tampered executables.

Network Communication

HTTP Requesis

+  http://bookstore.neu.edu.tr/KGB%20Numaralari%20ve%20Gecerlilik%:20Tarihleri.xlsx
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T4{E B H 45 4 A UniversalDonut,

UniversalDonutfg —##shellcodeNE 2SR KA DFERF. ADBITRELKLNLTHE :

1. 8MAZHFEZ FRE B A c:\windows\system32\taskhost.exe ;
2. KB &2 B E R

K@ E , ABERSFT R R RIRE A S I —shellcode 1T,

UniversalDonuti& £ fiIshellcode 2 R FFIRFESEDonut  (https:/github.com/TheWover/donut) 4 AR TEEEE
fir. fEEMAHESR , UniversalDonut?] PAFEshellcode AT ERSRIL K E XTI TNBE , BIEChaskey B IAMNE
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shellcode/INZ JF &M EX EE AL LetMeOut,

e LetMeOut
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1B1T.
AT AFINT , ZFileSyncShell64.datg KD FE FF4aid CnCE SRR A EA RN A D 3L,

WNRFETE B3R TR AIMA AFileSyncShell64.datiiSCH , KD SFEE CnCHlEHAThuplE(E , FF7EhupSEL
BAMM=EEE , X :

LetMeOutiB {5 L2 S %K

s BUNE
Pl base64%:8L , WURTRIBRNE

P2 base64%%R5 , http User-AgentN A
P3 IRE , BB NCAMHFE

bEfa , B T ZikhupiEsk |, IREL—/ MBI TEISE M hashI 2 KN . ZhashiE21EIT AT 24
TTEMAL :

[0x00000005]

LetMeOuti & hashi& 12 B A%

B8 BF S INERNR NGRS A XS FileSyncShell64.dat S £FRAN IR A XABE] , LetMeOutAR I¥HE
iR AN A AshellcodeFERIZ1T.

« CobaltStrike

BIE (T & LK CobaltStrikel2 EF A X E NZ RN ENBTEIR , Bid CobaltStrike Beacon K L 72
TR BN ST EERE.

I\, XEKAE
- ST L EARBH SRR

REIREIHAELI , BRENTERHZ —NITEARBM R (TUBITAK) HIERE—KZE,
KW, MR, ERET AEXTEHERM B NIRRT AL |, GRERE &R EITATIEAPT
TEPNERSES.

—RZ RS ITZHMA B E SR ENTER AR | EEFREE B, RRXXASERE BT
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Bt b, Edward Wu <infolonetimemovement. com
g A, ame. i=_geliztirme@tubitak gov tr

=t Re: Re: Re: Mew Project /EQE/090/ Urgent

| g | EPO20201120 PACKING LIST.xdsx (178 KB)

Hello ume.is_gelistirme

Please find attached a new project order for 20232.
Optical White

100x80 PC 52/48 36x36 A/ combed

300cm width @USD:2.30/M

Total 100.000 meters

One for each shipment. | think this is necessary for obtaining the 3 1DFs.
Aramid, P24, PTFE, PSA, GL, Fiberglass compound material, etc filter fabric, =ilter bag and bag cage.

Best wishes!

Fr3d X B HBIAT R & A

F— LM ECF R NER T EHRH M REARME K SHME Fr , BRI i A B R
B)AgentTeslaKL;,

LT e

BU TERLIF 2 MAIL HALINDE ISTENEGEKTIR. (21

sayin ligil,

sunulan teknik inceleyip dretimle iigil fiyat
tekifinizi | Birim fiyat belirterek; | tarafimiza bildirmeniz anemie rica olunur,

-Lazer dellk deime ve mastardaki detaylar snemiidir,

- Takima olugturan adet bilgilert okl taknik garmamese balirmistir,

Urtinler TUBITAK SAGE'nin Lalahan Yerleskestnde (Ankara) yer alan
deposuna tesiim edilecek ve nakilye Ucreti yOklenicl fimaya ait olacaktir.

- &demeler, muayene kabul komisyonu onayini takiben 20 giin igerisinde
banka havales lle yapilacakur,

-Fiyat teklifi suresi : 12,05.2022 Saat: 16:30

- Teslim siresini belininiz.

3 L HHBB R E BB

LR JURH R SIS IR SES P IEE B | B RFARLERAXMFIENZEEENT
RELXIEFE T FARHE, XL aEMERE | THEHBEHI R KA TR MR & X
H.

B—EKHHENEXTE , BHEEFERFRIAPTZHZAMuddyWater, MuddyWater2 ££20194E i e Xt T HHAEHY
MRl T — RIS HE , WEBTHHNRFAEVRE— |, BIEH A TUBITAK KSR FIHH S ALTRIE X
LA2RE AR L2 PowerShel LK B SN R.
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URETIM VE SATI§ HAKKI LISANS SOZLESMESI

1 TARAFLAR .

1.1 gbu  Uretm wve Sabg Hakk Lisa_.s
of0 O0..0_[ 0 O] Dobe M0 J0..00 _JOEI

Stzlesmesi ve  eki

I [0 TWWay [l T
“TUBITAK BILGEM™  olaral
olarak anilacakdir

anilacakhir) ile -
arasindaimzalanmustir. .
12 “TUBITAK BILGEM" ve *KOC SAVUNMA® bu Sozlesme'de
0.0 00T D T J0AC0T Draaodia, il DDA Do m
13 ligbu Stzlesme
Sl st RS afal alall el 3 e Ba Y b alink TETIF D
00000 0 0 A0 O CIT0Fhia, D00 AT afis a0 DTl [ I an ok olup
Taraflarin bu adreslere yapacaklan tebligatiar kanuni adrese JisZ ZiThuryesi veys
taghhti posta veya elden teslim ey Eoiel alty EAEES ZZulaghd atni takig
.o {Titibariyle gecerli olacakr.

DDA 0T sl T
TUBITAK BILGEM: ..
Adres: TUBITAK Gebze Yerlegkesi .

Bang Mahallesi, Dr. Zeki Acar Caddesi, No:1, P.K. 74, 41470 Gebze, KOCAELI.,
TelMo: (0262)6481000.,
KOG SAVUNMA H
Adres: ODTU Teknokentazilim Teknoparka, Universiteler Mahallesi.
Ihsan Dogramaci Bulvan, No: 17/B, 06800 0DTU, Ankara..
TelMNo: (0312)2188900.,

1.4 Taraflar, Madde 1. =126 shs =D De~Ch—{0.0 Tdefigiklklen kargi Tarafa dedisikidin gergeklesmesini taki
eden 2 (iki)is glni icinde yazil olarak 32422 TT DD msfCT T4 T doguracadini kabul ederler..,

1.5 Taraflar, koordinasyonun ve ilefigimin sadlanmasi amaciyla Sozlesme'nin fasi ile ilgil utin yazismalar e-posty
yapabilifer. Ancak, Taraflar e-posta iles

bulingound afiial mind S afal) finge WO a) SY, aghel o min W ol minrs g Sl il =l s min S W
JEns. D ioED TFEL
AZITF < yerine gecmeyecedini ve gecerliolmayacadini kabul ederler...
kapsamindaki rutiry
{mbngaiik W

16

mICT Dk
=£Z belirle—s_—smiglerdir.,

KOG SAVUNMA:
Adi ‘Yicel BICIL Adr: TahirTanerTIMIS.,
Unvani: Baguzman Arastirmact Unvani:  Programlar Yoneticisi.
Tel: (262)648 1430 Tel (312)2188933.,
E-posta: yuj{-see 1o Titak govir E-posta:  tasse_ ““={7" - savunmacomir.

3 T HHABRM RIS XA
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BiLE
HZBM TEHHRM RS L EHER
L E= 20 Py
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ML B IJR Kbt s VPSR- 25

ATy CobaltStrike Beacon AL PowerShell/5] ]

ISR |, & SMuddyWaterFERHE LNZEF KT HM. BEERTEREE. ENBRA
HHERS RIDEARMME | (BRSBTS A ESR.

BIRER , BT MuddyWater QB TESN LR EE , MuddyWaterl I & FEAA T EIRER L B3R
M. RALREX T H AR RRAEFRR T ST Fi5 , A HhbbiRiasme | RER=
EEFTSFEFWNE T TTEMBCRAFEIENS . ERAERERCnCHIFERITEG. BREUASHEK |
HEFEZBAAMHFIRBERT EE AR, EREZEREBRITARESMAGE  PURDRENR.

MuddyWater;g ZhEAPTZHZR |, HATEHAKRFBERFIE. Bi0E £ E B A E-SMuddyWaterfaz £k |
FEEHEHAR BRI T MFLR.

j.l.l\ l‘él:l:i

BRER— ML HHEMNHIAPTAR, RERREETRESNT , IR T AARANEEFIMEERRK
R, HETHMIIMMAPTEN., RELRER , ZARBRERHNBEBRMER WXL , RS
T RERHEFFHE.

PRI B RMETR R R AT KEBAPTALR , ZMAREAM T EHNKERE ., BiteRT 2R
JRRIFEARR , ERFEZ THRERIAS) , BAIERTA. REXRERIFERERABLRNENZE
.
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AR HATELER.
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