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Adversaries may create accounts with cloud providers that can be used during targeting. Adversaries can use cloud
accounts to further their operations, including leveraging cloud storage services such as Dropbox, MEGA,

Microsoft OneDrive, or AWS S3 buckets for Exfiltration to Cloud Storage or to Upload Tools. Cloud accounts can

also be used in the acquisition of infrastructure, such as Virtual Private Servers or Serverless infrastructure.

Establishing cloud accounts may allow adversaries to develop sophisticated capabilities without managing their

own servers. i

Creating Cloud Accounts may also require adversaries to establish Email Accounts to register with the cloud

provider.
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