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APT & Targeted Attacks

For over 10 years, security researchers have been observing and keeping tabs of APT group Earth Aughisky’s

malware families and the connections, including previously documented malware that have yet to be attributed.

<.

For security researchers and analysts monitoring advanced persistent threat (APT) groups’ attacks and tools, Earth
Aughisky (also known as Taidoor) is among the more active units that consistently make security teams vigilant.
Over the last decade, the group has continued to make adjustments in the tools and malware deployments on

specific targets located in Taiwan and, more recently, Japan.

Our research paper, “The Rise of Earth Aughisky: Tracking the Campaigns Taidoor Started,” lists all the malware

attributed to the group, the connections of these malware families and tools with other APT groups, and the latest
updates in illicit activities potentially connected to real-world changes. Our research also covers recommendations

and potential opportunities from the changes this APT group appears to be undergoing.
Malware families attributed

This blog post summarizes and highlights some of the malware families and tools with components that have yet
to be identified, reported, or attributed to the group. For a full list of all the malware families and tools we

attribute to Earth Aughisky, download our research here.
Roudan (also known as Taidoor)

While the name Taidoor has been interchangeably used to refer to the group and the malware, we analyzed that the
threat actors named this malware family Roudan while looking at both the backdoor and backdoor builder. This
classic Earth Aughisky malware, which was first disclosed over 10 years ago, has been observed for the different

formats the group employed for callback traffic as it contains an encoded MAC address and data.
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Figure 1. Some of the builders taken from different samples of Roudan

GET féflnl. himl Fye-wuhgnhl 1 212 HTTRA.Q

Uper-agent: Mogillefd. R [compatible; MSIE B.9; Windows NT 5.1; Tridest/d,8; MET (LR 2.0,50727; .MET CLR 3.8,456,2152; .MET CLR 3.5.9009)
HoaR:

Conmection: Eeep-&10ve

(ache-Control: wo-ceche

GET /imdec. §op M=y w1 1FLFIXIFITLT HTTPSL.D

Lpger. Fd cmpatlible; FMRIE 8.0, Wladdw: WT 5.1; Trldent/d.@; NET LR J2.Q.80TIT; ARET CLE 30,4305 T1%1; MET CLE 3.5 MTIS)
=t

CormacElon: Kaws-Allve

Catha-Lonbrals md-Cadhe

GET fobeinz.php! =015 NITFIE HTTR/L.2
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Hept:

Cormection: Eeep-&live

Carhe-{ontrolr mo-caghe

GET fab. pho?io-00E8151F1T1TIIARED HTTFSL.D

Ueer et : Mozillaik. 0 (compatible; MSIE €.0; Mindows WT 5.1; 1)
Hait:

Corratlom: Kewp-Allve

CantPa-LoATrol: Ad-Cadhs

Figure 2. Roudan network traffic with encoded MAC addresses

LuckDLL

Still unreported, LuckDLL is a relatively new backdoor observed to be active after 2020. The public key is
embedded inside the malware configuration and subsequently communicates with the C&C server. LuckDLL then

proceeds to generate a random session key and initialization vector (IV) to encrypt the traffic.

The public key encrypts the session key and IV during initial communication, and shared with the C&C.
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Hex ASCII

0O 00 DO 00|32 31 321 2E(31 321 35 ZE(39 323 ZE 38| ....211.115.93.8
35 00 0O OO|00 OO OO OO(0D OO OO CO(0D OO OD DO|5..... e
00 00 OO0 00|00 33 32 63|39 63 66 61|35 63 37 35|.....32c9cfas5cys
37 34 38 31|31 62 66 31|65 30 34 62|63 65 36 66| 74811bfileddbcesf
35 35 37 63|65 00 2D 2D (2D 2D 2D 42 (45 47 49 4E|S55Fce.--———- BEGIN
20 50 55 42 |4C 49 43 20(4B 45 59 2D (2D 2D 2D 20| PUBLIC KEY---—-—-
04 40 4949423 49 £A 43 4F 43 £F LR |71 &8 &B &3 | .MIIEBIjANEBgkqhki
47 39 77 30|42 41 51 45(46 41 41 4F (423 41 51 38| G9WOBAQEFAADCAQS
41 4D 49 45|42 43 67 4BE(43 41 51 45(41 70 58 55| AMITEBCORCAGEApXU
74 76 37 71|74 76 33 4B(43 71 2B 5A(79 57 56 56| twrgqtvaIKCg+Zywwy

Hex ASCII |
7B OA 09 22|6B 65 79 22|34 09 22 32(72 74 58 27|{.. " key":."3rtxs
61 57 &2 63|64 4F 6B 48|62 6D 39 64|30 62 73 59|awbcdokHcomadobsy
45 35 2F 4E(6A 79 72 43|44 82 72 74|72 79 30 71i|3I5/NjvrCcDbrrryog
51 51 6A 37|7A 51 3D 22|2C 0A 09 22|73 65 6E 64|0Qj7z0=",.."send
SF 69 76 22(3A 09 22 33|46 57 58 70[42 aA &3 4c|_iv":.T3IFWXpBIcL
39 52 59 B3 |5A &5 &7 BC|74 63 56 7E(51 3D 3D 22| RYcZeglzovxg="
2C 0A 09 22|72 &S €3 TE|SF 69 76 22(23a 09 22 37|,.."recv_iv'i."7
SA 79 B5 68|49 34 2B 2F|4F 73 42 67[4a 2B 5A 2B|Zyenls+/0sBgl+Z+
54 68 71 6D |51 3D 30 22|0A 7D 0O 00|00 00 00 00|Thgmg=".}...,..

Figure 3. Public key (top) and session key (bottom)
GrubbyRAT

Following our sensors’ observations, GrubbyRAT is deployed only when Earth Aughisky is interested in important
targets that follow certain criteria. Still unreported, the configuration file is sometimes installed under an existing
application or general system folder and uses the same file name as the component. This suggests that this RAT is
installed manually and after the threat actor has gained administrative privileges and control in the infected

system.

-! I, » Computer » Local Disk (C:) » Windows » Temp --|

:® | |Open | Newfoldes File Edit Format View Help
= T, [Ipandrort]
MName Date modified Type IpO=[REDACTED]
PortO=443
a | 123Atmp 6/11/2009 548 AM TMPF File Br ;KW*[REMTE DJ

Proxypor t0=8080

[Time]

weekl=1

week2=1

week3=1

weekd=l

wWeek5=1

week6=1

WeekT=1
TryConnect=30
Timespan0=8:00-12:00
TimeSpanl=14 :00=-17:00

Figure 4. Decrypted GrubbyRAT configuration

Taikite (also known as SVCMONDR)

While previously reported as SVCMONDR, this malware has yet to be attributed to Earth Aughisky. Previously
identified with a 2015 report identifying a vulnerability, some samples of this dropped file observed in Taiwan had
a .pdb similar to the APT group’s other malware families and tools. The C&C callback traffic is encoded in

Base64 and showed a detailed feedback data structure and behavior analysis.
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I%D&x AERAREBinvalid string position@@@string too
“Eﬂix@ﬂﬂlhad

C:\Users\john\Desktop\Kite 20171025\Release’\Kite3d :ﬁ =| Ezﬂ} pdb RRIRE
LINU LM UL INU L MU U T R A B L H U LN LN U LM O L MU LN U LM O LU LS CHIN UL
_mimiﬂiimmmmta TR, AL PR IR TR IR PR R IR IR F iR i

Figure 5. The Taikite .pdb string

| Hex | Asexx

00 00 00 CO|8N 8 00 00|00 B0 00 00|00 o0 00 0O . o
€1 37 32 €23 18 62 J1/32 €5 €6 €537 €6 30 10| e7IbeRbaTefE n-u
30 30 00 0000 00 00 00|00 00 00 00|00 00 00 0G| SO.

35 2E 30 2E(30 2E 30 0O0(0O GO 00 00|00 00 0O 08 8.0.0

3o 30 33 B33 03 D) RHMHO0E 5100 00 00 00 G0daIIBME
D600 0080|5000 00 0054 24 SE 10[08 FB 00 OB |EEGN....T...0..

Information collected by the malware

POST f HTTP/1.1

User-Agent: Mozilla/4.8 (compatible; MSIE 8.8; Win3l)
Host: I

Content-Length: 112

Connection: Keep-Alive

Cache-Control: no-cache

AAAAATE TAAAAR AAAAAAAAGH 1M ] JOG T el T et DuRMAAAAAAAAAAAAA A AAAAAME dul §AuMAARAMNAAAAAADMT EvM JMZNDO T NQARAALAAALS

Actual Traffic

Figure 6. Taikite traffic

SiyBot

This backdoor has yet to be reported, likely because we observed this tool as being deployed less and only in few
attack incidences. SiyBot abuses earlier versions of public services such as Gubb and 30 Boxes to perform C&C
communication, wherein the necessary credential or token can be found in the malware configuration. We

observed this backdoor to support only a few functions based on the commands we found.

Hex ASCII
0D 00 00 00(00 00 00 DO[0D OO0 0D 00|00 00 00 D0 cvvevnnerennnnns
00 00 00 00|00 DO 00 66|6F 72 65 76(65 72 21 39|....... foreveris
40 31|32 36 2E &3 |6F &b 00 00| E1zE. com. .
00 00 DO 00|B0 00 00 DO|0D 0D DO 00 (00 O0 00 D0 o v vvvnserensnans
00 00 00 00|00 00 00 00|00 OO0 00 00|00 00 00 D0 ...iveeivenaaaes
00 00 0O 00|00 00 00 DO(0D 00 0D 00|00 D0 00 DO cvrvivsivesaaass
00 00 00 00|00 00 00 O0[00 00 00 00|00 OO 00 D0 .. vvvucavennaaes
0D 0O 00 00 (D0 D0 00 DO(00 OO0 00 O0(00 D0 0D OO0 o v vvwecvenaaans
0D 00 OO0 00|00 00 00 OO(0D OO0 00 00|00 00 00 00| cevennnnrnnnnnns
00 00 00 00|00 DO 00 DO[00 0D 00 00|00 D0 00 DOl .. vvuieerensaans
00 00 OO0 00|00 OO0 00 O0(00 00 OD 00|00 00 00 DO c.vviieaveiaanrs
00 0D DO 00 (00 00 00 DO/00 0D DO 00|00 00 00 DO v vvuwneenesanans
00 0D 00 00 (00 00 00 00(/00 00 0D 00|00 D0 00 00| ....viecvenanaes
o0 00 00 00(00 OO0 00 DO(O0 00D 00 00|00 0D 00 DO cvvvinsivnnnanss
00 00 00 00|00 00 00 D0[00 00 00 00|00 OO 00 D0 .. vvveeevennaens
0D 00 00 00|00 O0 00 OO0(0D 00 00 OO0 (D0 00 0D D0« vvviecianaaans
0D 00D DD 00|00 DO 0D DO(0D OO0 OO0 O0(00 00 00 DO cevrnnnnrsnsaaes

o0 00 00 00/00 00 00 00|00 00 OO [P T [
4D 3C oo oofoo oo o0 oo|oo o0 OO0 oo (M<J----.-----
00 00 00 00[00 00 00 0000 0D 00 00(00 00 00 DOf . v.vvewerervnens

Figure 7. Embedded 30 Boxes credential in the malware

Connections
We feature some of the overlaps and connections we found with Earth Aughisky’s malware and tools.

Roudan and SiyBot
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We found the same website being used to host Roudan and SiyBot, as well as ASRWEC downloader (a tool we
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also attribute to Earth Aughisky) payload in the same repository.
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Figure 8. Roudan (left) and SiyBot (right) payload in the same repository
Roudan, Taleret, and Taikite

Taleret is another malware family that has been identified or suspected with Earth Aughisky for years. We found
overlaps in the C&C servers being used by these malware families, as well as the same hashes, logging

mechanisms, and blog hosts between Taleret and earlier versions of Roudan payload.

- TEXTI1BERLIIF

i CODE XREF: _saintf8f Stext 10891388 public StartDebug
push 1idh ; mSize Stext:100013F0 StartDebug proc near ; DATA WREF: .rdata:o
lea edx, [espeifehsdst] " L text:180613F0 push 184k ; mSize
push i sk * . text:lo@913FS - -
push Inffsﬂ Sre i "KtepX\\~alot.dst” " text:100013FA push  offset Src i "XtepX\\~alot.dat”
eall g5 2 Ex an'—'L“tnmn!SE'LnE-’- ® L text:100010FF call de : ExpandEnvironmentStringsa
xor I ® Ltext: 18091505 .
push  ebx i Time " text:1e8e14ea call  ds:Deleterilea
call _ timeds ® L text:l0e91410 push offset aStartdebug @ ; “StartDebug™
push eax i Seed ® Ltext:1608141% puszh of fset ad i TEs\n"
call srand " Ltext 10991814 push aoffset FileMame ; FileMame
add esp, B ® L text:lee01s1F o dword_1e8030C4, 1
call  sub_481433 ® L text:18001429 call  sub_l@eelise
test BAX, EAX ® text:ideaidze push offset aStartdebug & ; "StartD
_j'. !hol"t_loc_ﬂlaﬂ T « bext s 10091433 call sub 189012

Figure 9. Taleret’s special log file (left) compared with Roudan’s earlier version (right)
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Figure 10. Taleret configuration (left) and Comeon downloader payload (Roudan, right) on the same

blog
Insights

As Earth Aughisky is one of the few APT groups that has exercised longevity in cyberespionage, security analysts
and teams have collected and continue to gather data to evaluate the group’s skills, developments, relations with
other APT groups, and their activities. Samples of their malware families and tools allow security teams to gain an
understanding of the level of sophistication — or lack of it — of the group’s operations, connection, and even

changes possibly affecting them from the real-world complexities such as politics and geographic objectives.

To find the complete details of our malware analyses, insights, and attribution connections, download our research

paper, “The Rise of Earth Aughisky: Tracking the Campaigns Taidoor Started.”

Indicators of Compromise (IOCs)
For a full list of the IOCs, find them here.

Tags

Source: https://www.trendmicro.com/en_us/research/22/j/tracking-earth-aughiskys-malware-and-changes.html
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