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Kovter is a click-fraud malware famous from the unconventional tricks used for persistence. It hides malicious
modules in PowerShell scripts as well as in registry keys to make detection and analysis difficult. In this post we

will take a deep dive into the techniques used by it’s latest samples to see all the elements and how they cooperate

together.

Analyzed samples
#1:

e 49a748e9f2d98ba92b5af8f680bef7f2 — original executable
o 4160d0e5938b2ff29347476788f3810e — intermediate payload (loader)
= 7d40b09885f8b967b1127032e54adad4 — unpacked payload (raw dump)

2#:

e 78c622b295114aa0004b2a8cba8df371 — original executable
o 3a453e3a77fe7e1534b578f79ad3e987 — intermediate payload (loader)
= 05956dd290271a6bc810d17893cee826 — unpacked payload (raw dump)

// special thanks to
@F_kZ_

and @JAMESWT MHT for sharing the samples

Behavioral analysis

Authors of Kovter put a lot of effort in making their malware stealth and hard to detect. During the initial
assessment of some of the Kovter samples we could notice that it is signed by valid Comodo certificate (it got

revoked later):
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Copyright Skibsfrernes
Product Oversigtsartikel2
Original name Slangebinderes.exe
Internal name Slangebinderes
File version 2.00
Description Unpercolated5
Signature verification @ Signed file, verified signature
Signing date 1:01 PM 6/9/2016
Signers [+] DIDZHITAL ART
Status @ valid
Issuer COMODO RSA Code Signing CA
Valid from 1:00 AM 5/13/2016
Valid to 12:59 AM 5/14/2017
Valid usage Code Signing
Algorithm sha256RSA
Thumbprint A286AFFC5FBE92BDCI3374646676EBC49E21BCAE
Serial number 00 B1 BB EF 3A BA 79 AB 2E AE 5B 80 15 F2 6B 34 F8

[+] COMODO RSA Code Signing CA
[+] COMODO SECURE?

Counter signers [+] COMODO SHA-1 Time Stamping Signer
[+] UTN-USERFirst-Object
[+] The USERTrust Network?

After the sample gets deployed, Kovter runs PowerShell and install itself in the system

[ ] services.exe 419 35996 K 5328K 460
=l [m7 svchost exe 0.01 2548 K 5592 K 584 Host Process for Windows 5... Microsoft Corporation

B WmiPrvSE.exe 1636 K 4356K 1420

£ & WmiPrvSE exe 3884 K 7ERZK  22M
= Emshta.exe 66B0 K 12096 K 2208 Microsoft (R) HTML Applicati... Microsoft Comporation
Epwershell.e:ne 35004 K 33528 K 1148 Windows PowerShell Microsoft Corporation

7| VBoxService exe <0.01 1416 K 382K 648

Observing it via Process Explorer we can find the command passed to PowerShell. It’s purpose is to execute a

code stored in an environment variable (names are random, new on each run), i.e:

$env:nvwisgng
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powershell.exe:2200 Properties El
| Environment I MET Assemblies I .MET Performance I Strings
Image | Perfarmance I Performance Graph I Threads I TCR/IP I Security
Image File
E Windows PowerShell
Microsoft Corporation

Version: 6,1,7500,16335
Build Time: Tue Jul 14 01:32:36 2009
Path:
C\Windows'\System32WindowsPowerShellly 1. 0'powershell . exe Explore

Command line:
"CrWindows\System 32\WindowsPowerShellyw 1. 0\powershell . exe” iex Senv:pajs

Content of the variable is a base64 encoded PowerShell script:

P

Y powershell.exe:2200 Properties El@

| Image | Performance | Performance Graph | Threads | TCR/IP | Security
Environment | {NET Assemblies | {NET Performance | Strings

Variable Value i
NUMBER_OF_... 1
05 Windows_NT
pajsi iext ([Tead.Encoding]:: ASCIl .Get String([Convert]:: From Base 64 String (c2xd Z¥X Ao M D ApO3F
Path System Root*eystem 32\ Windows PowerShellw 1.0%C M Program Data*Oracle Java'jz
PATHEXT LCOM; EXE; BAT. CMD:; VBS. VBE; J5; JSE, WSF, W5SH; . M5C

After that initialization phase, we can see PowerShell deploying regsrv32.exe (via which Kovter runs it’s

modules):

=N Mf=qsvri2 exe 234 4280 K 202K 1620
5| regswr32 exe 0.02 2082 K 356B K 2512

Examining the network activity we can notice many new connections with the regsrv32.exe that are appearing and

disappearing:
Frocess FID Fratacal Local Address Local Port Remote Addrezz Femote Port State Sent Packets
(57 lsass ene 430 TCF testrmachine 43156 testmachine a LISTEMIMNG
7] |zass.exne TCPVE testmachine 43156 testmachine 1] LISTEMING

u:1]
=
n-]
(n:]]
CE]|

services.exwe 464 TCF testmaching 43155 testmachine LISTEMING

We can expect that it is related with the click-fraud activity, performed by the malware.

Inside

Unpacking
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Kovter comes packed by a crypter/FUD. After unpacking it we get the loader that is another PE file. It comes with

a binary data in the resources:

B Resource Hacker - unpacked.exe

File

() o2 = B9
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Content of the resource is a next PE file, encrypted and compressed with aPLib (we can easily recognize

the algorithm by the typical way in which it modified MZ header):

bE4al Fad
BE4E 1 FES
HE4E 1 Fas
HEdE 1 FEE
HE4E 1 FAC
HE4E1 FEE
HE4E1711
BE4E171z
bEd4alivig
BE4E1F1E
HEd4E1 715
HE4E1 7 1A
BE4E1 710
HE4E171E
8451720

4|

246 FC
[

MOU ERX. OWORD PTR DS: CEAX-B14]
RETH

TEST ERH, ERA
JE SHORT testl.88481711
MOU ED, DWORD PTR DS: CEAX-B:E]
INC EDX
JLE SHORT testl.B8481711

IHC OWORD PTR DS: [EAR-B8121

RETH
MOU ERX, ERX
MOU EDX, DWORD PTR DS: [EAX]

TEST ED, EDN
JE SHORT testl.88481751
MOU ECH,. DWORD FTR DS: [EDX-BuE]
DEC _ECX

JE SHORT t

s

est 1. 88481751

05: [BE24507C1=BEEEEEFF
ERX=B8245020,

[ASCII "82cFEub2JRul idABEESC 4 Sop iglMatCeY4HEF GrP e IRcBM oSk SLERE TIEmkRhLz e

Address

ASCII

aEzlzess
AEZ12893
BEZ123RE
BEZ1Z2EE
BEZ122C2
BE21z2202
BEZ1Z22ES
BEZ1Z22F2
aEz1z29282
AEz12918
BEZ12928
BEZ1Z328
BE212942
BEZ212302
BEZ12962
BEZ12972
aEz1z2928
AEZ12993
BEZ129RE

e e e el

MEBEPSEa04e - x- M5
EHEEI+E. |B %] k. H
T{.=t}5gL.ErThis
= prog2amd”ustEb
=5 #=niiedL3ENiJ32
L. 5P BNCPEAILES
(5N =Lk TR 5] KR
Wikl +gq. 2 S4REATF
hill . g OEZ = e
Ba5SEAS4H. +- 4 =1
HUETIkAY (¥ BHEEF
GCOOHE.=FénidJesd
SeraT-4.9 MR
482 a0« LBSHAG, & HE
*I+REWLL, idIatps
=“GRECL MR e Ll ooe
« R#lH=t+ (—FAsZ0
#eebd-~uo@d A0 d

S(B05abe=. 35, or

During the execution, this unpacked PE file is loaded into an newly allocated, continuous area in the memory

(without dividing content into sections). The original (host) sample loads all the necessary DLLs and applies

relocations on the new module. Then, the execution is redirected there (see below):
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ga4ez20% || . | MOW [[LOCAL. 21, ERX
Aa4E220C | . | MOW BL,E51
BE4EZ20E || . | ¥OR ERE, EFAR
BE4E23ER PUSH ER:X

BE4E23E1 PUSH B:1

G462 3ES

FIUSH CLOCAL. 11

CALL C[LOCAL.=21

FIJSH -1

CALL <JMP.&kernel32.5leeps
#OR ERH, ERE

BR4EZIES || »
AR4AZIER
BA4B23F 6

4

L)

the new PE loaded in memory:
reditect edecution to the new FPE
Timeout = IMFIMITE

Sleep

1226668

Stack SS5:[BE12FEF41=R1372E24

Hddress |Hed dump

ASCII

B1Z2REEE
BlzzAE1E
B1Z2AE2E8
A132A8368
A132a8468
B132A856
A13208608
B1320070

[=1E]
a5
55
5]
5]
=3
=
33

[E]5]
[5]5]
[5]5]
55|
HE
=)
&5
32

[=]=]
a5
55
5]
B3
2
)
24

Payload’s Entry Point:

[
=P

TR

|| k. AT .=SAL=E
This program mus
t be run under W
in3z2..57

H1372824 FUSH EBP

B137sE2k MoL EEF, ESP

B1373827 ADD ESF, —ExC

B137332R MOL ERK, B 1375694
B137282F CALL 81=3=sE@S

[1372234 #0R EAX, EAX

H1372236 FUSH EBP

[1372237 FUSH Bu137826F

B137283C FUSH DWORD PTR FZi [EAA]
B137333F Moy OWORD PTR FS: [ER=],ESP
A1373342 PUSH @x@

B13vEE44 FUSH AuE

entry point

in the new PE

This executable turns out to be a final stage, containing the core malicious functions. Looking at it’s strings (that

are not obfuscated) we can find that this is the module responsible for further steps of infection — writing the

registry keys, dropping malicious scripts etc. The easiest way to proceed with the analysis would be to dump the

payload and analyze it as a separate entity. However, authors of the malware added some tricks in order to prevent

this executable from running independently. When we dump the unpacked payload and try to run it, it will crash:

P =

Error @

Runtime error 216 at 00051 BAF

OK

Analyzing the point of crashing, we can see the reason — trying to read unaccessible memory:

Ba4ci1p21 CALL pZ2.8844AE22
aE451B36 (| . | MOU EDX, ERR
aE451EB5E (|« | CHMP WORD PTR DS: [EDR], Bx5R40
aa4siez0 (| .~ | JHE SHORT p2.B868451BEE
BE451B2F MOL ECH,ER=
BE451E21 HMaL EST,ECH
BE451R22 AOO ESI,OWORD PTR DS:CEDH+E22C]
EE451E9: (| . | MOW EDX,ESI
AE451E95 (|« | CHMP DWORD FTR DS:[EDRT, Bx4550
BE451E9E || o | JHE SHORT p2.88451EBEE
BE451BAG MOW ESI,OWORD PTR DOS:CEDX+E:56]
BE451EBAZ ADD ESILECH
BE451BAS MOL ECH,ESI
BE451BAT MOU ESI,OWORD PTR DS:CEDX+ER5E]
BE451EAA (| . | ROD ESILERR
cEd4ciBac (| . | ADD EST, Bxd

. |AOOD ESI,OWORD PTR DS:CECH]
BE451BEL LER EAX,CLOCAL.11

4l

ERx -3 ImageBase
"ME" -* beginning of D05 header

ECH = ER¥ -* ImageBase

"PE" -* beginning of PE header

pZ. BE4EEEEE
ESI = ImageBase + SizelfImage + 4
add value mapped after ImageBase+Sizelf Image

05: [BR4CABERT="777
ESI=AR4cR884
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As we can see in the above code, sample reads it’s own headers and find the end of the mapped module
(ImageBase + VirtualSize). Then it tries to read from the address that is exactly after it. In case if the sample was
loaded via the host application, this address is accessible and the content is filled with appropriate value — see the

example below:

BA371685 | | CMP WORD PTR_OS: [EDX1, @x5A40
B0371EE0 |+ |JHZ SHORT @ES71EEE
@az71BSF | [MOU ECX, ERX
@a371E91 | [MOU ESI,ECK
@a371E52 | |ADD ESI,OWORD PTR DS:[EDX+B:3C]
Ba371E9E | [MOU EDX,ESI
Ba371E22 | |CHP DWORD PTR_DS: [EDX1, @:4550
BOE71ESE |+ |JHZ SHORT BES71EEE
Ba371EAE | MOV ESI,DWORD FTR DS:[EDX+@x5@]
@a371BAZ | |ADD ESI,ECK
@a371BAS | MOV ECX,ESI
Ga371EA7 | [MOU ESI,OWORD PTR DS:[EDX+@:5@]
Gaz7iEAR | |ADD ESI, EAR
AOD ESI, G4
EEERSVEd | ADD ESI.DWORD PTR DS:[ECH]
GosriBGl | |LEA EAX, DWORD PTR SS5: [EBP-@u4]
AA371EE4 | | MOU EDX, ESI

CALL @A323C7a
Gas iEEE | | MOV ER, DWORDCPTR 553 [EBF=G:4]
4

05 [BE22HEEE ] =BEEEEABE
ESI=BE22A8E4, [ASCIT "MEP™)

Address |Her dump ASCII

EEZESSFFE| A6 G0 A8 AR A0 G0 B8 B0 B0 G0 B8 B8 B0 B0 B8 88| ... ... ... eaee.
EAZSHEEE | B8 6H B5 B8 40 SA S8 80 B2 60 B8 88 B4 60 BF 88|, je.MZF. 8. ..., %,
EESSAE1E|FF FF B8 8@ B2 O0 B8 88 @8 00 B8 88 48 00 1A &8 = g
FESSAEZE| B0 BE 8@ B0 A0 BE B B0 OB BE B B8 BB BE B8 88|,
FESESHESE| 00 AR B8 B0 A0 BE B B A0 BR B A8 BB BE A8 68| . 0o
FEZSHE4E| A8 @1 B8 @@ BA 18 @8 BE L1F B4 @9 COD 21 BS @1 4C|.6..] k. ¥ =500
FAZSAEEA|CO 21 98 98 54 68 69 72 208 7@ 72 6F &7 72 61 6D|=*EEThis program
HEZShEcE| 28 60 ¥5 73 P4 28 62 65 28 Y2 YE EE| 28 YE EE £4| must be run und

e | e e s e e e e mm md e

The read value points to the address where some content has been written — including the path to the current

sample:

S LOHD Uy Ela, ESL
EEI7IBAT MOU EST, DWORD PTR DS: [EDE+GE:EE]
HE271BAN BO0 ESI,EAX

I, 8:d
AOD ESI,DWORD PTR DS:[CECH]
LEA EAX, DWORD PTR S5: CEEP-6:41

MOY ED0X, ESI
CALL @&a3z23Cya

MOU ERX, DWORDT PTR S5: CEEF-E=4]
0%5: [BEZ2AEEE ] =AHEEEHEE
ESI=AA3FAAR4, [(UNICODE "™oissuserssstesterssdesktoprsunpacked.ere~™ pathd{do:~musersstesters~desktoprunpacked. evel rpath map ffiled{:™)
Address | Hew dump ASCIT
HHSFEZES| 44 49 4E 47 BB 41 44 44/ 49 4E 47 E2 52 EE 41 44| DINGPADOINGRRPAD
EESFESFS| 44 49 4E 47 BB 41 44 44 49 4E 47 E2 58 A 41 44| DINGPADDINGREPAD
HESFEAGS | 22 BE &2 B@ 2A @8 5C 75 BB 72 6@ &5 BE 72 =T I VT =
BESFEAL4| 73 B8 EC 88 7 8 £S5 T3 88 74 88 65 B@ 72 S. S.t.E.T.
BESFEAZ4| BC B8 &4 B8 &5 B8 73 &B 88 74 88 &6F B@ 7@ =ad k.t.0.p.
BESFEAS4| BC @8 75 B8 6E B8 7@ &1 BB 62 66 EB BA &5 el a.c.k.e.
EEZFEA44 | 64 BB 2E BB 65 BE 72 BB 65 BA 22 0B 26 88 FA 668 d... e .
GEZFEAE4 61 BB 74 BE 62 BE 3C BB 2C BA &2 BB 20 88 5C 68| a.t. a{aCa
EEZFEAE4| FE BB 72 BB 65 BE 72 BB 72 BA 5C B8 74 88 65 B8 u.=s Sanatae.
EEZFEATA| TS BB 74 BB 55 B Y2 BB GC BA &4 BB S5 BA F2 B8 s.t “.d.e.s.
GEZFEAS4| 6B BB 74 B8 6F B8 78 SC 8O 7S B8 SE 98 7@ kot Sl NaPe
GEZFEA94| 61 BB &3 B8 6B B8 6% &4 B8 ZE B8 &5 08 72 =N «d.
BESFEARY 8 JE @@ ZE 08 7@ &l B8 P4 B8 &5 08 20 Ea 2 act.he .
EESFERE4| 60 BB &1 B 7E B8 5F 66 BE 65 BB 69 @A &C Mea fofaial.
EESFEACY | 65 BB SC 8@ 3C B8 37 3A B8 3E B8 3E @@ &0 Eutla i
EESFEAD4 | 61 B8 7A B8 5F B8 66 66 BE 69 B8 &6C @A &5 SuPa
EESFEAES| BB B8 B@ B8 88 B8 a8 BB B8 B8 B3 BE B8 68 88| ........

However, it doesn’t work if the sample was executed independently. That’s why we encounter the crash. Anyways,

the dump can be very useful for the static analysis.

Persistence

Kovter achieves persistence by adding a Run key in the Windows Registry. Access to this key via regedit is

restricted:
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b Wehl heck

Error Displaying Value

Cannot display : Error reading the value's contents,

Computer HEEY _LOCAL MACHIMENSOFTWARE \Microsoft\Windows\CurrentVersionRun

But using Sysinternals‘s tool — autoruns still we can see where it leads:

i ———— e ——— e e e — s — 1+

ﬁ’ HECUNSOFTWARE \Microsoft \Windows \CumentVersion\Run
@ (Default) cwsers‘tester\appdata®local bcd 762d 2 Ink

It refers to the link that leads to a batch script, running a dropped file of an unknown format:

AppData » Local » bed]7 - |4'r1-| | Search bed7 0o |
1 library - Share with = Mew folder == »  [il @
Mame } Date modified Type Size
62d2 2016-06-23 20:33 Shortcut 1KB
2] 918d.d7ebb 2016-06-23 20:33 DTESE File 3BKB
6871.bat 2016-06-23 20:33 Windows Batch File 1KB

-

El';] 6871.bat (56 bytes) - BareTail

File Edit View Preferences Help

@ Open  <# Highlighting W Follow Tail | ANSI v]|c:\USm\:esterwpData\l.acal\bcd?\eaﬁ.bat (56 bytes
|¢-|E|t.art " "C:\Usersh\tester‘\ippData\Local‘\bcd7\918d.4d7edb™

o HeD - [ChUsersitester\ AppData\Local\bcd 7\ 918d.d7 ebb]
© i) File Edit Search View Analysis Extras Window 7

Bl | d o6 [=]| AnsI =] | hex -

8 918d.d7ebb

Cffset(h) 00 01 02 03 04 05 06 07 08 09 0A OB OC OD OE OF

00000000 |6 B4 03 38 CC EF DD 29 2E 17 33 5F CO 64 FE 68 wn.8EdY¥)..3 Rdth
00000010 14 46 56 EB B0 9C 07 CC 80 DD 79 TE 1L S8 BE 46 .FVaEs.E€Ty~.»IF
00000020 BA 3E 72 40 1F FD 9D 6C 24 64 8A 17 9B DB CF 5B s>r@.vtlsds. 0|
00000030 7D 2D L8 R4 1E E1 14 58 32 DF 1E 1B CE CE F7 51 }-"m.&.¥2&8..Ifzg
00000040 E6 OR F2 DA 94 35 81 1F FC B2 CD E7 53 34 9A& A6 T.A70"5..d Igs~s!
00000050 FO DO 66 28 2B BA 11 ED O8 1E 86 76 D3 7A 1B E4 GBI (+g.”..tvdz.a
00000060 DE 31 RZ 84 07 B1 77 D1 ED ED F6 8B F1 &1 19 C9 Ti1-,.#wHiid«n~.E
00000070 45 41 40 CD C1 8E 5F C7 S& 2E FD E6 37 BS E3 7A ER@IA? cz.vé7asz
00000080 EB 2C 45 F1 52 A4 D5 ORL FO DS 21 73 06 A7 E7 B4 &,EARm0.d0!s.Sg”
00000080 92 E2 BD 23 02 DE C3 54 44 79 F3 77 88 3D 20 FB r&T4. Ri4Dyéw.= &
000000RD DR C9 42 08 57 52 55 40 C1 FB 8E C2 RO E1 87 CD UEE.WRUBAGZR 4+1

This file with the extension .d7e6b has unreadable content and it doesn’t make much sense until we notice how it
is opened. Kovter’s executable, during the installation process, registered in the Windows Registry a special way

to run this type of files.

Added extension .d7e6b is handled by a newly defined command df01:
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ﬁ Registry Editor
File Edit Wiew Favorites Help

a- | 5-1-5-21-1929933236-2258453022-3626796957-1000_ ~ || Mame Type Data
_____ | ARM |_| ah(Def ..............
i _ ault) i REG_SZ  dfll
______ d7 bk I “'}\
4 .| . = 1 [ 3 4|

Computer\HEEY_USERSY5-1-5-21-1920933236-2258453022-3626796057-1000_Classes\.d7 ebb

That command is defined in another registry key (...df01shellopencommand):

ﬂ’ Registry Editor
File Edit View Favorites Help

-}, CLSID » || Name _— Data
- dﬂ]lh I i‘.’it REG_SZ "CA\Windows\system32\mshta.exe" "javascript ) ATFuwd="wQfAd";ZF3=new ActivexXO...
A - L Shel - o

PRI open
i | command

-, FirefoxHTML L

- |, FirefoxURL il

4 LL|_ [T F

Computer\HKEY_USERS\5-1-5-21-1929933236-2258453022-3626796957-1000_Classes\dfil\shel\open\command

It uses a system application mshta.exe in order to run the JavaScript that decrypts the content of the file in memory

and loads it.

Content of the script:

jATFuwd="wQfAd"; ZF3=new ActiveXObject("WScript.Shell"); XZs6HO1="uE6"; gdV5K2=ZF3.RegRead("HKCU\sof

It refers to other dropped registry keys, saved under a different path (names are different for different samples — in

the current sample it is: “HKCUsoftwarensem®):

ﬁkegish}r Editor
File Edit Wiew Favorites Help

4 + | Name Type Data

—!|| lab) (Default) REG.SZ  (value not set)

ﬁdyhko REG_SZ  Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCC2; .MET CLR 2.0.507...
ab|gkewry  REG_SZ

3b]Igud REG.SZ 1466777877

1] trxm | REG.SZ  NG1eFlobmluOVYNkeedaSs="GbY10gwSrkgs OfADX0DjQHKT qCVYEKqufelSOs" Thxo...
ablyufyxaliy  REG SZ  0325678B51CDECED

T || ab)zorsuhg  REG.SZ  eVpdwindr-ACsPSFEMz(T-qr)s WOETEAUNCH@G ghdzcy’| ) Hg"te AY'.

Computen\HKEY_CURRENT_USER\Software\nsem

Inside the variable tnxm another obfuscated script is embedded:
https://gist.github.com/hasherezade/184b23a2a98831061fc4b18473078542#file-tnxm-js

The script contains simple obfuscation — variables have meaningless names and some unused strings are added in

between to create a noise. After renaming variables and removing junk the same code looks much more readable:
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https://gist.github.com/hasherezade/184b23a2a98831061fc4b18473078542#file-tnxm_deobfuscated-js

The hex_string contains hexadecimal representation of an encrypted code. It is processed by the following two
loops. First loop converts it from the text representation into a binary. Second one — performs XOR decryption

(the XOR key is random, generated newly on each run). Then, the result is executed by eval function.

Decrypted content: https://gist.github.com/hasherezade/184b23a2a98831061fc4b184730785424file-
txnm_deobfuscated_decoded2-ps1 The base64 content is the same like the one we encountered during behavioral

analysis — (it was set in in the environment variable).
https://gist.github.com/hasherezade/184b23a2a98831061fc4b18473078542#file-nvwisqng-txt

After decoding it turns out to be a PowerShell Script:
https://gist.github.com/hasherezade/184b23a2a98831061fc4b18473078542#file-nvwisqng_decoded-ps1

It’s role is to load and execute the code hidden in the variable $sc32. It contains position-independent 32bit code
(it will be referred as a shellcode). Content is loaded to the newly allocated memory page and executed in a new
thread. Pointer to the allocated memory is passed to the thread as a parameter (it is very important, because this

address is further used for resolving pointers to variables).

Below you can see the beginning of this code, converted to binary:

=5 FUSH _EEF

. BBEC MOL EBP,ESP
EE4E1Ea2 | . 21C4 BEFAFFFF | AOD ESP, —G:GEE
oa4a1686% |11 . 53 FUSH EBX
oa4a186A |1 . 56 FUSH ESI
Qad4a188g |1 . 57 FUSH EDI
aad4ai@ac |1 . 53 FUSH EBX
aad4aiaan || . 56 FUSH ESI
BE4E188E | . 57 FUSH EDI
pa4a18arF |1 . FC CLD
oa4a1aia |1 . 3102 AOR ED, ED
aa4a1alz |1 . &4:8BE2 2@ MOU ED, OWORD PTR FS: [EDR+Ex28]
@ad4alale | . SBEE BC MOU EDA, DWORD PTR DSz LEDW+EXC]
aa4a1ais |1 . 8B52 14 MOY EDE, OWORD PTR D5z CEDR+B:14]
aa4aiaic || > 8BF2 =28 FHouU ESIL.OWORD FTR DS: [EDX+BH2S]
aad4a1aiF |1 . &R 13 FUSH Buis
oa4a1821 |1 . 59 POP ECX
pa4a1822 |11 . 31FF WOR EDILEDI
oa4a1624 |1 > 31CA8 HWOR ERH, ERE
aE4a16826 |1 . AC LODS BYTE PTR DS:[ESI]
Qa4alezy |1 . 30 6l CHF AL, 9=l
BE4E1823 (]« FC B2 JL SHORT implant.88481620
aa4a182g |1 . 2C_28 SUE AL, =28
aad4a1az0 || > CI1CE 80 ROR EDI, Gu0
oa4a183a |1 . B1CF ADD EDI,ERX
HA46168232 11 .~ E2 FA LOOPD SHORT implant.BB@481624
oa461634 || . 21FF SBBC4ASA || CHP EDI, A::cR4AECEE
aE4a183A || . 8BSA 18 MOU EBX, OWORD PTR DS: CEDX+@H18]
aad4aiazn |1 . 8Bl2 MOY ED, DWORD PTR DS: CEDX]
aa4a183F |1 .~ 75 0B L JHE SHORT implant.B848181C
aa4a1a41 |1 . 3350 FC HMou CLOCAL. 113, EEX
Bad4E1844 |1 . SF FOF EDI
oa4a1845 |1 . 5E POP ESI
oa4a184e |1 . 5B FOP EBX
oa4a1847 |1 . 8B45 FC MOL EAK, CLOCAL .11
BEd4E16E46 |] . 8945 D4 MOU CLOCAL. 117,ERX

Every shellcode must be self-sufficient in loading all the required imports. For this purpose, this one uses a trick

known from from ReflectiveL.oader and shellcodes generated by Metasploit platform. At the beginning of the

execution it tries to get the handle of kernel32.dll. To achieve this goal, it enumerates all the loaded modules,
calculates checksums of their names and compares them with the hardcoded checksum (0x6A4ABCS5B).

Similarly, it uses checksums to get handles to the functions inside the kernel32.dIl.

With their help, it loads other necessary modules and functions, i.e advapi32.dll:
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81260 movw [ebp+var_D1], 'a’
81271 mow [ebp+var_DA], 'd°
81278 movw [ebp+var_CF], 'uv’
B127F mouw [ebp+var_CE], 'a’
81286 mov [ebp+var_CD], 'p°
81280 mov [ebp+var CC], 'i'
81294 mov [ebp+var_CB], '3°
B1298 movw [ebp+var_Ch]l, *2°
812A2 mov [ebp+var_cC9], ".°
812A9 movw [ebp+var_C8], 'd°
81288 movw [ebp+var_ C7¥], '1°
81287 mow [ebp+var_C6], '1°
812BE mov [ebp+var_C5], @
B12C5 lea eax, [ebp+var_ D1]
B12CB push eax

A12CC call [ebp+uvar_44] ; kerneld? . LoadLibraryn

Then, uses them to open registry keys dropped during installation.
In the analyzed samples the read registry paths are appropriately:

e sample#1: HKCUsoftwarensem -> zorsuhg
o sample #2: HKCUsoftwarewuuu -> vfkhxfak

Mame Type Data
ab](Default) REG_SZ  (value not set)
ab| pelh REG.SZ  Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCC2; NET CLR 2.0.50727; MET CLR 3.5.30.,

a0 higfmiyphl REG_SZ
5_‘_’] kmghzh REG_SZ  iicwdMNQnhngINXIYxSBOoMrTy="zfinHZof CaluCy8BUVT4DMgMSggeCMIuY GmMOfsMZdmtlsw”;bLIECypGE..

2b] Iradlf REG_.SZ  E2E2BSOSEBAADCDA
SO ReGsz  E™- fkdRé4a-eVAiskuth../eSp~BLED ODz.
2b) zasyj REG.SZ 1468415163

Note, that if you try to export this key, it will appear very shot, because it’s preview will be cut on the first zero

byte — it’s not the full length! Example:

windows Registry Editor version 5.00

[HKEY_ CURRENT USER\SDFtwareﬁwuuu]

mghzh = 11cwENQn anNxDYKSBGGMPTy— Zt JnHZ ot CaTulCy

The value that was stored in the registry is read into the memory and decrypted (also in this case, the encryption

key is random, newly generated on each run of the installer):
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BE4E15E] . | MOW ERR,CLOCAL. 397

EE4E1SET || . | PUSH _ERX

EE4E15ES || . | LER ERX,/[[LOCAL. 377

EE4E1EEE || . | PUSH ERX

BE4815EF || . | PUSH &ui

BE4E15C1 . | MO ERX,[[LOCAL.32] implant.88481AR45

BE4E15CF ||« | AOD ERK, B4l

EE4E15CA || . | PUSH ERX

EE4E15CE || . | MOU ERX,[[LOCAL. 367

BE4E1S01 . | FUSH ERX

HE4E 1502 . CALL CLOCAL.Z211 aduvapi3dz. Regllueryllalu=sEHA
. | TEST EAX,ERX

BE4E1E07 || o | JME SHORT implant.80481E508

4 |l
EAA-BEDE000E

Address | Hex dump ASCII

AE2cAEEE [METAR] 92 22| F7 AB CE &B| 27 EF 52 24| E1 B& EB S&|END™, Ark " R4pLUL
gezcanlal s ES F3 LF |\ RS 75 BF 8% 9B 2F &% SR\ 78 YE SB D) Hi - Taud T-elip”ad
AE3CABZE( 4C 38 D3 20 4F CF FH 88| 11 97 &5 CD EE 9% 33 F4|LCE Oz, 43e=3i b~
AE3CAE3E( 65 OF SC &H| BC BB BY 63\ C2 13 BD AL 21 33 A4 O1) &< . 2EiTI2 (i3AA
AEZCAB4EN 22 FE B2 B9 48 &4 BC 92 66 39 94 22| 9E 26 BB A4 #l{l. Bd. [£30" =020
AE2CABER( @ &9 CA 2A\DF 79 20 E9| BE EC Fz2 D2/ D 12 A9 22| 1P~my—==Enpan/
AE2CABSH FC DR BA 20| 2C FE 22 42/ B2 64 &2 27 F4 40 24 D1) 1 r 21E3H|#h7-M48
AE2CAETEIFE AE 24 AT BE EZ 2C 42| AE 44 EB 19\ CA 10 AE 10| w33 20<BaFadssa
AE2cAE2E(EC CE 9F C7|\ 83 24 CF 48| IE FZ 7FC FA| 59 GC EZ AA| Yrds, 4304 1 YR
QEzcaEn B 6F 47 3125 24 98 D9 ES S0 OF E4 CP AZ BE B3| SoSlXiE! SI™iFuze
AE3CABAEIEA 55 E& 33|63 EY 15 33|21 SA 29 vF EE 9E AB F4| dUSGcEit3t; Salxz—
AE3cAEEE( A0 D1 51 SC| 2F 94 &7 56| 30 43 BA 35|56 B8 BE FA| gDl dal=C|| SLi4q -
AEZEABCHEN D2 @R &4 2C\CC 29 CC 21|71 @2 EF 9& A4 98 BE 24| E.d, [FElrigw” PREN 4
AE2CAE06E( Be 72 OB 42 De AS 29 D4 BE EC B9 48 BF &2 BE BE| #rTCIzSd'2u) B cBA
BE2CACER| 15 15 44 FA| G2 Co Bl 82|00 16 4F 27| 7R 98 &5 4F| 220 ORES. MO"zEFD

It turns out to be a PE file (the same payload that was loaded before — by the loader executable):

padaizad || .~ |Lang_SHORT imp lant . BR461c0B
EE4a1F4e || = | MOU ERX, CLOCAL . 451

aa4a17F4c |f . | MOV CLOCAL. 111, EAX

AE4a17F4F || . | MOV EAX, CLOCAL. 111

@a4alvsz L. | CHP WORD PTR _DS: LERXI, 8-SA4D
BE4E1757 || o~ | JHE implant . BE481R037

aa4a17s0 || . | MOV ERA, CLOCAL. 111

AE4E17FeA || . | MOU ERX,DWORD FTR DS: [EAR+BEHEC]
EE4E1¥Fe2 || . | HODD ERX, CLOCAL.451

aa4a17Fes | . | MO CLOCAL. 121, EAX

AE4E1FEC || . | MOV EAX, CLOCAL. 121

gad4alver (. | CHP DWORD PTR DS: [ERRD, 8x4558
BE4E1FFE | o | JHE implant .. BE4E1R37F

Ba4a177E || . | MOU ERA, CLOCAL. 121

AE4E1FFE || . | MOU EBX,DOWORD FTR DS:[EAR+BE458]

4
0%: [B12601 00 1-000E4558

Address |Hex dump

Hiz2eEEEE] 40 EQ B BB B2 B0 B0 B0 B4 B8 BF G0
AlzeE@ln|BE 68 88 60 A0 B8 88 80 46 68 1A 88
A1ZEEE20| 06 B8 B8 80 A0 B8 88 B0 A0 B8 88 88
H12EEE30| 00 BE B8 @8 00 BE B8 60 00 BE 88 @8 opooopnoogpoonoBag
HlzZeEE4E|BA 18 8@ BE| 1F B4 @2 CD 21 BS 81 4C | ko AT ,=tSEL=tEE
AlZEEEEA| 54 68 69 73 28 7O 72 6F &7 F2 61 60 28 &0 75 73| This program mus
A1ZEEEEE| 74 28 62 65 28 72 ¥5 GE 2B 75 EE 64 E5 72 28 57|t be run under W
A12EEE7A|E9 6E 32 232 @0 BA 24 37 @0 OO B8 B8 @0 O@ B8 BA| in22..57. . caea .
H1Z26EEEH| B0 B0 B8 B0 B0 G0 B8 B0 E0 00 B8 B8 @0 00 B8 88| ........
E1ZEEE%0| 06 B0 B8 A0 A0 G0 A3 A0 A0 G0 88 A0 AG GO 83 a8 .
H1ZEEEA0| A6 B8 B3 A0 A0 B8 A3 A0 B0 GO B3 A0 B0 B8 8@ a8 .
BlZEEEEE| 08 B0 B8 88 00 D0 B8 B8 @8 00 BB B8 B8 Q0 OB B8
H1ZEEECH| BB BE BB BA B8 B0 BE BA B8 OO BB B B OO B8 @8
H1ZEEE06| B0 B B8 A0 A0 BE BE@ A0 A0 B0 B8 A8 A0 BE B8 88| .
A1ZEEEER| BB AR B A0 A0 BE B AR A0 GO A8 A BB GE @ 68| .
A1ZEEEFE| AR B B@ A0 AR BE B8 A0 AR GOE BE A0 AR GA B3 @8|.
Hiz2eE1EE 5@ 45 B8 88 4C @1 85 88 19 5E 42 2A @0 60 B8 88| PE
Alze@llo|ee 68 88 @8 EG B8 SE 21 BB Al 82 19 @8 SA 85 84| ..

A1 2@t 2Al AR FE AR AR AR AR AR ARCF2 97 A AR AR 1@ @A @Rl o

Just like at the first execution, all the dependencies of the payload are resolved by the external loader (this time it

is inside the shellcode). Then, execution is redirected there:
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BE4E2909 || . |MOW CLOCAL. 23, ERX

BE4E220C || . [MOW BL, @41

AE4E290E ||« | WOR ERE, EFE

HE4E29EE || . |PUSH ERR

HE4E29E 1 . |PUSH Ex1

HE4EZIES o FUSH [[LOCAL.11] the new PE loaded in memory: 132686608
o CALL CLOCAL.Z2] reditect exdecution to the new FE

HEdE29ES || . [PUSH —E:=1 Timeout = INFIMITE

HE4E29EE ||« |CALL <JMP.&kernel32.5leep Sleep

Ba4a29Fa (| > | XOR ERAX, EAX
4l
Stack SS5:[BO12FEF41=013272024

Address |Hex dump ASCII
H132686600| 40 SA S50 68|62 B8 B8 b0 B4 B0 BF BE|FF FF 00 BE|HEP.&....%. ..
H1328810|BS B8 OO B8| A0 B8 88 00 48 B0 1A 88| 00 B8 60 BE| 5. .. ..., B, +.....

B1Z2E626( 868 68 88 B8 08 GO 00 00 60 G0 05 G888 B8 B8 BE| .. ... 0ciainenas
B1Z2E620( 88 68 88 B0 08 B0 00 00 00 B0 08 0888 81 B8 B0) ... . i ans B..
B13206048| BH 18 6@ BE| 1F B4 @2 CO| 21 BS 81 4C(CD 21 98 8[| k. AT .=tSAL=tEE
B1Z2E656(54 62 69 ¥3| 28 ¥B 72 6F |67 V2 &1 60|28 &0 V5 ¥3|This program mus
B12206B6E| 74 28 &2 65| 28 F2 TS GE| 28 V5 EE &4[ 65 T2 20 EF|t be run under W
Bl3206078| 69 6E 32 32|80 B 24 37|88 00 80 08|60 88 6o EE N2 e fFunnnnnns

I Gl R GG R LG R GG R G G R G A e B e B E i ]

That’s how the original module has been redeployed. Now, Kovter can continue with it’s mission.

Conclusion

Thanks to the techniques employed by Kovter, no executable needs to be dropped on the disk — that’s why is
known as “fileless”. Even the file to which the initial link leaded does not contain any code to be executed.
Instead, it is used just for the flow obfuscation. Running it, in reality leads to running the code stored in the

registry, that is sufficient to unpack and re-run the real payload.

Persistence used by this malware is creatively designed and exceptional in comparison to most of the malware.
Not only it is scattered into several layers, but also obfuscated at every stage and containing tricks that slow down

the analysis process.
Summary of the elements used for the persistence

Kovter’s persistence is composed of various tiny elements that executes each other, sometimes in an indirect way,
like:

. Run key in the registry
. link

. batch script running the file with a new extension

A W N -

. command in the registry handling the added extension (in fact it is a JavaScript reading other dropped
registry key and running it)

. JavaScript with xor

. PowerShell script with Base64

. PowerShell script decoding and running the shellcode

o NN o Ul

. shellcode reading the dropped registry key, unpacking the PE file from it and loading it in the memory

Appendix

http://www.symantec.com/connect/blogs/kovter-malware-learns-poweliks-persistent-fileless-registry-update
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This was a guest post written by Hasherezade, an independent researcher and programmer with a strong interest
in InfoSec. She loves going in details about malware and sharing threat information with the community. Check

her out on Twitter @hasherezade and her personal blog: https://hshrzd.wordpress.com.

Source: https://blog.malwarebytes.com/threat-analysis/2016/07/untangling-kovter/
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