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Sample Information

I stumbled upon this sample checking the following post:
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' Cryptolaesmus
m @Cryptolaemusi

- - pdf =url =.zip = .js = .js = .dll
wscript.exe DSV 101.s
wscript.exe out.s

C:\Users\User\AppData\Local\Temp\npp.8.6.portable.x64\notepad.exe
(sideload)

\npp.8.6.portable.x64\plugins\mimeTools.dll

(1/3)

I0C's

The following hash is for the malicious .dll "MimeTools.dll"
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SHA256

67283e154b86612e325030e5a5f7995a6fe552d20655283ea5de8b53ff405f69

Following the hashes for the .zip file which contains the .dll.

SHA256

bef04e3b2b81f2dee39c42ab9be781f3db005%ec722aeee3b5434c2e63512a68

Z1P file contents and "notepad”

The zip file initially contains files that mimic the notepad++ file structure and files

"notepad.exe" to side load the malicious .dll "mimetools.dIl"

Malicious zip file contents:

l autoCompletion
. functionList

l localization

. plugins

l thernes

l updater

. userDefinelangs
. certificate.pem
. change.log

a config.xml

M confighenu.html
ﬂ contexthMenusxml
B dolocalConfxml
B langs.model.xml
langs.xml

. license.txt

B notepad.exe

a npplogMulContentCorruptionlssuesxml
. readme.txt

B sessionaml

a shortcuts.xml

.modelxml

a stylers.xcml

a tabContextMenu_examplexml
a toolbarlcons.xml

Ultirna modifica

2024 16:12
2024 18:12
2024 18:12
2024 18:12
2024 18:12
2024 1612
2024 20:28
JF2023 06:25

2024 16:13

30212
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Ipo
Cartella di file
Cartella di file
Cartella di file
Cartella di file
Cartella di file
Cartella di file
Cartella di file

File PEM
Docurmento di testo
Documento XML
Microsoft Edge H...
Documento XML
Documento XML
Documento XML
Documento XML
Docurmento di testo
Applicazione
Documento XML
Docurmento di testo
Documento XML
Documento XML
Docurmento XN
Documento XM
Documento XML

Documento XML

. The end game is for the

AMENSIONE

38 KB
2KB

3 KB
2.604 KB
5KB

0 KB
452 KB
452 KB
35 KB
£.990 KB
O KB
2KB
1KB

4 KB
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Legitimate notepade++.exe folder structure.

l autoCompletion 7/11/20 158 Cartella di file
B functionlist /20 Cartella di file
l localization /20 Cartella di file
l plugins 7/11/20 :58 Cartella di file
l thermes 7711720 :58 Cartella di file
l updater 7/11/20 158 Cartella di file

I' change /11720 L Documento di testo

ﬂ contextMenu.xcml 01,2022 01:4 Documer

n langs.modelxml / 0 = Documento

B LICENSE 2021 02: File

B notepad++.exe 08/11/2022 13:04 Applicazione

B npplogMulContentCorruptionlss /2021 05:28 Documento X

" MNppShell_06.dIl f20 Esten e dell'ap... 228 KB
.' readme.bat 0210 Documer I 2 KB
ﬂ shortcuts.cn 0210 Documento XM 1EKB
a stylers.modelxml 3 f2022 01:57 Documento XM 172 KB

P . =
» uninstall.exe 0 158 Applicazione 262 KB

o

The malicious .dll is located also in the same path notepad++ contains the file. This is of course so that the

sideloading can work. The path for the .dll:
 plugins\mimeTools\

Comparing hashes on VT or any other site like unpac.me, we can observe that they are different and one of them

is also detected by many engines.

67283615408661263250 30252579 2020655 5cle 80531405649 Q 8 Q¢ son
45 (D) 45 security vendors and 1 sandbox flagged this file as malicious (C*Reanalyze = Similar ~ More -
170 67 Size
basesadll 14284K8 DLL
° pedl  overiay signed idie  64bits  invalid-signature
‘Community Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 2
Join the VT Community and enjoy i d detections, plus an AP key to automate checks.
Popular threat label (D trojan.shellcoderunneriagenth Threat categories trojan Family labels shellcoderunner  agentt  oid
Security vendors' analysis () Do you want to automate checks?
Alibaba (D) Trojan:Winé4iShellcodeRunnerfcasisb7 AlYac (D) Trojan.GenerickD.71249521
Antiy-AVL (D) Trojan/Win64 ShellcodeRunner Arcabit (D) Trojan Generic.Da3F2E71
Static Analysi

Using IDA or any decompiler won't really help initially. The sample uses a lot of control flow obfuscation
essentially changing calls for jmp instructions. This will confuse IDA and we don't get clear disassembly view nor

decompiler. So, for the moment we will go with dynamic analysis with x64 dbg.

Information Gathering
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Some information based on OSINT and other resources just to get ahead and have some hits on what to look for. I
was able to find only one report from proofpoint with some useful information. Also online sandboxes gives us

some hints of behaviors to expect.

We will expect PE parsing to occur:

fi CAPA

data-manipulation
- & encode data using BaseG4
- O, reference Base64 string
load-code

- O, enumerate PE sections
- @ resolve function by parsing PE exports
- Q. parse PE header

linking

- O link function at runtime on Windows

host-interaction
- QO write file on Windows

Varcinn A N N

I also observed from IDA some potential stack strings, I ran FLOSS to try and extract some. Following the results,

which we will user to help our analysis. Although it may not be useful in the end.

FLOSS Stack Strings

FLOSS decoded 1 strings
1"#$%&" ()*+,-./0123456789: ; <=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]"_“abcdefghijklmnopqrstuvwxyz{|}~

FLOSS extracted 67 stackstrings
nXm21X0k}Z

nXm21X0k}Z

VirtualAlloc
CryptStringToBinaryA
CryptStringToBinaryA
ex28mBH;jNU7

ex28mBHjNU7
CryptStringToBinaryA

8mBHjNU7
HjGwPX65nXm21X0kX4nMgex28mBHjNU7
ex28mBH;jNU7

LoadLibraryA

ZBAA

Virtu
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VirtualAlloc

nXm21X0k}Z

VirtualAlloc

VirtualAlloc

8mBHjNU7

VirtualFreeA

VirtualFreeA

8mBHjNU7

VirtualFreeA

VirtualAlloc

ex28mBH;jNU7
HjGwPX65nXm21X0kX4nMgex28mBHjNU7
LoadLibraryA

nXm21X0k}Z

VirtualFreeA
HjGwPX65nXm21X0kX4nMgex28mBHjNU7
HjGwPX65nXm21X0kX4nMgex28mBHjNU7
LoadLibraryA
CryptStringToBinaryA
LoadLibraryA

8mBHjNU7

Virtu

LoadLibraryA

VirtualFreeA
HjGwPX65nXm21X0kX4nMgex28mBHjNU7
nXm21X0k}Z

VirtualFreeA

Virtu

8mBHjNU7

Virtu

ex28mBH;jNU7

CryptStringToBinaryA
LoadLibraryA

LoadLibraryA

8mBHjNU7

LoadLibraryA
HjGwPX65nXm21X0kX4nMgex28mBHjNU7
8mBHjNU7

VirtualAlloc

ex28mBH;jNU7

CryptStringToBinaryA

ex28mBH;jNU7

nXm21X0k}Z
HjGwPX65nXm21X0kX4nMgex28mBHjNU7
nXm21X0k}Z

CryptStringToBinaryA
VirtualAlloc
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Virtu

VirtualFreeA
CreateThread
VirtualFreeA
LoadLibraryA
VirtualFreeA

Dynamic Analysis
Getting Kernel32.dll & GetProcAddress

First thing the malware gets a handle to the PEB from the TIB, and then sets up relevant offsets to access the
LIST_ENTRY InMemoryOrderModuleList structure. As per microsoft docs it is a double linked list that contains
the loaded modules for the process. This will be used the malware to go though the dlls loaded. Ntdll.dll is the first
.dll of the process, followed by kernel32.dll.

e Offset 0x60 is passed to RAX regiser

e RAX is used with gs: special register to obtain the PEB location.

o Offset 0x18 is passed to RBX

o Offset RBX+RAX is used to access PEB_LDR_DATA struct and saved to RBX

o Offset 0x20 is passed to RAX

o Offset RBX+RAX now leads to LIST_ENTRY InMemoryOrderModuleList

e The first of the list InMemoryOrderModuleList is now saved in r12 register, this will be used to check for
end of list. Since it is a doubled link list, if the code goes through all the modules, it will eventually end up
at the start.

o Lastly it gets the 0x40 offset to add to the InMemoryOrderModuleList. This is for the Dllbase address.

31:57 push ris OptionalHeader.Addr essOTERLryPOINT
4D:31FF xor ris,ris
49iFFCT inc ris
1 85FF test ris,ris
v OF84 8D040000 je mimetools.7FFD1BGF466A
41:5F pop rig
53 push rbx
55 push rbp
57 push rdi
56 push rsi
41154 push riz riz:setInfo+1DDC
41:55 push ri3
41:56 push ris
41:57 push ris
48:83EC 08 sub rsp,s
481 89E5 mov rbp,rsp
45:83FA 01 cmp rdx,1
~ OF85 A31C0000 jne mimetools.7FFD1BEFSESF
49:89D5 mov ri3,rdx
48:83EC 20 sub rsp,z0
45:89CB mov rbx,rcx
48:31C0 XOr rax,rax rax: setInfo+1DDC
48:89E9 mov rcx,rbp
48:29E1 sub recx,rsp
48:89E7 mov rdi,rsp
F3:AA rep stosb
FF 48:8309 X
7 EFL 48:C7C0 60000000 mov rax, 60 Fax:SeLIntor1DDC, 60:
. 6548: 8818 mov rbx,qword ptr [ll: [rax] Access PER GS:60
||00007FFD1BGEF4222 48:C7C0 18000000 mov rax,1s offset value for PEB_LDR_DATA
||00007FFD1BEF4229 48:8B1C03 mov rbx,qword ptr ds:[rbx+rax] PEB_LDR_DATA OFFSET Ox18
= ||00007 FFD1B6F 422D 48:C7C0 20000000 mov rax,20 offset value for LIST_ENTRY InMemoryOrderModuleList
©||00007FFD1BEF4234 48: 8B1CO3 mov rbx,qword ptr ds: [rox+rax] LIST_ENTRY InMemoryOrderModulelist
#||00007FFD1BEF 4238 49:83DC mov riz,rbx r12:setInfo+10DC
48:8B53 40 mov rdx,gword ptr ds:[rbx+40]
807A 28 4B = ST PR TET T
v 74 08 je mimetools.7FFD1BGF424D
807A 238 6B cmp byte ptr ds:[rdx+28],68 68: 'k’
v 74 02 je mimetools.7FFD1BGF424D
v EB 46 jmp mimetools.7FFD1B6F4293
807A 30 45 cmp byte ptr ds:[rdx+30],45 45z "E"
v 74 08 je mimetools.7FFD1B6F4258
807A 30 &5 cmp byte ptr ds:[rdx+30],65 65:'e’
v 74 02 je mimetools.7FFD1B6F4258
v EB 38 Jmp mimetools.7FFD1BEF4293

The objective of this first loop is to find kernel32.dll. By walking the PEB, we expect to find the following

module order:

e Executing Process
e ntdll.dll
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e kernel32.dll

So, the code will have to go through 3 forward pointers. The way the malware checks if it has the right dll

reference is through series of jumps. A certain offset is added to the Dllbase address, this will be a letter in the

name, then it is compared to a letter. The malware will check these letters for the kernel32.dll

ACcess PEB GS:60

e 4b->'K'
o 45->'E'
e 4c->'L'
. 32->7
o 4c->'L)
o 4c->'L
e s b
7 GF4222 mov rax,ls
ODDD7FFD1BGF4229 48: 8B1CO3 mov rbx,qword ptr ds:[rbx+rax]
O0007FFD1B6&F422D 48:C7C0O 20000000 mov rax,Zzo
ODDD7FFD1BGF4234 48: BB1CO3 mov rbx,qword ptr ds:[rbx+rax]
00007FFD1B6F4238 49: 89DC mov riz,rbx
00007FFD1B6F423B 48:8B53 40 mov_rdx gword ptr ds: [rbx+40
BOTA 28 4B cmp € pLr dOs: [raxt -
FD1B6F 4243 ~ 74 08 je mimetools. 7FFD1BGF424D
FD1BGF4245 B0T7A 28 6B cmp byte ptr ds:[rdx+28],6B
O0007FFD1BEF 4249 ~ 74 02 je mimetools. 7FFD1BGF424D
OQ007FFD1BEF424B ~ EB 46 Jmp mimetools.7FFD1BGF4293
00007FFD1BEF 424D BOTA 30 45 cmp byte ptr ds:[rdx+30],45
00007FFD1BEF4251 v 74 08 je mimetools.7FFD1B6F425E
00007FFD1BEF4253 B0OTA 30 65 cmp byte ptr ds:[rdx+30],65
00007FFD1BEF4257 ~ 74 02 je mimetools.7FFD1B6F425E
00007FFD1BEF4259 ~ EB 38 jmp mimetools.7FFD1B6F4293
00007FFD1BEF425B BOTA 32 4C cmp byte ptr ds:[rdx+32],4C
00007FFD1BEF425F v 74 08 je mimetools.7FFD1B6F4269
00007FFD1BEF4261 B0TA 32 6C cmp byte ptr ds:[rdx+32],6C
00007FFD1B6F 4265 v~ 74 02 je mimetools.7FFD1B6F4269
00007FFD1BEF4267 ~ EB 2A jmp mimetools.7FFD1B6F4293
00007FFD1BEF4269 BOTA 36 32 cmp byte ptr ds:[rdx+36],32
7FFD1B6F 426D ~ 74 02 je mimetools. 7FFD1BGF4271
FD1BGF426F ~ EB 22 Jmp mimetools.7FFD1BGF4233
FD1BGF4 BOTA 3C 4C cmp byte ptr ds:[rdx+3C],4C
OD007FFD1BGF4 ~ 74 08 je mimetools. 7FFD1BGF427F
00007 FFD1BGF4 807A 3C 6C cmp byte ptr ds: [rd%+3C],6C
OD007FFD1BGF4 ~ 74 02 je mimetools. 7FFD1BGF427F
OD007FFD1BGF4 ~ EB 14 Jmp mimetools.7FFD1BGF4293
00007 FFD1BGEF4 807A 3E 4C cmp byte ptr ds:[rdx+3E],4C
O0007FFD1BGF4283 " 08 je mimetools. 7FFD1B6F428D
00007FFD1BGF4285 807A 3C 60 cmp byte ptr ds: [rdx+3cC],6C
00007FFD1B6F42589 ~ 74 02 je mimetools. 7FFD1BG6F428D
00007FFD1B6F428B ~ EB D6 Jmp mimetools.7FFD1BGF4233
00007FFD1B6F 428D 48: 8B5B 20 mov rbx,qword ptr ds:[rbx+z0]
O0007FFD1B6EF4291 ~ EB 08 i ]
O0007FFD1BEF 4293 48; BB1lE mov rix,qword ptr dsi[rix
O0007FFD1BEF 4296 42;390C omp rl2,rbx
00007FFD1BEF4299 ~ 75 AD jne mimetools.7FFD1B6F423B
00007FFDIBGFA20F | 4D:31CO e
7 6F42 B XOr r8,r
O0007FFD1BGF42A2 44:8B43 3C mov rad,dword ptr ds: [rbx+3C]
00007 FFD1BEF42A6 4C: 89C2 mov rdx,rs

Offset value Tor PEB_LDR_DATA

PEB_LDR_DATA OFFS5ET 0X18

offset wvalue for LIST_ENTRY InMemoryOrderModuleList
LIST_ENTRY InMemoryOrderModuleList

riz first entry

Dl1lbase
byte ptr ds:[rdx+28]:L"ktop''\WikiLoader"\befo4e3ibzbsif
byte ptr ds:[rdx+28]:L"ktopy‘\WikiLoader"\befo4e3bzbs1lf
byte ptr ds:[rdx+30]:L"\\WikiLoader"befo4e3bzbslfzdee
byte ptr ds:[rdx+30]:L"\\WikiLoader"befo4e3bzbslfzdee
byte ptr ds:[rdx+32]:L"wikiLoader‘\befo4e3b2b81f2dee3s
byte ptr ds:[rdx+32]:L"wikiLoader‘\befo4e3b2b81f2dee3s
byte ptr ds:[rdx+36]:L"kiLoader\befo4ezbzbsifzdeezacs
byte ptr ds:[rdx+3C]:L"oader’'\befo4ezbzbsifzdes3zocszab
byte ptr ds:[rdx+3C]:L"oader\'\bef04eibzbsif2des3oc4zab
byte ptr ds:[rdx+3E]:L"ader"\befo4e3bzbs1Tzdee3acszabs
byte ptr ds:[rdx+3C]:L"oader‘‘\befo4e3ibzbsifzdee3ac4zab
series of jmp and cmp for single letters
to validate "kernel32.dII"
o Check if we are back to start of list

rdx:L"C:\\Usersh\Dynamic' \Desktop' \wikiLoader") befo4e3

Now that the malware has the base address to Kernel32.dll, it will go through all the functions to search for

GetProcAddress. It parses the PE header of kernel32.dll to reach the export table.

A AR X I XX

1. Offset 3C to reach PE header pointer with value F8.

2. Offset 88 to reach the export table, this value is calculated with: RVA of export table - F8. In our case

0x180-F8=0x88

3. Offset 0x20 to finally reach the exported functions names table.

JINE MIMETO0IS. FFFUZB/AGESE

ULUU/FFUZE/ASZSY | A 75 AU
00007FFD. 48:895D F3 mov
00007 FFD. 4D:31C0

44:8B43 3C
00007 FFD 4C:89C2
00007 FFD287 48:01DA

a4

43:01D

4B8:31F6

41:8B70 20
00007FFD2B7A42BD 48:01DE
DD007FFD2B7A42C0O 4B8:31C9

:8B82 B3000000
8

rs

qword ptr ss:[[rbp-8],rbx
rs

200 e (7] e B 1o o0 N oG

1 AT
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TUNFS RUA PE_ST

FOX:L W1naons

Add 0Ox FB to rdx:L"C:

1
DataDirectory

ExErtE zunctu}n names tnE € |

SyStem32'\\KERNEL32.DLL"

windows'\' System324\ KERNEL32.DLL" to reach PE header
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kemel32.dlIl

Member Offset Size Value
e_rnagic 00000000 Word sh40
e_chlp 00000002 Word 0090
e_cp 00000004 Word 0003
e_crlc 00000006 Word 0000
e_cparhdr 00000003 Word 0004
e_minalloc 00000004 Word 0000
e_maxalloc Q000000C Word FFFF
£ 55 Q000000E Word 0000
e_sp 00000010 Word ooBa
£_Csum 00000012 Word 0000
e_ip 00000014 Word 0000
£ Cs 00000016 Word 0000
e_[farlc 00000018 Word 0040
£_0Vno 00000014 Word 0000
£ _res Q000001C Word 0000
0000DOTE Word 0000
00000020 Word 0000
00000022 Word 0000
e_oemid 00000024 Word 0000
e_oeminfo 00000026 Word 0000
e _res? 00000028 Word Q000
00000024 Word 0000
0000002C Word 0000
0000D02E Word 0000
00000030 Word 0000
00000032 Word 0000
00000034 Word 0000
00000036 Word 0000
00000058 Word 0000
00000034 Word 0000
F_Hanew Q000003C Dword Q0O000FE
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File Settings 7

s H @ " kemeiz2an |

- |
Member Offzet Size Value Section
%| File: kemel32 dll
F © Export Directory RVA 00000180 Dword 00094370 rdata
[Z) Dos Header
[2] Mt Headers Export Directory Size 00000184 Dwerd 0000DFOC
=] File Header i
I rt Directory RVA 00000188 Dword 000A827C rdata
(=] Optional Header mport Pirectory or e
[Z Data Dirsctories [«] Import Directory Size 00000MEC Dwrd 00000794

To check it performs some calculations to build a hex value which correspond to the first 8 bytes of
"GetProcAddress" keeping in mind endianness. It then loops through all the functions in kernel32.dll to perform

compare.

1. Calculates the first 8 bytes in hex for GetProcAddress string (GetProcA)
2. Loops through all the functions and compares the 8 bytes to r9

®||00007FFD1EGF4299 ~ 75 AD ne mimetools. 7FFD1BG6F423B

+& || 00007 FFD1EGF 4298 48:895D FB mov qword ptr ss:rbp-3],rbx
® || 00007 FFDL1BGF429F 4D 31C0 xor r8,r8

@ (| 00007 FFDLEGF42A2 44:8B43 3C mov réd,dword ptr ds:[rbx+3C)]
® |DD0O0D7FFD1EGF42A6 4C:89C2 mov rdx,rs

& ||00007FFDL1EBGF42A9 48:01DA add rdx,rbx

& || 00007FFDL1BGF42AC 44:8B82 88000000 mov rad,dword ptr ds:[rdx+88]
®||00007FFD1EGF42E3 490108 add r8,rbx

& ||00007FFD1BGF42B6 48:31F6 xor rsi,rsi

@ || 00007 FFDL1EGF42ES 41:8B70 20 mov esi,dword ptr ds:[r8+20]
® || 00007FFDL1BGF42BD 48:01DE add rsi,rbx

& || 00007FFDL1BGF42C0 48:31C9 1. Lo rox oy

® |00D0O0DFFFDL1BEGF42C3 49:B9 BCCBGAD4ZBBLl9D{mov r9,190E13ED46ACBEC

& ||00007FFDL1BGF42CD 48:B8 BB9920937C36BECSYmov rax,3FCSBEE3IGFCO993EE

& ||00007FFDL1BGF42D7 49:01C1

®||00007FFDL1EBGF42DA 48:FFC1

& || 00007 FFDL1BGF 420D 48:31C0 2. XOr rax,rax

@ || 00007 FFDLEGF42ED SEO45E mov eax,dword ptr ds:[rsi+rox+4]
®||00007FFD1BGF42ES 48:01D8 add rax,rbx

® || 00007 FFD1EGF42EG 4C:3908 Cmi word ptr ds:[rax].rg9

® |00D007FFD1BEGF42E9 ~ 75 EF Jne mimetools. F420A

‘. 48:31F6 xor rsi,rsi

& (00007 FFDL1BEGF42EE 41:8B70 24 mov esi,dword ptr ds:[r8+24]
®||00007FFD1EBGF42F 2 48:01DE add rsi,rbx

@ | 00007 FFDLBGF42F5 66: BBOC4E mov cx,word ptr ds:[rsi+rcx=2]
@ ||00007FFDL1BGF42F 9 48:31F6 Xor rsi,rsi

(R B R T e PP PR

RS 41636F7 2507 46547

address ASCIT |
DOO07FFD303F285F) 47 65 74 50|72 6F 63 41|64 64 72 65|73 73 00 47 |GELProcAddress.G
DO007 FFD303F 2 36F MET—rr=—sm—r——mr—mr—mr——=l 73 41 G5 66|69 GE 63 74|etProcessAffinit
DDOO7FFD303F287F |79 4D 61 73|GE 0D 47 65|74 50 72 6F|63 65 73 73|yMask.GetProcess
DODO7FFD303F288F |44 45 50 S50|6F 6C 69 63|79 00 47 65|74 50 72 &F |DEPPolicy.GetPro
DDOO7FFD303F289F |63 65 73 73|44 65 66 61|75 6C 74 43|70 75 53 65| cessDefaultCpuse
DDOO7FFD302F28AF |74 73 00 61|70 &9 2D 6D |73 2D 77 69|6E 2D 62 6F|ts.api-ms-win-co
DODO7FFD303F28BF |72 65 2D 70|72 &F 62 65|73 73 74 68|72 &5 61 64|re-processthread
DDOO7FFD303F28CF |73 2D 6C 31|20 31 2D 33|2E 47 65 74|50 72 6F 63|s-11-1-3.GetProc
DODO7FFFD303F28DF |65 73 73 44|65 66 61 75 |6C 74 43 70|75 53 65 74|essDefaultCpuset
DOOO7FFD303F28EF |73 00 47 65|74 50 72 6F|63 65 73 73|47 72 6F 75 |s.GetProcessGrou
DDOO7FFD302F28FF |70 41 66 66|69 GE 69 74|79 00 47 65|74 50 72 6F | pAFfinity.GetPro
DOOO7FFD303F290F |63 65 73 73|48 61 G6E 64|6C 65 43 6F|75 GE 74 00|cessHandleCount.
DDOO7FFD303F291F |47 65 74 50|72 6F 63 65|73 73 48 65|61 70 00 47 |GetProcessHeap.G
DOO0O7FFD303F292F |65 74 50 72|6F 63 65 73|73 48 65 61|70 73 00 47| etProcessHeaps.G
DODO7FFD303F293F |65 74 50 72|6F 63 65 73|72 49 64 00|47 &5 74 50|etProcessId.GetP
DDOO7FFD303F294F |72 6F 62 65|73 73 49 64 |4F 66 54 68|72 65 61 64|rocessIdofThread
DOO0O7FFD303F295F |00 47 65 74|50 72 6F 63|65 73 73 49|6E 66 6F 72|.GetProcessInfor
| DFEFDINIF?96F | 60 &1 74 £9[RF &F 00 47|65 74 50 F2IRF &3 &5 73 |mation.GetProces

Next, the malware need to retrieve the function address. To to this it will make use of the ordinal name stored in

RCX. The ordinal will be searched withing the AddressOfFunctions struct to get the value.
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4B:31F6

- [,
- xor rsi,rsi rsi:QuirkIsEnabledrorPackage2worker+28A758
. 41: 8B70 24 ov esi,dword ptr ds:[r8+z4] AddressofNamedrdinals valuex3D6A0
@ |DODOFFFD2BB442F2 48:01DE add rsi,rbx rsi:QuirkIsenabledForPackagezworker+28A78
® | DDDD7FFD28B442F5 66! BEOC4E mov cx,word ptr ds:[rsi+rcx+2] word ptr ds:[rsi+rcx*2]:QuirkIsEnabledForPackage2?worker+28FES
® | D0007FFD28B442F9 48:31F6 xor rsi,rsi rsi:QuirkIsEnabledrorPackage2worker+28A758
. 41:8B70 1C mov esi,dword ptr ds:[rs+ic] AddressofFunctions values 9A398
@ |D0OD0D7FFD2BB44300 48:01DE add rsi,rbx rsi:QuirkIsEnabledrForPackage2worker+28A78
® || DODO7FFD28B44303 48:31D2 xor rdx,rdx rdx: GetProcAddress
® | 00007FFDZ28B44306 BB148E mov edx,dword ptr ds:[rsi+roxe©4] value 1B650 GetProcAddress from Export Table
)l 0 7FFD28B44309 48: 01DA add rdx,rix Adding RvA address found to Base
« T 200
- AT DICE AAATANAN ek ron 0N

Member

Characteristics 00000000

TimeDateStamp T1A43E44

MajorVersion

MinorVersion

Mame

Baze

MumberOfFunctions

MurmberOfMames

AddressOfFunctions

AddressOfMames

AddressOfMameCrdinals

Ordinal

Function RV&

Mame Ordinal

Mame

/A

ODO99ETE

0009CC10

000A185F

(nFunctions)

Dword
00015840

Word

szhnsi

0264

GetPrivateProfileString A

00012360

GetPrivateProfileStringW

000&0CCO

GetPrivateProfileStructd

00060ERD

GetPrivateProfilestructW

GetProcessAffinityMask

GetProcessDEPPolicy

GetProcessDefaultCpuSets

GetProcessGroupAffinity

GetProcessHandleCount

GetProcessHeap

(etProcessHeans

So all this PE parsing is to retrieve finally GetProcAddress and use this API to load others.
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String builder and Control flow manipulation

Next the malware builds the string "Virtual Alloc" and proceeds to user GetProcAddress to fetch the function from
kernel32.dll. This is done through jmp instructions, where the function needed is loaded into the appropriate

registry.

The string is built by using the lower registry al which contains 1 byte. It simply adds two hex values to generate a

char. At the end the null byte is used as terminator.
l#.Image
The block of code after this is responsible for the following:

 Sets up the arguments for GetProcAddress in RCX and RDX in this case the module kernel32.dll and API
to fetch VirtualAlloc

e Return address following the jmp is saved to rax which is pushed to the stack, this makes it so that when
the jmp returns the return address will be on the stack. This points simply to the code following the jmp rax
instruction. This is repeated throughout the next jmp instructions to other API.

 Finally it jmp to the GetProcAddress API with the args mentioned above returning the address to
Virutal Alloc from kernel32.dll

F& mov rcx,qword ptr ss:ilrbp-s] Kernel32.d11 pointer I_...‘Setﬁng. up the arguments

rdx,rdi Moving VirtualAlloc str"l'n_g to rdx

Returnfng Address setup to after the jmp call |Hardcoded return value
TaX: T OCAOCr E55

rax,qword ptr ss:[frbp-10] [gword ptr ss:[rbp-10]]:GetProcAddress
rax IMP to Getproc"g\ddre._EetF‘rocAddress For wirtualAlloc argsl:RCX arg2:RDX

48:83EC 20
1 8D05 07000000

rsp,z0

L e T L I N A I I I R

56 69 72 74|75 61 6C 41|6C &C G6F &3 ....V'ir'tua'lA'_I_'!m:_

Next thing of course, the VirtualAlloc is called to allocate some memory space with
PAGE_EXECUTE_READWRITE.

v FFED jmp rax GerProcaddress For virtualAlloc argsl:RCX arg2:RDX
48:83C4 20 add rsp,z0o
49:89C7 Moy 1o rax Saving virtualAlloc Address function to ris
4B:C7C1 00000000 mov rcx,D
48:C7C2 DDE1F505 mov rdx,5FSEL00 = TS
42:C7C0O 00300000 mov r&,3000 AI’,:,_
42:C7C1L 04000000 Moy 3.2
48: 83EC 20 sub rsp,20
48:8D05 04000000 lea rax,qword ptr ds: 287A43EE] Returning Address setup to after the jmp call
50 hLa Lax.seTInfotIEER
- 41.FEC Jmp_ris virtualalloc €all argl:RCX=0 argz2:RDX arg3:r8=3000 arg4:r3=4 |
38:83C4 20 Cislo g oy - -

Allocated memory buffer:
l».Image

Throught the entire sample, all API strings to be fetched or DLLs to be loaded are built in a similar fashion as
shown above. All calls to any API are changed with JMP instructions where the return value is pushed onto the

stack before execution, this is so following the ret from the JMP, the code can continue.
Thread manipulation

Using the same string creation as for VirtualAlloc() and same usage of GetProcAddress(), the malware proceeds to
call GetCurrentThreadID() API.
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UL F D 287 A5 B84 11 moVv _Dyte prr ds:jrai+ill.a
— C647 12 00 [m:w E pIr OS:Lroiricls

00007 FFD2B7 A448E 48: 8BB4D F8 v I =

00007 FFD287 A448F 48:B59FA mov rdx,rdi

00007 FFD2874A4492 48:83EC 20 sub rsp,20

00007 FFD2E7A4496 48:8D05 07000000 lea rax,qgword ptr ds:[FFFD287A44A4]
0000FFFD2E7A44390 50 push rax

00007 FFD287A449E 48: 8B45 FO mov_rax.gword ptr ss:frbp-10] [gword Etr ssilrbp-10]]:GetProcAddres
00007 FFD2ET7A44AZ - FFED L3 getProc =

00007 FFD 287 A44A. 48:83C4 20 add rsp,20
00007 FFD 287 A44A8 43:89CT mov ris,rax ris:virtualallec
00007 FFD2B7 A44A 48:83EC 20 sub rsp,20
00007 FFD2E

D0007FFD2B7A44A 48:8D05 04000000 lea rax,qword ptr ds:[7EFD287A44BA]

A44B6 50
00007FFD287A44B7 | - 41:EEEL mp 15 GetCurrentThreadld |
00007FFD28TA44BA 48:83C4 20 FeD.20 e

Following OpenThread() call.

® || DO00OFFFD287A4503 BB47 09 i e e

= C647 0A 0O booy bvte ore delrdiosl.n openthread |

@ | 00D007FFD28 48:8B4D FB mov rcx,qword ptr ss:|frbp-:Sj

@ 00007 FFD 45: 89FA mov rdx,rdi rdi:"openThread"

® [oooD07FFD2E7A 48:83EC 20 sub rsp,z0

® || 00007 FFD 48:8D05 07000000 lea rax,qword ptr ds: [FFFD287A4523] rax:setInfo+2154

@ 00007 FFD ] push rax rax:setInfo+2154

® || DD00TFFD 48: 8B45 FO mov rax,qword ptr ss:|[frbp-10] rax:setInfo+215A, [gword ptr ss:[rbp-10]]:GetProcAddress
@ 00007 FFD 2 ~ FFEO jmp rax rax:setInfo+2154

® [oooD07FFD2E7A 48:83C4 20 add rsp,z0

@ |00007FFD 49:89C7 L Ta iV -1 Llo-OnenThraad bk satInfo+215A
® |00007FFD238 48:C7C1 02000000 mov rcx,2 argl

s (00007 FFD 48:C7C2 00000000 mov rdx,0 argz

@ || DDDO7FFD 4D: 89ED LB 12 Cl

* (00007 FFD 48:83EC 20 sub rsp,z0

@ 00007 FFD 2 48: 8005 04000000 lea rax,qword ptr ds:[FFFDZ87A454A] rax:setInfo+2154

@ ((00007FFD287 50 caxasetinfoiaics

- : Jmp. r15 jmp to OpenThread |

® || DDD0OTFFD2E87A45 4A: H [-ieie ) =

Finally a new thread is created by calling CreateThread(). The arguments passed:

o Pointer to start address in R8

 Pointer to parameter passed to thread in R9, in this case seems to be the ID handle to that thread.
o Image

Thread DLLLoadere4_D313.exe (2540): 4168 0xfi

The malware will then follow by suspending the main thread and leave execution to the newly created one. For
debugging purposes, the debugger was acting unpredictably maybe because of race conditions and threads
colliding. Once the code reached the new thread start, I manually killed the main thread this seems to have worked

but not 100% sure if it is just a fluke.
Decrypting Shellcode

Shellcode is decrypted from the certificate.pem file. Malware uses CreateFileA() to open the file and then

ReadFile() to read the contents. It is then decrypted using the key, with AES in CBC mode.

e key: H{GwPX65nXm21X0OkX4nMqex28mBHjNU7

The decryption functions are not custome, and uses the berypt library which is loaded after file is read.

o [EEEESEEENERE - <1:Frcs mp_Fiz ;
ET 00007FFD287 48:83C4 40 '&'ﬂ‘g'm_l ~ Hide FPU
e [o00D07FFD 481 83F8 FF cmp rax,FFFFFFFFFFFFFFEF -
(d-m- » | 00007FFD 287 ~ OF84 BA130000 je mimetools.7FFD287A5D80 RAX  DODD7FFD287A49B8 Imerools I00D0AEED2 87/
| ® | 00DO7FFD2E7A49CE 48:8945 FB mov gword ptr ss:[rbop-cf,ra 4 s 0007
f e | 00DDFFFD287A49CA BO 11 mov al,11 RCX 000001C03F550000 certificate. pem
! || 00007FFD 287 A49CC 04 41 add al,41 RDX___0000000080000000
f ® (|D0DO7FFD287A49CE 41:8806 maov byte ptr ds:[rl4],al REBF  00D00006026BFFEDD
i e |0000O7FFD 28744901 BD 45 mov al,4s RSP DOOO0DGE02EEFFEGS
i ® | 0000FFFDZ287A49D3 04 20 add al,z0 RSI 0000000000000000
i ® |0000TFFD287A43D5 41:8846 01 mov byte ptr ds:[ri4+1],al RDI  OO0O7FFD30370F00 <kernel3z.suspendThrea
! || 00007FFD287449D9 BD 36 . a},as
! || 00007FFDZ287A49DE 04 2B add al,ze
E . 7 41: 5846 02 mov byte ptr ds:[rla4+z],al Eg gggggggggggggggg
i = Fr rove) e R10  00000000000000CG tles
] . 41:8846 03 mov byte ptr ds:[ri4+3],al R1L___O00000G026BFEEE0
f . 41:57 push ris |F_U_2 00007FFD3037520D0 <kernel32.CreateFi leA>

Page 13 of 22


https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/Images/getcurrentthreadid.png
https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/Images/getcurrentthreadid.png
https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/Images/openthread.png
https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/Images/openthread.png
https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/MalwareAnalysisReports/WikiLoader/Images/createthread.png
https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/MalwareAnalysisReports/WikiLoader/Images/createthread.png
https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/Images/newthread.png
https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/Images/newthread.png
https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/Images/createfilea.png
https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/Images/createfilea.png

https://github.com /VenzoV/MalwareAnalysisReports/blob/main/WikiLoader /WikiLoader%20notepad.md

For ReadFile the two arguments correspond to:

o File Handle

e Memory buffer to store data that is read.

Voo (s 1y e

s e

s

File

I C:\Users\Dynamic\DesktopWikiLoader \bef04e 3b2b8 1f2dee39c42ab9be 78 1f3db0059%ec 72 2aeee 3b 5434c 2063512568 npp. 8. 6. portable. x64\plugins YmimeTools\cer tificate, pem

oxc0 |

Key
Semaphor
Semaphor
Directory
Mutant
File

File

File

File

File

File
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2
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Eﬁ CPU Lst Log
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T

Debug  Tracng
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Plugins

[ Motes
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Favourites

Options

® Breakpoints

ﬂ mimeTools.dll - PID: 5940 - Module: mimetools.dll - Thread: 572 - x64dbg

Help

dostauBoEsPi# b
[ callstack =7 sEH

8 Memory Map

Mow 18 2023 (TitanEngine)

E®

le3| Seript

‘E] Symbols

'
gmaaan
BomhmE

1FFE4

7
1B1C7 2

mp ri2

]
mov rdi,ri4
add rdi,7A120
mov al,47

add al,s

mov
mov
add
mov
mov
add
mov
mov
add
mov
mov
add

0A10700

al,ze
al, 44

al,3
al,z2a

al,sz
al,12

al,3n
al,F

byEe ptr ds:[rdi],al

byEe_pcr‘ ds:[rdi+1],al

byte ptr ds:[rdi+z2],al
2

byte ptr ds:[rdi+3],al

riz:Re ,

< Source

'S Threads

Hide FFU

' References

m} X

&I Handles ED

RAX
BEX

00007FFDZBTA4AGS
QO00TEEEDoET Q000

000000001

19) OODU0LIC

RSP
RSI
RDI

RE

R10
B11

Q0000
0000006026BFFETS
0000000000000000
00007FFD30370F00

ile”

00000000000F 4240
000000602E6EBFFECO
0000000000000478
LOOOO0ENDEEEERED

mimetools. 00007 FFDZ87A4AG4 A
dllloader64 _8573.00007FFEDSET

<kernel32.SuspendThread:>

Address

Hex

Oo0001LC03FE5 0000
00000 1CO3FS5 0010
00000 LCO3FE50020
Ooo001LCO03FE50030
00000 1LC03F550040
Oo000LCO3FE5 0050
Q0000 LCO3FS 50060
00000 LCO3FE50070
Ooo001LC03FE5 0080
00000 LCO3IFR5 0090
000001LC03FE500AD
oOoo001LC03F5500B0
00000 LCO3FS500C0
0o0001LCO3FE500D0
Qo000 LCO3IFS500ED
00000 LCO3FE500F0
Ooo001LC03FE5 0100
00000 1LCO03FS50110
0o000LC03FE50120
Ooo001LC03F550130
000001LC03F550140
Oo000LC03FE50150

Fa RN e ot Il m ] ol =l ol =T O

2D
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34
33
50
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[
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=
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A
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45
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Now to proceed with decryption part some setup is necessary.

e Crypt32.dll is loaded
e CryptStringToBinaryA is called on the data of the certificate.pem file saved in the memory.

00007FFD28
00007FFD
00007FFD
000DD7FFD28

20
04000000

sub rsp,z0
lea rax,gword ptr ds:[FFFD2874rax:se Hide FPU
r—— Faniss | RAX  00007FFD287A4B44 mimetools.00007FFD287A4B44
= - REX  00007FFED5SET 0000 d11loader&4_8573. 00007 FFED5ET
mov gword ptr s=:[Erbp-18,rax |rax:se (et GUUUUILTe e e g T ]
mov al,l1s RDX  00000000000003CS L'y’
add al,ze REF  00000D06026BFFEDO
mov byte ptr ds:[rdi],al byte p RSP 000000602 6EBFFESS
mov al,c oc: "\f RSI  0000000000000000
add al, &6 . RDI  000001CO3IFSCALZD "Crypt3z.di11"
mov byte ptr ds:[rdi+1],al byte p
5 -

ggg i}’f; 27: RS 00000000000003C8 Lyt

255 : R 00000000000003C8 Ly’

55 Sy

ey g¥t§5ptr Eeslincu2lbal EEF?U? R10  00000000000003CS Loy
add a1 rJ.EI ° 211 OO0ON0ENIEREERED

'
mov byte ptr ds:[rdi+3],al byte p L
[ T Fa. R12 ANANTEENINIARALN ~karnal2? catPraraddrases

>

TR

CryptStringToBinaryA is used to convert a formatted string into an array of bytes. The flags supplied is in R8 and

is 0x1 which means format of the string to be converted is base64. R9 contains the buffer that will receive the

output of the function.
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ED Z0A10700 |mov
08 sub
mov
add
mov
sub
mowv
mov
push
push

i
FO
38
01000000

EO
push
20 sub
04000000

Loush

qword ptr

rsp,s

rox,rid

rox, 1D

rdx,qword

rdx,38
rg,1
ro,rdi
0
0

rax
rsp,20

LA

1ea rax,qword

lea rax,qword

ptr ss:irbp-10f

ptr ss:[irbp-zof

ptr ds: [7FFD287A4rax:
CaxssetTnfoiondc

p-200l, 7A13

rax:
rax:

2

setInfo+2845
setInfo+2845

setInfo+2845

rox: "Xol4kPVIYX4P7GPhho93k1BpISt
rex: "xol4kPV3YX4P7GPhho93k1BpIot

1"CryptStringToBinarya™, rdi:’

Jmp,

g

riz

riz:

CryptStringToBinarya

40 o
mov
add
mov
mov
add
mov
mov

A

01

ISR RINONNRRNRRRBRRRRRES
8
o
o]

ToDy a0
al,1c
al,zA

byte ptr ds:[ri14],al

al,s92
al,19

byte ptr ds:[ri4+1],al

al, 4D
1tan

The result is the following:

byte
4D: "

M

byte ptr ds:[
59:°Y"

ptr ds:[

BEGIN Ct

r14+01]:"----BEGIN

Hide FPU

RAX
REX

RDX
REF
RSP
R5I
RDI

O0D007FFD2B7A4C3E
00007 FF6D5EFD000

00000000000224C0

[+]

0000006026BFFEDD
0000006026BFFEGS
0000000000000000

000001C0O3F5CALZ0

0000000000000001

000001LCO3F5CALZO
00000000000000DE
0000006026BFFEGD

00007FFD3036B650
000001C0O3F550000
00007 FFD 30350000

D qroe
<kernel3z2.GetProcAddress>
i BEGIN CERTIFICATE-----
kernel3z. 00007FFD 30350000

O00001C0O3FECALZOD
Q0000 1C0O3FSCALZ0
O00001LC0O3FSCAL40D
Oo0001C03FECALSD
00000 1C03F5CALGD
O00001CO3FECALTOD
Oo0001C0O3F5CALBD
000001C03F5CALS0
O00001C0O3FECALAD
Qo000 1C0O3FSCALED
000001CO3FSCALCOD
Oo0001C03FECAIDD
00000 1C03FSCALED
O00001CO3FECALFD
Oo0001C0O3F5CAZOOD
000001C03F5CAZIOD
O00001C0O3FECAZZ0
Q0000 1CO3FECAZZ0
O00001CO3FSCAZ40
Oo0001C0O3FECAZED
00000 1C0O3FSCAZG0
O00001LCO3FECAZTO

Fa e R N a N Il ] ol ol e B = F

LE
50
&7
ED
96
AZ
c3
BC
FB
04
5D
33
FE
E9
39
36
D5
DE
=2
69
35
AT

=

89
&9
D&
co
AC
FA
12
4B
1E
A3
F2
3E
59
10
D3
B&
53
3A
BE
c3
F3
D1

A

78
23
5B
FC
60

oD
15
CA
2B
43
Do
D1
a7

90

FD
4B
16
52
69

AT

20
DA
E1
11
20
21
ES
B&
10
21
EG
C5
OF
B0

o1

0C
o4
5E
oA

=Y

F5
CE

3A
2B
46
E8
46
29
40
E1
92
FB
F&

DD
ChE
10
13
31
F7
2F

o

77
3C
o9
F2
28
3B
EB
oA
B4
FA
CE
F2
2B
75

73
=153

E7

FC
42

-1

61
3C
65
G4
36
94
ED
F&
(<153
56
BB

AD
D&

77
1F
62
ZA
F2
C&
D&

oy

7E
00
9F
A
F3
77
07
DA
EB
FO

36
3B
70

51
EB
E7
E{n]
41
49
26

el

oF
E3
Ds
oD
c1
58
BE
E1l
FD
30
53
50
44
BS

DB
F4
15
AG
18
94
SE

£l =

EC
4C
51
EO
7F
5F
33
95
03
57
44
(2}
Do
31

9E
2C
ES
=1
3C
E1
0B

o

63
4F
-
04
oo
23
ac

1E
2C
FD
22
75
TA

61
14
ce
80

2B
99

o

E1
oD
E7
18
AT
DA
5E
A3
DE
45
i6
&4

c3

3B
28
5F
Fa

Ce
10

o

86
4D
CA
30
B3
3A
7C
5B

7F
06

1E
D7

ES
47
Cl

52
B&
27

O

BF
21
EB
3C
54
DC
F&
F9
DE
39
45
50
o1
o6

24
87
EF
ES

2A
D8

ot =

77
FA
04
15
BE
79
c7
5B
FA
ES
AB
oD
o1
51

BS
DS
DC
FF
79
59
o2

A

92
21
c4
06
D5
39
24
03
L8
35
F1
44
0B
BE

E7
13
FE
[
02
(]
70

A, OWa~. 1Cd. .W.
Pi#utqq.aLu.g!ﬂl
@[4d..h.80.cEE. A
%hﬁ.:bdﬁ?h..nﬁ..
o LW 0AL L E TR0
€0, 'F; .wx_20: Uyo
A..BR&i.q3<|6CS
Wk, NF.e0a. . £.0. .
0.B.) féy..p.bUx
£, 1@0VD0W, E. 945
Joczal. .sDve.E«i
I»UA.0.6P1"d.P.]
~.N. 0+ ;DDx%. ...
&, ..eulpulzAx.q .
901i.Ti_9ad..&1.#a
Eﬂ..?sw.ﬁ.a;é$gc
0s..A..85,. (G.OT
Piy...bc.ak. Afil
P o R | ¥ (Y
iA. 1. DA, 8. ROV,
COR.=<UEI.a+£ *i=
§Hf.jaﬁ&[...'ﬂ.p

rofiols o

L

Next setup phase, the malware builds string that will be used later.

e ObjectLength
e BlockLength

e ChainingMode
e ChainingModeCBC

O0000LCO45 482710
Ooo00LC0O454B2720
O0000LC0454B27 30
O0000LCO454B27 40
Qo000 LCO45 462750
O0000LCO45 4827 60
Ooo00LCO454B2770
00000 1LC045 4627 80
Oo000LCO45 482790
Oo000LCO45 4627 A0
000001LC045 4627 B0
O0000LCO454B27C0
Qo000 LCO45 462700
O0000LCO454B2TED
Ooo00LC0O454B27F0O
00000 1C045 462 500
0o000LC045 462810
Ooo00LC0O454B2820
000001LC0454B2830
O0000LC045 462840
Qo000 LCO45 462850
00000LC0454B2 860

.

4F
&E
0D
0D
0o
0D
0D
&5
0D
0o
0D
0D
0o
&E
0o
Ty
0D
0o
0D
61
&4
Ty

e

00
00
00
00
00
00
00
00
00
0o
00
00
00
00
00
00
00
0o
00
00
00
00

~

62
67
00
00
00
00
00
G6E
00

00
00
00
69
00
00
00
00
00
69
&5
00

-~

00
o0
00
o0
00
00
o0
00
00

00
o0
00
00
o0
00
00
oo
00
o0
00
00

-~

GA
74
00
00
00
00
42
&7
00

00
00
00
GE
00
00
00
00
00
GE
43
00

-~

00
o0
00
o0
00
00
o0
o0
00

00
o0
00
00
o0
o0
00
o0
00
o0
00
00

e

65
=}
00
00
00
00

74
00

00
00
00
&7
o0
00
00
oo
00
=5 ]
42
00

-~

00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00

-~

63
o0
00
oo
00
o0
&F
65
o0

00
oo
43
40
o0
00
o0
oo
00
GE
43
o0

e

00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
0o
00
00
00
00

~

74
00
00
00
00
00
63
00
00

00
00
&5
&F
00
00
00
00
00
&7
00
00

-~

00
o0
00
o0
00
00
o0
00
00

00
o0
00
00
o0
00
00
oo
00
o0
00
00

-~

4C
00
00
00
00
00
GB
00
00

00
00
el
&4
00
00
00
00
43
4D
00
00

-~

00
o0
00
o0
00
00
o0
o0
00

00
o0
00
00
o0
o0
00
o0
00
o0
00
00

e

65
o0
00
00
00
00
4C
00
00

00
00
5 ]
65
o0
00
00
oo
65
GF
00
00

-~

berypt.dll module is loaded and proceeds to get addresses for these functions and the jmps to them.
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mimetools. D0007FFD287A4C3S
d111oader64_8573. 00007 FFGD5ET

[+] r

"CryptstringToBinaryA™

"CryptStringToBinaryA™
g

’
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mons
Mo

mov

add
mow
mow
add
mow
mow
add
mow

mon
A

sub r

https://github.com /VenzoV/MalwareAnalysisReports/blob/main/WikiLoader /WikiLoader%20notepad.md

BCryptOpenAlgorithmProvider

BCryptGetProperty
BCryptSetProperty

BCryptGenerateSymmetricKey

BCryptDecrypt
BCryptDestroyKey

BCryptCloseAlgorithmProvider

oyYTe pTF as:
rex, rdi
sp,zn
rax,qword ptr ss:

Lral+ag,u

Prbp-E3]

call rax

rsp,20
ris,rax
a1,21

al,

byte ptr ds:
al,

al,

byte ptr ds:
al,F

a1l A=

[rdi],al

[rdi+1],al

byte pt

Hide FPU

oooo7T FFD3D3 oCyo

DDDDDDDDDDDDDGSS
0000006026EBFFC48
000000602 6BFFALD
000000000000 000:0
0000006026EBFFA4D

Coo000000000065 3
Coo000000000065 3

{kerne]32 LoadLibraryas
k QOQ0NFFFD3I0350000

"bcrypt.dil”

L
L

First call of the chain is of course BCryptOpenAlgorithmProvider with "AES" supplied as argument. All these

functions are from Microsoft DLL so can be searched on official docs for more information.

DDDDDDEDEEEFFE4E
000000602 6EBFFELD
0000000000000:000
000000602 6EF FA4D

0000000000000000
000000000000 0000

erne 32 00007 FFD 3035 0000

"BCryptCloseAlgorithmProvider™

Second call makes use of the initial strings saved at the first setup stage. It calls on BCryptGetProperty for:

ObjectLength

e BlockLength -> blocks of 4 bytes

ChainingMode
ChainingModeCBC

After the first one, some memory is allocated. After the second, Istrlen is called to get size of the payload that

needs to be decrypted but reads only until first null byte so 17 bytes. Also, VirtuaAlloc() is called again and the

first 10 bytes of the initial payload are written to it.

B3E
RSI

RDI

BEZ
B2

(W
Egg 000001C0D454B27 10
ULeBFFLS5

00007 FFD*EEDEEBD

-:bl: r‘ypt E::r"yptﬁet Ffr" operty:=

L"objectLength"

00000 0e0Z26EFFBOD
0000000000000000
0000006 0Z26BFFA4D

0000006026BFFC30
0000000000000008

"BCryptCloseAlgorithmProvider™
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BAX
REX
BLx
EDX
REP
ESE
RSI
RDI

EL
B2

O0007FFD2ESD3IESO
00007 FFD 30350000
0o0001C03DCCCEBEBD
O00001CO454B277 4
oo00006026BFFC48
000000602 6EF FAAD
000000000000 0000
000000602 6EBF FA4D

0000006026BFFCLE
0o00000000000008

<bcrypt.BCryptGetProperty=
kernel32z. 00007 FFD30350000

L"BlockLength™

ﬂ' mimeTools.dll - PID: 5940 - Medule: mimetools.dil - Thread: 572 - x64dbg

File ~View Debug Tracng Plugins Favourites Options Help Mov 13 2023 {TitanEngine)
coE 0 tew§ltxwBeE2ePLhis L 0P
B v ® Breakponts B MemoryMep [ Call Stack =P sEH o Soipt %] Symbols < Source /- References ' Threads B Handles E[
48:83EC 20 sub rsp,20 5
48:8B85 30FFFFFF mov rax,gword ptr ss:[rbp-pofl | [gword Hide FPU
1 M s 20 ;gyr;ngn RAx  0000000000000017 Return value ~
V2
= a 48:85C0 Test rax,rax kernel3z. 00007FFD30350000
------ . AB4 - DFS4 Dsozoooo je mimetools.7FFD287ASDE2 RCX  00000LCO3FSCALZ0
1 484 mav quord prr ss:(frbp-2sl, rax RDX  00000000FFFFFFFS
8E 48:8340 FS mov rox,qword ptr ss: RBP  0000006026BFFC48
92 48:8B95 08FFFFFF mov rdx,qword ptr ss: [gword BSE 000000602 6BFFASD
99 4C:8D45 DO lea rs,gword ptr ss:lirbp-zof RSI  0000000000000000
D 49:C7C1 08000000 mov r9,s RDI  0000006026BFFA40
. A4 &4 0O push 0
. AB 48:8D45 EO lea rax,qword ptr ss:[Erbp-zof RS 000000602 6BEEC2S
. Al 50 push rax
: | s S I
. AAF 48:8B85 G3FFFFFF mov_rax,gword ptr ss:[irbp-25l | [gword
. EFDO Bl rax R11  00000LCO3DCCTZ60
. 48:83EC 30 sub rsp,30 R12  00000LCO3FSCAL30
. 48:85C0 test rax,rax R12  0000000000019E80
——--» ~ OFB85 9E020000 jne mimetools.7FFD287ASDEZ R14  00000LCO454E0000
. 48:8B4D C8 mov rox, qwur‘d ptr ss:lirbp-zsl R15  00007FFD2ESDO000D berypt. 00007FFD2ESDOD0D
. 48:83EC 20 sub rsp W
®|(C 48:8B85 28FFFFFF [ ord ptr. 5 D& | [qword
4 s .m"_ﬂ(aﬂﬁ&r'?gn == < >
48:83C4 20 add rsp,20 =
4813945 DO emp aword ptr ss:[Brbp-30il,rax | [EE [5_E]0] Uocked
3 1: rcx ODDDOLCO3F5CAL20 00000LCO3FSCALZO
2: rdx DDDDODOOFFFFFFFS 0000DDDODFFFFFFFS
rsp=0000006026BFFAS0 3: r8 000DD060Z6BFFC28 D000D00G6026BFFC2E
L 4: r9 0000000000000008 0000000000000008
5: Tr=n+2R1 O00001CNAFSCATIN O0000TCNZFRCAT 30
. text: 00007FFD287A5AD6 mimetools.d11:$5AD6 #4EDE < >
HFFH6 000001C000000000
Wpayload U AlocatedMemory U Dump4 W Dump3  @Whpumps @ watch1  [x=lLocals Ej 00DD0E0Z EEFFAS B | DODDOOOODDODO00D s
oihEEc Hex ASCIT 000000602 6EFFAGD | 00007 FFD2E5D0000 | berypt. 00007 FFD2ZESDO000
‘I * | 000000602 6BFFAGE | 0DODDIC 45 $ROOO
000001CO3F5CAOFO[ 00 00 00 0000 00 00 00[00 00 00[00 00 00 00D00DE02EBFFATD | 00D00DO00001IEE0
000001CO3F5CAL00| 00 00 00 00|00 00 00 00|00 00 00|00 00 00 SHECONET GR 5 [DoooniGoIE GRTEn
000001C03FSCALLD | AAGSA AR AL A B0 00 00 — 000000602 68FFAS0 | 0000DDE0ZEEFFASD
000001C03FSCALZ0 R E1I86 8E 77 L . 000000602 6EFFASS | 0000000000000000
e e 22 oA C L P“a"a - 0. ge“A 00000002 EEFFASD | DODD7FFD20350000 | kernel32. 00007 FFD3035001
: 9 o ¢ 000000602 6EFFASS | 00007 FFD287ASABS | FetTurn TO mimetools.set:
00000LCO3F5CALS0|ED €O FC 11 18(30 3¢ 15 06| 1Ad.:bdEVa..0<., 00000 GEFEALD | DOOODDE02EBFFCAS
00000LCO3FSCALED |96 AC G0 90 A7|B3 54 BE D5 |.- .uA..g'T»O SEBFFAAS
4 2 5 L 000000602 E6EFFAAS | 00007 FFDODD00000
000001CO3FSCAL70| A2 FA 9D 21 DA|34 DC 79 wx_z0: Oy9 5 :
2 00000 6EFFAB0 | DODDDN6026BFFCLE
I 000001CO3F5CALS0|C3 12 0D ES 5E|7C F6 C7 3 3-:-'\\ & 00D00DDE02ERFF ABE [E0000000000000008
00000LCO3FSCAL90 | BC 4B 18 BE A3|BE F9 2B 03 '.a:K 1F.ela. 5 )
000DDDE02EEFFACO [EODDDOOED2ZEEBFFC2E
00000LCO3F5CALAD |FB 1E CA 10 DE 1A DE FA 58|0.E.) Féy..p.pix 00D0DDE02 EBFFACS | 0000000000000000
000001CO3F5CALBO | 04 A3 9B 21 45|7F 39 E5 35 £. 1EUVDOW, E. 945 v oo v
mmnnacaoreeeaeal fn o3 15 EF il P - = 000000602 6EFFADC | 0000000000019E80
< > < >
chmmaﬂd: ‘ Default  ~
_l Paused |D.Ilp: 000001CO3F5CA120 - 000001C03F5CA136 (0x00000017 bytes) |TI|IE Wasted Debugging: 0:06:33:43

Istrlenw() is called to count "ChainingModeCBC" string. This is necessary for the next call, which is

BCryptSetProperty(). The arguements relevant are:

e szProperty -> "A pointer to a null-terminated Unicode string that contains the name of the property to set."

In this case "ChainingMode"

o pbInput -> "The address of a buffer that contains the new property value. The cbInput parameter contains

the size of this buffer." In our case this would be "ChainingModeCBC" with size 15 calculated in the step

before.

EAX

00007 FFD303675E0

Oo00000000000:0:00
000000602 6BFFC48
000000602 6EBFFASD
000001C03F5CALS0
0o0001C03DC 30010

oo00006026EFFADE
000000602 6BFFC48

<kernel3z.1strlenw:>

000

ek OO T asabradl L chginingeadec e |
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REBX 00007 FFD 3035 0000 kernel3z.00007FFD30350000
Qo0001C03DCCCBED

DODDDIC045 462708 Lrchaininghode. ]

REP 0o000006026BFFC48
B3P 000000602 66BF FA4D
R5I O00001C03FECALZ0
RDI 00000 1C030C 50010

lEg QO0001C 045462 83C L"Chaini r'IEI'I'IDdEEBE" I

Next call is to get size of the key:

BAX O000FFFD3036B240 <kernel32.l1strlen~
T L O
00000602 6BFFCCOD "HGwPXGe5nXm2 1X0OkX4nMgexZBmBHNUF ™ I
poooooooooooo00 T

REF 000000602 6EBFFC 48
BSE 000000602 6BEFFAL D
R5I 00OO0LCOIFSCALID
RDI 000001LCO3IDC 80010

symmetric key is generated with BCryptGenerateSymmetricKey(). The fifth arguement is the actual key and is

passed as reference onto the stack.

& [00007FFD287ASB60 48: 8885 GOFFFFFF mov rax,gword ptr ss:[frbp-a0] rax:EcryptGenera,,‘ nide FPU
OH FFDO €21l rax rax: BCryptGenera
. 48:83C4 20 add rsp,30 =
48:85C0 test rgx,rax rax:BCryprGenera %mw’
v OF85 EDO10000 jne mimetools.7FFDZ87A5DE3 -
7 76 48:8B4D CO mov rcx,qword ptr ss:[rbp-40f | [qword ptr ss:[r ELX  000D01CO3DCCCBBO
¢ [0ooo7FFD287A5B7A 48: 83EC 20 sub rsp,20 ELX  0000006026BFFBFS
¢ |00007FFD287ASETE 48:8B85 28FFFFFF mov_rax,qword ptr ss:[rbp-Def |rax:BCryptGenera REP  00DDDODGO26BFFC48
L FFDO €& rax rax:BCryptGenera BSE 0000006026BFFA3D
& (00DD7FFDZ87ASBBT7 48:83C4 20 add rsp,20 R5I 000001CO3FSCALID
 |00007FFD 48:83EC 08 sub rsp,s RDI  000001CO3DCEO0L0
. 7| 48:8B4D FB mov rcx,gword ptr ss:[frbp-sl
. 48:8055 BO lea rdx,gword ptr ss:[frbp-50]
. 4C:8B45 DB mov rE,qword ptr 55:[rhp—2§] g ggggg;ﬁggﬁg;gggg Lrg*
: &ggdﬂ 3:3 Igs\srhrg,qwnrd ptr ss:|rbp-158) Bi0 0000000000000000 =
£ 4] ST T ax rax:BCryptGenera Ell  0000000000000246 L'E
S OO T TS Ao Ens TOTEEAS OO roword ptr ss:[Irbp-40f [rax:BCryptGenera R1Z  0DDOOICO3FSCAL30
. 7| 50 push rax rax:BCryptGenera R13 0000000000012880
. 48:83EC 20 sub rsp,20 R14 000001C045 480000
. 48: 8B85 5BFFFFFF mov rax,gword ptr ss:[Irbp-asll|rax: BCryptGenera R15  00007FFDZESDO000 bcrypt. 00007 FFDZESDO0D0
FIP g e 1 FFDO call rax rax:BCryptGenera
. 48:83C4 40 add rsp,40 RIP  0ODD7FFD287ASEBZ mimetools.00007FFD287ASBB2
. 48:85C0 test rax,rax rax:BCryptGenera N
- ~ DF85 A2010000 jne mimetools.7FFD287A5D63 <
! . 48: 884D BO mov rcx,gword ptr ss:[ rbp-50J
f . 4818855 90 mov rdx,qword ptr ss: [ rbp-70f
e 4C:8B45 98 mov r8.aword otr ss:lirbo-csl v [EstiiGogiastAl
! < > 1: rcx 000001CO3DCCCBBO 000001CO3DCCCBBO
= = 2: rdx 0000D0G602ZE6BFFBFE D000D0G6026EFFEFS
rax=<bCrypt. BCrypTGenar atesymmatrickey> 3: r& 000001C0O3DC70000 000001CO3DCTO000
4: r9 000000000000028E 000000000000028E
S: Tr=n+?01 O0NONNEN? RREECEN DNNDNNANZERFECEN "H GWPXAS nxm? 1X0k
. Lext:00007FFD287ASBEZ mimetools.d11:$58B2 #4FB2 < >

000001C0454B0000 »
026BFFA: 0D007FFD287A5B69 | return to mimetools.setInfo+37

000000602 EEFFA40 | 00007FFD30350000 | kernel32. 00007FFD30350000
EN7EREEALD S

Wpayload @ Alocatedvemory  @WDump4  @MDump3  BWDumps @ watch1  Ir-llocals 4 Struct

Address [ Hex [asciz | P
000001C0O3DC70000 [B0, 00 00 00|00 0D 00 00|00 00 0D 00|00 00 00 00|a-
000001C03DC70010(00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00

5025 |00007EED2A7ASRAT
|0000006026EFFASD | 0000006026BFFCCO | "HIGWPX65 nXm2 1XOkX4nkgex 2 SmBH]
TOeO0TO0a0I00020

BUZGBFFAD S

Now, the interesting part BCryptDecrypt() is called. This is responsible for decrypting the shellcode. Let's look at

the arguments in the debugger. We can use the Microsoft documentation.
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C++

NTSTATUS BCryptDecrypt(
BCRYPT_KEY_HANDLE hKey,

[in, out]
[in]
[in]

[in, optional]

[in, out, optional]

[in]
[out, optional]

[in]

[out]
[in]

PUCHAR
ULONG
VOID
PUCHAR
ULONG
PUCHAR
ULONG
ULONG
ULONG

pbInput,
cbInput,
*pPaddingInfo,
pbIV,

chIV,
pbOutput,
cbOutput,

*pcbResult,
dwFlags

First 4 args are passed in: RDX,RCX,R8,R9 The rest are passed as reference onto the stack. The arguments we are

interested in are:

» pbInput The address of a buffer that contains the ciphertext to be decrypted. Second argument.

o pbIV The address of a buffer that contains the initialization vector (IV) to use during decryption. Fifth

argument.

e pbOutput The address of a buffer to receive the plaintext produced by this function. Seventh argument.

. 481 83EC 20 sub rsp,20 ~ Hide FPU
. 48:8B85 SBFFFFFF mov rax,qword ptr ss:[ rbp-As]|rax:BCryptDecryp
M 5;?23“ I ;E;]r;g"m raniBCryptlecryP | pax  00007FFDZESD19B0 <berypt. BCryptDecrypts>
. 488500 test rax,rax rax:BCrypthecryp REX  00007FFD30350000 kernel3z. 00007 FFD30350000
e ~ DE85 A2010000 i i 5 RECX  0000D0DLCO3DCTO000
. 48:8B4D BO mov rcx,qword ptr ss:lrbp-50§ BRX O0000LCO3F5CALZ0
. 48:8B55 90 mov rdx,gword ptr ss:[Erbp-700 First 4 ares REBP 0000006026BFFC48
. 4C:8B45 98 mov r8,qword ptr ss:|[irbp-s3) = RSP 0000006026BFFAZD
. 49:C7C1 00000000 RSI  O00O0LCO3FSCA1Z0
» G6A 0L RDI  00000LCO3DCS00L0
. 45:8D45 ASB ss:[Erbp-580 |rax:BCryptDecryp
. 50 rax:BCryptbecryp RE 0000000000019880
. gﬁ og E3 0000000000000000
N 0000000000000001
. 48:8B45 DD ss:[frop-30f | rax:Bcryptoecryp ElD
= 50 Fax:BCrypTDecryp Bll 0000000000000000
. 4818845 B8 ss:[frbp- 48] | rax: BCryptDecryp R12  0000OLCO3FSCALSO
o (c 50 rax:BCryptDecryp R13  0000000000013B80
o 481 83EC 20 =P, 20 R14  0000ODLCO454E0D00
e |[C 48:8B85 SOFFFFFF mov_rax,qword ptr ss:[irbp-BOJ [ rax:BCryptDecryp R1S 00007 FFD2ZESDOOOD bcrypt. 00007FFD2ESDO0O0D
— FFDO call rax rax:BCryptDecryp
. 38 :g:ggg; 50 gdchSDrSU seryptn RIP  00007FFDZE7ASBF4 mimetools. 00007 FFD287ASBF 4
. g est rax,rax rax:BCryptDecryp
-—-e|l00 ~ 0F85 60010000 jne mimetools.7FFD287ASDE3 <
(o0 48:C7C1 00000000 mov rcx,0
# [0D00FFFD287ASCOA 45:8B55 A3 mov rdx,qword ptr ss:[@rbp-5&] Default (x64 fasteal - unl
* [00007FFD287ASCOE 43:C7C0O 00300000 mov_rs8.3000 ¢ ) [:::][]
< > 1 rcx 000001C03DC70000 000001COZDC70000
rdx 000001COZFSCAL30 O00001COZFECALID
‘PT.BCryptDecrypt> r8 0000000000019E80 0000000000019E80
r9 0000000000000000 0000000000000000
: Tr=n+207  0000ACNENCRNNNN  ANNNNTC NENE RNNNN
‘OFFFD287ASEF4 mimetools.d11:$5BF4 #4FF4
; m ; ; 28 _ @) 0000006026BFFC48 )
I @ Alocatedvemory  @oump4  @ljoump3  @Joumps @ watchl  lesllocals ¥ Struct 000000 00007FFD287A5BB4| return to mimetools.setInfor
000000 000001C045 480000
Hex ASCII eI * || sooooo 000001c03ncan0l0
DC70000 |20 00 00 0052 55 55 55|50 CB CC 3p[C0 01 00 00 RUUUTEI=A. .. T OOUDICD BT Ab0N
DC70010 | 20 00 L7 2D oogengonion] nogoogengen A .. 000000 0000000000000010
DC70020(GE 02 U0 OO|4E 53 53 4D|02 00 01 00|01 00 0O 0O (&= FETEET T TR T T TeD
DC70030(10 00 00 00(10 OO0 00 0DO|0D O1 00 00|00 00 DD 0O RO 0000000000000000|| Last 6 args
2 g
DC70040/ 20 72 CC 20 00 00 00 00|00 08 00 00 000000 00DDODE02ERFFRFD
DC70050 (00 00 00 00|00 00 00 00|20 00 00 00|48 6A 47 77|... Gw 00000 IR e
DC70060150 58 36 35/6E 58 6D 32/21 58 4F 6BI58 34 6E 4D | PXESnXm21X0KXAnM e s

Second Argument (RCX) contains the certificate.pem data that was read into memory before.

The Fifth argument has the IV. This is on the stack, and it is 10 bytes according the the sixth argument.

AUUTESS E‘“
000000602 6BFFA40 0000 _CH 30

£0.01 00 00

A0 00 00 00

00 00 00 ool .

0000006026BFFASO| 00 00 00 00
0000006026BFFAGD
000000602 6BFFA7O
000000602 6BFFABD

ARNANNENTEBEE Aan

EQ FE BF 26
80 9B 01 00

Anonn a3t an

00 00 00 00
{60 00 00 00
00 00 00 00

e v nn nnl oo

01

00 00 00 00
00 00 00

20 Al oC 2P
00 00 00 00

ca 7n 2elen

00 00 00 00| .
00 00 00 00

L0 01 00 00 .
00 00 00 00|@

E nn nn

The pbOutput is null in this case, so no output found.
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(000000602 6E|
D0D0D06026BFFA4S

E0000006026EFFC4S,

000001C0O3DCBO000
0000000000000010

0D007FFD287AS5EB4| return to mimetools.

setInfo+37C4 from 777
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Following this VirtualAlloc is used to allocate a memory buffer and BCryptDecrypt() is called once again, this

time the pbOutput is a pointer to the newly allocated memory. In this case the output can be observed, and we can

see the decrypted shellcode.

B4 AllocatedMemory 4% payload 4 Dump 4 24 Dump 3 4% Dump 5 8 watch 1 [*=] Locals EE
address Hex ASCII -
000001C03DC30000 |50 48 31 CO|48 FF CO 48(85 CO OF 84[AA 39 01 00| PHLAHVAH.A..2...
000001C03DC90010 |58 51 48 31|C9 48 85 C9|0F 85 1F 85|01 00 48 FF|XJHL1EH.E...... Hy
000001C03DCI0020 | C1 48 85 C9|0F 84 AD BA|(01 00 59 E9|A9 82 01 00| AH.E.. ...¥Yé&...
000001LC03DC90030 | 8C 84 SE SF |98 8D 98 B8C (98 BF 98 BE|9L1 50 3C 91| i uuwereennnnn P,
000001LC0O3DCI0040 | 5A 35 D1 30|77 55 DB D9(8C 5A BE BF |98 8D 98 8C |ZShowxdl........
000001LC03DCI0050 | 98 8F 98 S8E|91 50 3C 91|54 35 D1 91|5A 35 DL 91| ..... Pe,Z5N.Z5R.
000001C03DC90060 | 5A 35 E1 91|50 12 91 E8(19 91 50 30|91 FO 38 91|Z54.P..&2..P0.33.
00000LC0O3DCI0070 |50 3E 2A 73|91 50 00 21|50 94 21 91|50 8C 29 95 |P>*s.P..P.!.P.).
000001LC03DCI0080 |50 9C 31 95|50 94 01 95|50 854 09 95|50 8C 11 91 |P.1.P...P...P...
00000LC03DCI0090 |52 50 FD 51|D9 D9 D9 91|50 9C 39 91|54 50 FD 51 |R]yQUUD.P.2.TIvq
000001C03DC900A0 | D2 D9 D9 91|ES 10 91 50(D1 60 00 66|96 51 91 1E|UDU.E..PR .T.0Q..
000001C03DC900B0 | 1B D5 D9 D9|D9 90 1E 19|CE D9 D9 D9|90 1E 18 ED|.0000...I000...d
000001C03DC200C0 | D9 D9 D9 91|5A 35 F9 91|54 DC DE D2|(D2 D9 89 91| 000.Zs50. TURDDO. .
000001LC03DCI00D0 |52 9C 01 26|39 91 S5A 1D|F9 90 50 1F|94 50 1C 91|R..&3.Z.U.P..P
000001C03DCI00ED| 52 94 09 91|52 8C 21 95 (52 9C 31 95(52 94 29 B3 (R...R.!.R.1.R.])"
00000LCO3DCI00F0 | D9 B3 D9 91|54 35 F2 21(52 9C 11 89|91 54 DC D7 | U*0.Z5U.R. ... Tlx hd

-Iuoooo1c03ncsoooo 50 push rax
L 48:31C0 Xor rax,rax
& ||000001CO3DC 20004 48:FFCO inc rax
® ||000001CO3DC 20007 45:85C0 test rax,rax
------ ¢ |000001CO3DC20004 | ~ OF84 AAB9S0100 je 1CO3DCAS3BA
¢ ||000001CO3DC 20010 55 pop rax
® ||000001CO3DC 0011 51 push rcx
¢ ||000001CO3DC 0012 45:31C92 XOF FCX,FCX
& ||000001CO3DC 20015 45:85C92 test rox,rcx
------ ¢ |000001CO3DC 200LE ~ 0F85 1F850100 jne 1CO3DCASS3D
¢ ||000001CO3DC I00LE 453:FFC1 inc rcx
® |000001CO3DC 0021 45:85C92 test rox,rcx
------ & ||000001LCO3DC 0024 ~ 0OF84 ADBADLOOD je 1CO3DCASBACA
® |000001CO3DCI002A 539 pop rcx
¢ ||000001CO3DC2002E « E9 A9B20100 jmp 1CO3DCASZD2
¢ ||000001CO3DC 20030 BCBA BEBF258D mov word ptr ds:[rdx-72677072]
¢ |000001CO3DC 20036 28 cwde
¢ ||000001CO3DC 0037 8C95 BF98BE91 mov word ptr ds:[rax-6E716771]
¢ ||000001CO3DC 003D 50 push rax
¢ ||000001CO3DC003E 3C 91 cmp al, =21
& ||000001CO3DC 20040 SA pop rdx
® ||000001CO3DC 0041 35 D1307758 Xor eax,58773001
¢ ||000001CO3DC 20046 DED9 fcomp stil)
¢ ||000001CO3DC 0045 BCBA BEBF258D mov word ptr ds:[rdx-72677072]
® ||000001CO3DC I004E 28 cwde
¢ ||000001CO3DC I004F 8C95 BF98BE91 mov word ptr ds:[rax-6E716771]
® ||000001CO3DC 20055 50 push rax
¢ ||000001LCO3DC 0056 3C 91 cmo al.2l
. ™

To make memory section which will contain the payload executable, the malware calls on VirtualProtect() onto

that section. The call is used to give the section of memory 0x20-> PAGE_EXECUTE_READ. Finally, the

malware can jump to the memory location and resume execution!

Page 20 of 22


https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/Images/shellcodepayload.png
https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/Images/shellcodepayload.png
https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/Images/shellcodedisassemblyview.png
https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/Images/shellcodedisassemblyview.png

https://github.com /VenzoV/MalwareAnalysisReports/blob/main/WikiLoader /WikiLoader%20notepad.md

wru L Loy [LH s = DICdRpOINLs IO Y IR | al ILaLk = o L) auip 1 Iymows e DuuLe £ eI e nredus| -
— e — 41:FFE4 jmp riz ~ 5
——> ¢ [00007FFD287A4ECE 48:83C4 20 add rsp,z0 [FEE FHD
rhoaea :
. HHHH;EES: ?jEBE _ :i:gggg 2 ?gg ng'lo RAX  0ODDO7FFD287A4ECE mimetools.0000TFED2E7AL
—  e||000OD7FFD287A4EDE | ~ E9 ASOEQCO0 Jmp mimetools.7FFDZETASDED E 0 d11loader64_8573. DDOOTF
® (00007FFD287A4EDR 55 push rbp
® (00007FFD287A4EDC 53 push rbx
# (00007FFD287A4EDD 50 push rax REP  0000D06026BFFEDO
® (00007FFD287A4EDE 58 pop rax RSP  0ODDDOGO2GBFFETS
# (00007FFD287A4EDF 57 push rdi RSI  0000000000000000
. HHHHZEES% ijET Eg pusn r§1 RDI 000001C0O3F5CALZ0 "virtualProtect”
. 7 287A. push rdx =
o [cooo7FFDZ87A4EER 48:31D2 xor rdx,rdx T — IReqd G
® (00007FFD287A4EES 48:85D2 test rdx,rdx == e e
I e (00007FFD287A4EES | ~ 75 74 jne mimetools.7FFD287A4FSE R10  000000G0BOR00SDE .
i e [00007FFD287A4EEA 48:1FFC2 inc rdx 5 L
! ® |00007FFD287A4EED 481 85D2 test rdx,rdx [EEL - CLEE e BRI PE .
| r----#|[00007FFD2 ~ 0OF84 34010000 je mimetools. FFFD287AS02A BlZ O0D00D7FFD3036C3F0 <kernel3z.virtualProtec
! 0 e 00007 FFD2 5A pop rdx R13 00007 FFD3036B650 <kernel32.GetProcAddres
i1 elo0o0007FFD2 31:54 push riz B14_ A0NNNICAZECEAMAN
] ¢ loooo7FFD2 41:55 push ri3 < >
' e[oooo7rFD2 41:56 push riz =
i1 e|oooo7FFD287 50 push rax w | Default (x64 fastcall) v 2| unlod
Y = 1: rcx 0D0DDICO3F550000 000001CO3FSS50000
bl = 2: rdx 19879 0000000000019879
=<kernel3z.virtualProtect> 3: r8 0000000000000020 0000000000000020
4: r9 0000DD6026BFFEAS 000DD0G0ZGBFFEAS
L: Tran+2R1 MWWHHWIARNZ?ERFFFD0 ONNNEN? ERFFFNN
XT:0DD07FFD2B7A4ECE mimetools.d11: $4ECE #42C8 < >
: : i : F= [ HAIS Sl = 00007 FFD2 87 A4ECE| MiMEto0]s . SELINT0+2ZADE
AlocatedMemory  Wipayioad  @4JDump4  @WDump3  @Jpumps B wa 000000602 6BFFESD FODDD0LCO3F5CAL20| "VirtualProtect”
== Tion ASCII | A | DOD0D00EDZGEFFESE [E00007FFD287A4E98 | mimetools. setInfo+2448
ERihnTR. | 000000602 6EFFESD [FO0007FFEDSE70000( d11Toader 64_8573. 00007 FFEDS
il el se0) By o5 £i) )| (7 @ oG8 (e BlF G065 G bl o) CLELL 0000006026BFFES3 [E00007FFD3036C3F0| kernel32.virtualProtect
J01C0O3F550010(58 51 48 31|C9 48 85 C9|OF 85 1F 85|01 00 48 FF | XQHI1EH. G0 EREEE N EDOTD e G EREE LR D
J01CO3F550020 |C1 43 [85] C3|0F 84 A0 BA[01 00 59 E9|A9 82 01 00 |AHIE.. e A
J01C03F550030(8C 8A SE SF |98 8D 98 8C |98 8F 98 BE|91 50 3C 91|....... - -
AnirntEEEnndnlca 28 N1 20l 77 £ nAR nalar fA AF aFlaa an amr g [ FoRneva 0000006026EFFEED | 0000000000019B7 2
® (00007 FFD287A4E9F 49:89C4 mov riz,rax e
. 7 48: 83EC 10 sub rsp,10
. 48:8D4424 08 lea rax,qword ptr ss:[Qrsp+sj Lt e
= halanE OET Tt RSI  0000000000000000 o .
= TREEE & mov rdx.gword ptr ss:firbp-2o0 RDI  000D0DICO3FSCALZ0 virtualProtect
M 49:C7C0 20000000 mov r8,20
. 49: 89C1 mov ra,rax RS 00000DE02ZEBFFEZE
M 48:B3EC 20 sub rsp,z0 R 0000000000000020 3
. 8D0O5 04000000 lea rax,qword ptr ds:[FFFD287/ R1D 0000000000000000
. push rax R11  0000000000000246 L'’
. FFE4 jmp riz N R12 00007 FFD3036C3F0 <kernel3z.virtualProtec
= 4 20 add rsp,z0 g wET 0 <kernel3z. GetProcAddres
5i83ca 10 add - 0
| 41:FFEG jmp. ris
e o0o0ls.7FFD287A5D80 kernel32. 00007FFD30350C
. push rbp - -
® push rbx RIP  00007FFD287A4ED3 mimetools. 00007 FFD287AS
. ush rax
e |[oooo7FFD 57 push rdi < >
e |joooo7EFD 56 push rsi
e |[00o07EFD 52 push rdx + | Default (x64 fastcall) T EIDU”“’C
ol ¢ % 1: rcx 00007FFD307 2DA64 ntdll. 00007 FFD307 2DAGE
rdx 0000000000000000 000000OD00000000
1=000001C03F550000 r8 0000006026BFFE28 00DDDOGOZ6BFFE2S
ra 0000000000000020 0000000000000020
Me=sn+2R1 OO0 D000
*KT:00007FFD287A4ED3 mimetools.d11: $4ED3 #4203 >
. 3 St 0000000000019673
U MlocatedVemory Wl payload = @4Dump4  WMDump3  @Woumps @ wa 000000602 6BFFESS [E00007FFD2ZDF90000
Tt ASCII | | 00D000E02EBFEECO [E00000000000224F8
- 6076 ae
)001CO3F550000 [50 48 51 CO|48 FF CO 48|85 CO OF 84|AA 89 OL 00| FRLAHVA | 00000 eh o cEEinn | DoOO e
58 51 48 31|C9 48 85 C3\OF 85 IF 85|01 0D 43 FF| XQHLEH. 000000602 6EFFEDS | 0000000000000000
JDD1CO3F550020|C1 48 85 C2|0OF 84 AD 8A|01 00 59 E9|A2 82 01 00|AH.E.. OHRnEn CHEL Lor [ oa0oa0030000560
)D01CO3F550030 | 8C BA SE 8F (98 8D 98 8C |98 SF 98 BE|91 50 3C 91|....... e
JOD1CO3F550040|5A 35 D1 30|77 52 D8 D9|8C 8A 3E 8F (98 8D 98 8C|zsRomx@ || 00000 En s e or mE | a0
JD01CO3F550050 |98 8F 98 BE|91 50 3C 91(5A 35 D1 91[5A 35 DI 91|.....P< | oo s o e e 00000
)001CO3F550060 |54 35 E1 91/50 12 91 E8|19 91 50 30|91 FO 38 91|Z54.P.. mrAnnnsnaenecenn | AARARAAAARRRAAA,
With this we have finally made it to the first decrypted shellcode!
= DIcakpunils Iy viap [ wal gLk = ocn 1) oUnpL =1 oymous e DUUrLE RIS SNUEs O Ireaus
}0LC O3 F5 50000 push rax
000001C0O3F550001 XOr rax,rax
000001C03F550004 inc rax

test rax,rax

.
.
® (|000001C03FS 50007
.

---@ ([000001CO3F550004 ~ OFB4 AAB90100 je 1CO3F5689BA
@ ([000001C03F550010 58 pop rax
@ ([000001CO3F550011 51 push rcx
@ ([000001C03F550012 48:31C9 XOF FCX,rCx
@ (000001C03F550015 48: 85C9 test rox,rcx
---# (|[000001C03F550018 ~ 0OFB5 1FB50100 jne 1CO3F56853D
@ ([000001C0O3F55001E 48:FFC1 inc rex
@ ([000001C0O3F550021 48: 85C9 test rox,rcx
---® (000001C0OZFE50024 ~ OFB84 ADBAQLOD je 1CO3FS68ACA
@ ([000001C0O3F55002A 59 pop rcx

000001CO3FE5002E
@ ([000001CO3F550030
000001C0O3FS50036
000001LCO3F550037

L

<

E9 ASE20100
BCBA BESBFIEEBD
98

BC98 BF98BE9L

jmp 1CO3FSE82D9
mov word ptr ds:[rdx-72677072]
cwde
mov word ptr ds:[rax-6E716771]

e

Since this was pretty long I will continue with a part 2 soon!

References

rcx:NtProtectvirtualMemory+14
rox: NtProtectvVirtualMemory+14
roxiNtProtectvirtualMemory+14

rox: NtProtectvirtualMemory+14
rex: NtProtectVirtualMemory+14

rex: NtProtectVirtualMemory+14

e https://bazaar.abuse.ch/sample/bef04e3b2b81f2dee39c42ab9be781f3db0059ec722aeee3b5434c2e63512a68/
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o https://www.unpac.me/results/612d6d2c-c45d-47ba-a2bb-a218ec753d3f
e https://twitter.com/Cryptolaemus1/status/1747394506331160736

e https://www.proofpoint.com/us/blog/threat-insight/out-sandbox-wikiloader-digs-sophisticated-evasion

« https://www.geoffchappell.com/studies/windows/km/ntoskrnl/inc/api/pebteb/peb/index.htm

e https://mohamed-fakroud.gitbook.io/red-teamings-dojo/shellcoding/leveraging-from-pe-parsing-technique-

to-write-x86-shellcode

Source: https://github.com/VenzoV/MalwareAnalysisReports/blob/main/WikiLoader/WikiLoader%20notepad.md

Page 22 of 22


https://www.unpac.me/results/612d6d2c-c45d-47ba-a2bb-a218ec753d3f
https://twitter.com/Cryptolaemus1/status/1747394506331160736
https://www.proofpoint.com/us/blog/threat-insight/out-sandbox-wikiloader-digs-sophisticated-evasion
https://www.geoffchappell.com/studies/windows/km/ntoskrnl/inc/api/pebteb/peb/index.htm
https://mohamed-fakroud.gitbook.io/red-teamings-dojo/shellcoding/leveraging-from-pe-parsing-technique-to-write-x86-shellcode
https://mohamed-fakroud.gitbook.io/red-teamings-dojo/shellcoding/leveraging-from-pe-parsing-technique-to-write-x86-shellcode

