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ThunderX Ransomware rebrands as Ranzy Locker, adds data leak
site

By Lawrence Abrams
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ThunderX has changed its name to Ranzy Locker and launched a data leak site where they shame victims who do

not pay the ransom.

ThunderX is a ransomware operation that was launched at the end of August 2020. Soon after launching,

weaknesses were found in the ransomware that allowed a free decryptor to be released by Tesorion.

The ransomware operators quickly fixed their bugs and released a new version of the ransomware under Ranzy

Locker name.

@ Adaptive

Al-powered social engineering fools 98% of people.
Fortune 500 teams use Adaptive to stay prepared.

While the name has changed, strings associated with a PDB debug file in the ransomware executables still show it

is the same as ThunderX.
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C:\Users\Gh@St\Desktop\ThunderX\Release\LockerStub.pdb

BleepingComputer's theory is that they rebranded to start with a clean slate and avoid the stigma of being

associated with the previously released decryptor.

Meet the Ranzy Locker ransomware

Using a sample of the ransomware found by MalwareHunterteam and shared with BleepingComputer, we can get

a deeper dive into how the ransomware operates.

When launched, Ranzy Locker will first clear Shadow Volume Copies so that victims can't use it to recover

encrypted files.

vssadmin.exe Delete Shadows /A1l /Quiet;

When encrypting files, the ransomware will use a Windows API called the 'Windows Restart Manager' that will

terminate processes or Windows services that keep a file open and prevent it from being encrypted.

result = RmStartSession(&dwSessionHandle, @, &strSessionKey);
if ( tresult )
{
if ( =(_DWORD =)(uz + 20) >z 8u )
u2 = =(_DWORD =)u2;
rgsFileNames = (LPCUSTR)wZ;
result = RmRegisterResources(dwSessionHandle, 1u, &rgsFileNames, @, 8, 0, @);
if ( tresult )
(
u3 = 0;
pnProcInfo = 0;
pnProcInfoNeeded = @;
vy = 9;
dwRebootReasons = 0;
while ( 1)

if ( 'result )

break;
if ( result 'z 234 )

return result;
U5 = pnProcInfoNeeded;
pnProcInfo = pnProcInfoNeeded;
if (vd)

sub_4088C1(ul);
u5 = pnProcInfo;
3
result = sub_4088CE(668 x uS | -((unsigned __int&)(668 x (unsigned
UG = U3;
vl = (RM_PROCESS_INFO x)result;
++U3;
if ( vE >= 3 )
goto LABEL_15;

if ( !duRebootReasons )
result = RmShutdown(dwSessionHandle, 0, 0);
LABEL _15:
if (wit)
result = sub_4088C1(u4);
if ( dwSessionHandle !z -1 )
result = RmEndSession(dwSessionHandle);

result = RmGetList(dwSessionHandle, &pnProcInfoNeeded, &pnProcInfo, v4, &dwRebootReasons);

_inte4)us >> 32) t= 0));

Windows Restart Manager

For each encrypted file, the ransomware appends the new .ranzy extension to the file's name. For example, a file

named 1.doc would be encrypted and renamed to 1.doc.ranzy.
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Ranzy Locker encrypted files

In each traversed folder, the ransomware will create a ransom note named 'readme.txt' that includes information

about what happened to a victim's data, a warning that their data was stolen, and a link to a Tor site where the

victim can negotiate with the threat actors.

It should be noted that in previous versions of ThunderX, the ransomware operators communicated with victims

via email rather than using a dedicated Tor site.
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4 readme:txt - Notepad2 EI@
Eile Edit View Settings 2

DEadl [t aan e Qa2 e

1}--=== Ranzy Locker 1.1 ===---

2

3Attention! Your network has been locked.

4Your computers and server are locked now.

5A11 encrypted files have extension: .ranzy

6

7 ---- How to restore my files? ---—-

8

9Al11 files on each host in your network encrypted with strongest encryption algorithms

10Backups are deleted or formatted, do not worry, we can help you restore your files

11

12Files can be decrypted only with private key - this key stored on our servers

13You have only one way for return your files back - contact us and receive universal decryption program

14

15 Do not worry about guarantees - you can decrypt any 3 files FOR FREE as guarantee

16

7 ---- Contact us ----

18

19 You have two way to contact us:

20

211. Open our recovery-website (can be open in any browser): https:f/ranzy1ock.hk/ﬁﬁ'fz'ibf&f/‘%

22

222. In case of link doesnt work open our mirror recovery-website via TOR Browser:

24 Download TOR Browser here: https://www.torproject.org/download/ o
25 Open TOR mirror website: http:/‘/a6a5b4ppnkr'i03m'kyutfexbcﬁySchkfhj3jr32kdwbryr2'|empkuyd.onw'onf’.v’;?q-‘;‘z’f?'%;;.
26

27 ---- Data Leak Attention ----

28

29111 A1l your sensitive data was downloaded to our servers

30111 We are ready to publish this data in our blog with your Company Name, if you will not contact with us by email
3111l only we can delete your files from our servers

32111 only we can restore all your files without any LOSS

33

34 ---- Recovery information ----

35

36 key: - A e R e

37 personéﬂ' id:

< | 11 | »

In1:37 Coll Sel0 149 KB ANSI CR+LF INS Default Text

Ranzy Locker ransom note

When a victim visits the Tor payment site, they will be greeted with a 'Locked by Ranzy Locker' message and be
shown a live chat screen to negotiate with the threat actors. As part of this 'service,' the ransomware operators

allow victims to decrypt three files for free to prove that they can do so.

Page 4 of 7



https://www.bleepingcomputer.com /news/security/thunderx-ransomware-rebrands-as-ranzy-locker-adds-data-leak-site/

Your network has been locked X ‘

<« G @ | ® a6aSbappnkrio3nikyutfexbcySdeskfnj3jrazkdwb: == ¥y O P Search B ms » =

%) Live chat

Locked by Ranzy Locker
Your files and servers encrypted.

What's happened?

All files on each host in your network encrypted with strongest
encryption algorithms. Backups are deleted or formatted, do not
worry, you can get your files back - just follow our instruction and
remember - you don't have so much time.

How to decrypt my files?

For decryption files you need buy decryption key and Universal
Decryption Tool.
The only one way for return your files back is cooperate with us and
get decryption key.

Write to live chat, if you want to buy
decryptor

You also can decrypt 3 files for FREE as guarantees -
tell about it in live chat.

Ranzy Locker Tor payment site

Ranzy Locker launches a data leak site

Many ransomware gangs utilize a double-extortion attack method, which is to steal unencrypted files from a

victim before they encrypt the devices on the corporate network.

This attack method provides the threat actors two ways to leverage the victim into paying a ransomware -- pay to

get their files back and not have their data publicly leaked.

This week, the Ranzy Locker gang released a data leak site called 'Ranzy Leak' to leak the data of victims who do

not pay.
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This web site currently includes one victim who develops power control solutions.

An item of interest is that the Tor onion URL used by the Ranzy Leak site is the same as the one previously used

by Ako Ransomware.

The use of Ako's URL could indicate that both groups merged to form Ranzy Locker, or they are cooperating

similarly as the Maze cartel.

Update 10/16/20: The Ako ransomware operators contacted us and stated ThunderX is part of their operation and

that they have rebranded to Ranzy Locker.
"Because we update our original ransomware and its little rebranding.

ThunderX is test version our update, but some US kids share this build on virustotal — oops."
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one
without the other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three

diagnostic questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/thunderx-ransomware-rebrands-as-ranzy-locker-adds-data-leak-site/
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