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 Tool: BrasDex

Names BrasDex

Category Malware

Type Banking trojan, Credential stealer

Description

(ThreatFabric) This campaign involves a highly flexible novel Android malware dubbed
BrasDex by ThreatFabric, featuring a complex keylogging system designed to abuse

Accessibility Services to extract credentials specifically from a set of Brazilian targeted apps,
as well as a highly capable Automated Transfer System (ATS) engine.

When analyzing BrasDex, our team found the evidence of some desktop malware controlled
through the same backend. Our analysts were able to identify the malware samples related to
the same campaign targeting Brazilian users as well: it involves Casbaneiro, a well-known

malware family known to be active in Latin America.

Information <https://www.threatfabric.com/blogs/brasdex-a-new-brazilian-ats-malware.html>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/apk.brasdex>

Last change to this tool card: 22 June 2023

Download this tool card in JSON format

All groups using tool BrasDex

Changed Name Country Observed

Unknown groups

  _[ Interesting malware not linked to an actor yet ]_  

1 group listed (0 APT, 0 other, 1 unknown)
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